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Corporate Espionage



Corporate Espionage

O RLY?



“From small beginnings 
come great things...”



“The email was crafted well enough to trick 
one of the employees to retrieve it from 
their Junk mail folder, and open the 
attached excel file...”



It’s just business... right?



“ECONOMIC ESPIONAGE 
LOSSES TO THE AMERICAN 
ECONOMY TOTAL MORE 
THAN $13 BILLION...”

Assistant Director 
Counterintelligence, FBI



WHY?

Fast and cheap
Anonymity

Sharing of tools, techniques
Attribution
Geo-politics

HOW?
Increasingly Cyber

Information and Communications
Military

Energy, Materials, Manufacturing
Healthcare

WHAT?
Technologies of Interest

R&D

Client lists

Trade secrets

Strategic plans

Personnel records

Production processes

Confidential financial data

Customer billing information



2009

2010

2011

2012

2013

Chinese 
Sinovel and 

AMSC 
Wind 

Turbine

Operation 
Aurora



So is it real?





PlaceRaider

R. Templeman et al.
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before “hack” after “hack”



Mobile Kill Chain

Recon
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• Gather serial number
• When/how user charges device
• Device fingerprint
• Network connectivity

GATHER INTELLIGENCE



Mobile Kill Chain
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• Find/design root exploit
• Customize RAT for target
• Build custom kernel, rootkit

PREPARE FOR ATTACK



Mobile Kill Chain
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•Dynamically extend app
•Target specific user with attack
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Mobile Kill Chain
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• Trigger the exploit
• Use app’s existing msg handlers

EXECUTE EXPLOIT



Mobile Kill Chain
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• Gain root
• Install LKM, Rootkit, RAT

LOAD MALICIOUS CODE



Mobile Kill Chain
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• RAT connects to C&C server
• Begins beaconing to announce

COMMAND & CONTROL



Mobile Kill Chain

Recon
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• Exfil phone data
• Leverage sensors to explore
• Wait for USB connectivity

MEET OBJECTIVES 



Mobile Kill Chain

Recon

Weaponize

Deliver

Exploit

Install

C2

Act on 
objective

Maintain

• Adapt on device as needed
• Expand into corp. network
• Gain “hands on keyboard”

MAINTAIN



No shortage of sensors...



Motion processor

Pressure sensor

5 MP rear
camera

WiFi/Bluetooth

Smart card/NFC

GPS
tracker

MHL xmit

1.3 MP front 
camera

Baseband modem



Shields Up?
DEMO I









• forked OSS Androrat project

• github.com/RobinDavid/androrat

• will contribute patches back soon

https://github.com/RobinDavid/androrat
https://github.com/RobinDavid/androrat


Mobile is different...



Data theft

• Steal audio, video, location

• Exploit Android’s rich platform APIs

• Device provides various exfil options



No shortage of vulns...





Android Gadgets

• Designed to interact with 
other computers

• USB-Ethernet tethering

• Audio docking

• Media transfer protocols



Go go gadget...

• Android uses Linux-USB 
Gadget Framework

• User space dictates VID/PID

• With root we can morph 
into whatever we like



Mobile HID attack
DEMO II



Demo Summary

• BYOD = Bring Your Own Demise?

• Exploit reprogrammable hardware

• Gives attacker hands on keyboard

• Leverage endpoint and expand



Android vs. Teensy USB

• Potential for smarter 
targeting w/ sensors

• Many gadgets built into 
Linux kernel

• All previous payloads 
(e.g., Kautilya) relevant



Break it down...

• Android uses gadgets

• adb, mtp, docking, network tethering

• Let’s add a keyboard gadget



HID gadget in 200 LOC 
or less



USB Matchmaking

• Gadget framework 
manages endpoints

• Setup and teardown 
highly abstracted

• We just need to 
“describe” our device

EP (IN)

EP (OUT)

masterslave

EP (IN)

interface #0 (HID)

interface #1 (Serial)

EP (OUT)



USB HID descriptor

• Defines the length of 
HID reports (8 bytes)

• Hefty USB spec defines 
what fields mean

• Can steal a descriptor 
from another device



Alternatively, grab from /proc/bus/usb
or lsusb on Linux



Use the source...



Use the source...

We will add a new function... 
the HID function



Challenge

• Android functions declared statically

• Enabled at runtime by userspace

• Leaves two options

• recompile kernel or patch at runtime



Droid functions
Need to implement a few...



android.c : hid_function_init

f_hid.c



f_hid.c : ghid_setup



android.c : hid_function_bind_config

f_hid.c



f_hid.c : hidg_bind_config



Writing data

• Write 8 bytes to /dev/hidg0 to send keystrokes

• Send ‘a’ button down

• echo “\x00\x00\x04\x00\x00\x00\x00\x00” 
> /dev/hidg0

• All buttons up

• echo “\x00\x00\x00\x00\x00\x00\x00\x00” 
> /dev/hidg0



Android HID Summary

• Glue a couple functions together

• Recompile kernel (or patch at runtime)

• Wait for plug event





Mitigations

• Enforce constant VPN for corporate 
devices

• Limit third party apps and proactively 
analyze them

• Consider ecosystem of devices rather than 
individual device attack

• Use and properly configure DLP software

• User training and awareness



Questions ??

2013

@INSITUSEC // @VIAFORENSICS

DWEINSTEIN@VIAFORENSICS.COM

Thank you for your time!

greets to @marcograss & @pof!

mailto:dweinstein@viaforensics.com
mailto:dweinstein@viaforensics.com

