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Thesis Objective 
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¬ Thesis objective 
ÁStudy the DirectAccess 

ÁPerforming a security evaluation 
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VPure IPv6 
VNo user interaction 
VRemote management and administration  
VBidirectional access 
VEnhanced security features 
VWorking over IPv4 Internet infrastructure  
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DirectAccess Features 
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OOpu!bmm!Xjoepxt!PTȡt!bsf!tvqqpsufe! 

OThe following options are not always 
possible: 
üEnd to End encryption 

ü Force tunneling 

OPerformance degradation when IP-HTTPS 
tunneling is used 

OComplex technology   
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DirectAccess Limitations  
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¬ Active Directory Domain Controller (AD DC). 

¬ IPSEC 

¬ Public Key Infrastructure (PKI) 

¬ HTTPS server as Network Location Service (NLS) 

¬ Name Resolution Policy Table (NRPT) 

¬ IPv6 tunneling technologies 

¬ NAT64/DNS64 

¬ Others (e.g. Forefront Unified Access Gateway 
(UAG), Network Access Protection (NAP)) 
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IKE, HTTPS, DNS64, ISAKMP, Kerberos,  
PKI, NTLM, DHCPV6 

TCP, UDP 

IPv6, IPv6 Tunneling, ICMPv6 

IPsec (ESP, AH), NAT64 

Figure 1 DirectAccess stack of main protocols 

Technologies and Protocols 
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Lab Deployment 
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@ Full access model 

@ DirectAccess server is an edge topology 

@ The DirectAccess computers are assigned to a 
security group 

@ The IPv6 tunneling is IP-HTTPS 

@ All the certificates are issued by the corpnet 
Certificate Authority (CA) 

@ IPSEC Encapsulated Security Payload (ESP) 
protocol tunnel mode 

@ Windows 8.1 uses Null cipher suites for IP-
HTTPS  
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DirectAccess configuration 

Figure 4 Screenshot for the configuration panel 
of DirectAccess 
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Figure 5 DirectAccess lab topology 
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Assessment 
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Scenarios and Attacker 

¬ Two different scenarios were assessed: 

Á IP-HTTPS default configuration 

Á Authenticated IP-HTTPS 

¬ Attacker knowledge and capabilities: 

Á URL/IP of the DirectAccess server 

Á Compromised or a trusted certificate  

Á Position of attacker is remotely settled or 
within the local subnet of the client  
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Figure 6 IP-HTTPS default configuration scenario 


