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IPv6 In Wireshark

* |Pv6 — a bit more than basics
*\Wireshark basics

*Wireshark color rules, display filters,
columns and configuration profiles

* |Pv6 in Wireshark
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IPv6 — a bit more than basis

*Quick IPv6 history

* |IPv6 Address basics

®|Pv6 Address Autoconfiguration
*IPv6 in applications

IPv6 Brief History

® Fall 1992 — IPv4 addresses will run out someday

® Oct 1993 — DHCP — RFC 1531 — easier IPv4 address
management

®* Dec 1993 — IPng — RFC 1550 — basic specification
for next version IP

* May 1994 — NAT — RFC 1631 — temporary solution
before IPng available

®* Dec 1995 — RFC 1883 — Basic specifications of IPv6
®* Feb 1996 — RFC 1918 — Private Iv4 addresses

® Dec 1998 — RFC 2460 — Full IPv6 defined

* May 2005 — RFC 3927 — APIPA (Ipv4)
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Comparing IPv4 & IPv6 Adde;.s‘e

* |IPv4 addresses 232 = 4,294,967,296

* |Pv6 addresses 2128 =
340,282,366,920,938,463,463,374,607,431,768,211,456

* which is 340 undecillion
— 340 trillion trillion trillion

* 79,228,162,514,264,337,593,543,950,336 times
more v6 addresses than v4

* If IP addresses weighed one gram each:
* IPv4 = half the Empire State Building
* IPv6 = 56 billion earths
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What is an IPv6 Address?

® |Pv6 addresses are very different than IPv4
addresses in the size, numbering system, and
delimiter between the numbers
* 128bit -vs- 32bit
* colon-hexadecimal -vs- dotted-decimal

e colon and double colon -vs- period (or “dot” for the real
geeks)

Valid IPv6 addresses are comprised of hexadecimal
numbers (0-9 & a-f), with colons separating groups
of four numbers, with a total of eight groups

(each group is known as “quibble” or “hextet”)

* 2001:0db8:1010:61ab:f005:bal1:00da:11a5
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IPv6 default for subnet

* Based on the default definition an IPv6 address is
logically divided into two parts: a 64-bit network
prefix and a 64-bit interface identifier (11D)

* Therefore, the default subnet size is /64
. gOOl:OdbS:1010:61a9:1i005:ball:OOda:llaiS/g:l

Y~ hd

! ! !

|64bits for Network Identifier| |64bits for Interface Identifier| |Prefix Lengthl

® A single /64 network yields 18 billion-billion
possible addresses
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IPv6 shorthand notation

Option 1 2001::a52:0:0:0:3d16
\ /\YJL,,_I - —

|
‘Consecutive Zeros l ‘Leading ZerN

A — N " — A ~ —*—

2001:0000:0000:0a52:0000:0000: :3d16

) — N —— o
N \ /

lLeading Zeros‘ ‘Consecutive Zeros

— A A A A —A
Option 2 2001:0:0:a52::3d16
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Incorrect shorthand notation

2001:0000:0000:0a52:0000:0000:0000:3d16

H_/ H_/ H_J — ~ _J Hf_l
X /
Consecutive Zeros‘ ‘Consecutive Zeros‘
Leading
Zeros

2001::a52::3d16

How many bits are represented by each “::”?

vAé

Address types

Address Type IPv4 IPv6
- One-to-one communication
Broadcast Yes No
- One-to-many communication local
- One-to-many communication local/remote
Anycast Yes Yes

- One-to-many communication nearest
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Address scopes

Address Scope IPv4 IPv6
Link-Local Yes

- Not routable (is temp, APIPA) Yes
Global Unicast Aka public Yes

- Routable to Internet

Unique Local Aka private
- Rouﬂable only within domain RFC 1918 RFC 4193

11

Interface ID from MAC addréss

Company ID  Manufacturer Data

- 64 | 3F | 00 IEEE 48-Bit MAC Address
Expand to EUI-64
m 64 3F OO (IEEE Extended Unique ID)

OXFFFE inserted

00000000
00000010 7t bit inverted — Local/Global bit

m 64 | 3F [ 00 | Invert the Local/Global Bit

Modified EUI-64

0219-71ff-fe - Interface 1D

pyright © 20:

12
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Interface ID from Random umb

®* RFC4941 - Privacy Extensions for Stateless Address
Autoconfiguration in IPv6

¢ Initial 11D is derived based on mathematical
computation to create a “random 64bit number”
and appended to prefix to create a GUA

* An additional but different 64bit number is
computed, appended to prefix, and tagged
“temporary” for a 2" GUA

®* Temporary GUA should be re-computed on a
frequent basis

®* Temporary GUA is used as primary address for
communications, as it is considered “more secure”
1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 13

IPv4/1Pv6 special addresses

Address Type IPv4 IPv6
Default Route 0.0.0.0/0 ::/0
Unspecified 0.0.0.0/32 ::/128
Loopback 127.0.0.1/8 ::1/128
Multicast 224.0.0.0/4 ff00::/8
Link-Local 169.254.0.0/16 fe80::/10
Global Unicast All others 2000::/3
10.0.0.0/8
Unique Local 172.16.0.0/12 fc00::/7
192.168.0.0/16
192.0.2.0/24
Documentation 198.51.100.0/24 2001:db8::/32
203.0.113.0/24

PV6 in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell
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IPv6 well known multicast add_reses

Address Description Scope
ffo1l::1 All nodes address Interface-local
ffo2::1 All nodes address Link-local
ffol::2 All routers address Interface-local
ff02::2 All routers address Link-local
ff05::2 All routers address Site-local
ff02::4 DVMRP routers Link-local
ff02::5 OSPF drothers Link-local
ff02::6 OSPF designated routers Link-local
ff02::9 RIPNng routers Link-local
ff02::a EIGRPV6 routers Link-local
ffo2::d All PIM routers Link-local
ff02::16 ALL MLDv2 routers Link-local
ff02::1:2 DHCPV6 servers/agents Link-local
ff02::1:3 DHCPV6 servers/agents Site-local
ff02:: 11 FiXX:XXXX Solicited node address Link-local

1PV6 in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 15

Comparing IPv4 & IPv6 @
Neighbor Discovery Protocols

IPv4 IPv6

ARP Request Neighbor Solicitation
ARP Reply Neighbor Advertisement
Router Solicitation Router Solicitation

Router Advertisement |Router Advertisement

Duplicate Address
Detection

ARP Cache Neighbor Cache

Gratuitous ARP

1PV6 in Wireshark v1.2 - Copyright ® 2015 Jeffrey L. Carrell 16

Copyright © 2015 Jeffrey L. Carrell




IPV6 in Wireshark

el P

Y L

% ET
ot Ny

IPv6 Neighbor Discovery Prto-coll

* Neighbor Discovery Protocol (NDP) is
defined in RFC 4861

* NDP provides the following basic IPv6
functions per node
» Discover what link they are one
e Learn link prefix addresses
» Discover the on-link router
» Discover on-link neighbors
» Keep track of active neighbors

NDP ICMPv6 message types'

* |ICMPV6 type 133 - Router Solicitation (RS)

* |ICMPV6 type 134 - Router Advertisement (RA)

* |ICMPV6 type 135 - Neighbor Solicitation (NS)

* |ICMPV6 type 136 - Neighbor Advertisement (NA)

Copyright © 2015 Jeffrey L. Carrell




IPV6 in Wireshark

A

Lifetime states of an IPv6 adfeés

Valid

Tentative Preferred Deprecated Invalid

» Time
Preferred Lifetime

Valid Lifetime

* Tentative — address is in process of verification for uniqueness and is
not yet available for regular communications

* Valid — address is valid for use in communication based on Preferred
and Deprecated status

Preferred — address is usable for all communications

* Deprecated — address can still be used for existing sessions, but not
for new sessions

Invalid — an address is no longer available for sending or receiving

1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell
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Duplicate Address Detection (DAD

* When a node initially assigns an IPv6 address to its
interface, it must check whether the selected
address is unique

* If unique, the address is configured on interface

® To verify unigueness, the node sends a multicast
Neighbor Solicitation message with the:

o dest MAC of 33:33:<last 32bits of IPv6 mcast addr>

» dest IPv6 addr of ff02::1:ff<last 24bits of proposed
IPv6 addr>

» source IPv6 of “::” (IPv6 unspecified addr)

1PV6 in Wireshark v1.2 - Copyright ® 2015 Jeffrey L. Carrell 20
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Address ICMPV6 ICMPV6 Prefix Interface 1D Other # of
Autoconfiguration RA (Type 134) RA (Type 134) Derived Derived from Configuration IPV6
Method Flags ICMPVv6 Option from Options Addr
M Flag O Flag Prefix Info
A Flag L Flag
Link-Local Internal M-EUI-64
(always configured) bR DA A A (fe80::) or Privacy blantal i
2
Manual Off Off Off On Manual Manual Manual (LL,
Manual)
3
SLAAC off off on on RA MHSUIHE Manual s 1743,
or Privacy IPV6
temp)
2
Slatelly on N/R off on | DHCPve | DHCPv6 DHCPV6 (L
(DHCPV6) DHCPV6)
Si | M-EUI-64 S
tateless -EUI- (LL, IPV6,
DHCPv6 @i e e e e or Privacy RACIE IPv6
temp)
-EUI- 4
Combination RA g’:_ Etji\llaac‘l (LL, IPV6,
Stateless & Oon N/R On Oon and . 4 DHCPv6 IPV6
DHCPv6 DHCPv6 temp,
DHCPv6 DHCPV6)
1PV6 in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 21

IPv6 address autoconfiguration

® Assigning an IPv6 address:
e Link-Local (automatically assigned when IPv6 is enabled)
— Based on prefix fe80::/10, assigned as fe80::/64
— Interface ID (64 bit host portion) derived from either:
— Modified IEEE EUI-64 format (RFC 4291)
— Derived from MAC address
— Privacy format (RFC 4941)
— Derived from random number generator

**NOTE: Requires no routers, no DHCPVv6 servers,
no additional network systems support

1PV6 in Wireshark v1.2 - Copyright ® 2015 Jeffrey L. Carrell 22
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Link-Local address basics

* Each interface must have one (and only one)
link-local address (generally autoconfigured by 0S)

®* Can/may be same on any/all interfaces

® Zone ID or Scope ID is used to differentiate which
interface is to be used for outbound communications

® Zone ID is appended to link-local address when used
for outbound communications
ping fe80::22c:8a5c:12ab:370f%vlanl - switch
ping fe80::22c:8a5c:12ab:370f%12 - Windows
ping fe80::22c:8a5c:12ab:370f%eth0 - Linux
~destination host to ping Nintf to go out

1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 23

Link-Local address status (Win?)

Windows 7 example:

C:\>ipconfig /all |more

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix . : example.com

Description . . . . . ... ... Intel(R) 82579LM Gigabit Network Connection
Physical Address. . . ... ... : 00-9C-02-8F-61-F4

DHCP Enabled. . . . ... ....:Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . .. : fe80::a120:9e8f:acOa:69b2% 12 (Preferred)
IPv4 Address. . ... ......:10.1.1.105(Preferred)

SubnetMask . . .........:255.255.255.0

C:\>netsh int ipv6 show address interface=12

Address fe80::a120:9e8f:ac0a:69b22%612 Parameters

Interface Luid : Local Area Connection
Scope Id :0.12
Valid Lifetime : infinite

Preferred Lifetime : infinite

1PV6 in Wireshark v1.2 - Copyright ® 2015 Jeffrey L. Carrell 24
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Link-Local neighbors (Win7)

* Windows 7 example:
C:\>netsh int ipv6 show neighbors interface=12

Interface 12: Local Area Connection
Internet Address
2001:470:1f0f:ee7::1
fe80::209: Fff:fedb:4d3
ff02::1

f02::2

ff02::c

f02::16

ff02::fb

ff02::1:2

£f02::1:3
ff02::1:FF00:1
ff02::1:FF07:101
f02::1:Ff0a:69b2
ff02::1:FF15:d7a3
ff02::1:Ffdb:4d3

1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell

Physical Address
00-09-0f-db-04-d3
00-09-0f-db-04-d3
33-33-00-00-00-01
33-33-00-00-00-02
33-33-00-00-00-0c
33-33-00-00-00-16
33-33-00-00-00-fb
33-33-00-01-00-02
33-33-00-01-00-03
33-33-ff-00-00-01
33-33-ff-07-01-01
33-33-ff-0a-69-b2
33-33-ff-15-d7-a3
33-33-ff-db-04-d3

Stale (Router)
Stale (Router)

Permanent
Permanent
Permanent
Permanent
Permanent
Permanent
Permanent
Permanent
Permanent
Permanent
Permanent
Permanent

25

Link-Local usage (Win7)

* Windows 7 example:

C:\>ping fe80::209:fff:fedb:4d3%12

Pinging fe80::209:fff:fedb:4d3%12 with 32 bytes of data:

Reply from fe80::209:fff:fedb:4d3%12: time<lms
Reply from fe80::209:fff:fedb:4d3%12: time<lms

1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell
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Link-Local address status (Mac)

®* Mac OS X 10.9.1 example:

mac:~ jcarrell$ ifconfig -L en0
en0: flags=8963<UP,BROADCAST,SMART,RUNNING,PROMISC,SIMPLEX,MULTICAST> mtu
1500

options=27<RXCSUM,TXCSUM,VLAN_MTU,TSO4>
ether 00:23:32:¢9:f3:c4
ineté fe80::223:32ff:fec9:f3c4%en0 prefixlen 64 scopeid 0x4
inet 192.168.1.199 netmask OxffffffOO broadcast 192.168.1.255
inet6 2001:5c0:1506:ef00::119 prefixlen 64 pltime 138 vitime 251
nd6 options=1<PERFORMNUD>
media: autoselect (100baseTX <full-duplex,flow-control>)
status: active

1Pv6 in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 27
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Link-Local neighbors (Mac) |

®* Mac OS X 10.9.1 example:

mac:~ jcarrell$ ndp -an - show IPv6 neighbors

Neighbor Linklayer Address Netif Expire St Flgs Prbs
2001:5c0:1506:ef00::119 0:23:32:¢c9:13:c4 en0 permanent R
fe80::1%100 (incomplete) 100 permanent R
Te80::223:32fFF:fec9:F3c4%en0 0:23:32:¢c9:13:c4 en0 permanent R
Te80::a00:27ff:fe3f:556e%en0 8:0:27:3f:55:6e en0 2s R R

1PV6 in Wireshark v1.2 - Copyright ® 2015 Jeffrey L. Carrell 28
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Link-Local usage (Mac)

®* Mac OS X 10.9.1 example:

mac:~ jcarrell$ ping6 fe80::a00:27ff:fe3f:556e%en0
PING6(56=40+8+8 bytes) fe80::223:32ff:fec9:f3c4%en0 -->
fe80::a00:27fFfF: fe3f:556e%en0
16 bytes from fe80::a00:27ff:fe3f:556e%en0, icmp_seq=0 hlim=64 time=0.366 ms
16 bytes from fe80::a00:27ff:fe3f:556e%en0, icmp_seq=1 hlim=64 time=0.630 ms
~C
--- fe80::a00:27ff:fe3f:556e%en0 ping6 statistics ---
2 packets transmitted, 2 packets received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.366/0.498/0.630/0.120 ms

mac:~ jcarrell$ ping6 fe80::a00:27ff:fe3f:556e

PING6(56=40+8+8 bytes) fe80::223:32ff:fec9:f3c4%en0 -->
fe80::a00:27ff:fe3f:556e

ping6: sendmsg: No route to host

ping6: wrote fe80::a00:27ff:fe3f:556e 16 chars, ret=-1

1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 29

PT

Link-Local address status (HP) —

* HP ProVision Layer3 switch example:
HP3500# show ipv6

Internet (IPv6) Service

IPv6 Routing : Enabled
ND DAD : Enabled
DAD Attempts : 3
VLAN Interfaces
Interface Name : vi2-client-vlan
IPv6 Status : Enabled

Layer 3 Status : Enabled

Address | Address
Origin | I1Pv6 Address/Prefix Length Status
__________ e ———————— ———————— e
manual | 2001:470:c9:1692: :254/64 preferred
manual | fe80::9/64 preferred

1PV6 in Wireshark v1.2 - Copyright ® 2015 Jeffrey L. Carrell 30
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Link-Local usage (HP)

®* HP ProVision Layer3 switch example:
HP3500# show ipv6 neighbors

IPv6 ND Cache Entries

IPv6 Address MAC Address State Type Port
feB80: :2cab:3680:143d:603a%vIian2 000c29-34478a STALE dynamic 8
2001:470:56:1FF9::1 4001c6-a6aa81 REACH dynamic 1

HP3500# ping6 fe80::2cab:3680:143d:603a%vIian2
fe80::2cab:3680:143d:603a is alive, time = 5 ms

HP3500# ping6 fe80::2cab:3680:143d:603a [I did not supply vian-id,

1 simply pressed <ENTER>]
Specified address must include an interface scope. For example, to specify
the link-local address "fe80::1" on VLAN 1, use: fe80::1%vlanl.

1Pv6 in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 31

Link-Local address status (Cisco)

® Cisco Layer3 switch example:

Cisco3750#show ipv6 interface vlan 2
Vlan2 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::5
Global unicast address(es):
2001:470:56:1652::F254, subnet is 2001:470:56:1652::/64
Joined group address(es):
FFO2::
FFO2::
FFO2::
FFO2::
FF02::1:2
FFO02::1:FF00:5
FFO2::1:FFO0:F254
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1

PO ONPR
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Link-Local usage (Cisco)

® Cisco Layer3 switch example:

Cisco3750#show ipv6 neighbors

IPv6 Address Age Link-layer Addr State Interface
FE80: : 250E:BB04:9D92:370E 0 000c.2997.60e8 STALE VI2
2001:470:56:1652::102 1 000c.2997.60e8 STALE VI2
FE80: : F254 0 4001.c6a6.aa81 STALE VI1

Cisco3750#ping ipv6 fe80::250e:bb04:9d92:370e

Output Interface: vlan 2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to FE80::250E:BB04:9D92:370E, timeout is 2
seconds:

Packet sent with a source address of FE80::5

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms
Cisco3750#ping ipv6 fe80::250e:bb04:9d92:370e

Output Interface: [I did not supply vlan-id, 1 simply pressed <ENTER>]
% Interface required

1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 33

vA

IPv6 autoconfiguration optidns

Address ICMPV6 ICMPV6 Prefix Interface 1D Other
Autoconfiguration RA (Type 134) RA (Type 134) Derived Derived from Configuration
Method Flags ICMPv6 Option from Options
M Flag O Flag Prefix Info gifr":‘:}f(;m;i:)-
AFlag L Flag Derived via
Link-Local Internal M-EUI-64
(always configured) Bz D2 D2 D2 (fe80::) or Privacy el e
2
Manual Off Off Off On Manual Manual Manual (LL,
Manual)
3
SLAAC off off on on RA MHAUHES Manual (LRI
or Privacy IPV6
temp)
2
S,;E:SLUIG on N/R off On | DHCPv6 | DHCPve DHCPV6 @,
( Vv6) DHCPV6)
S | M-EUI-64 3
tateless -EUI- (LL, 1PV6,
DHCPV6 Off On On On RA or Privacy DHCPV6 1Pv6
temp)
- - 4
Combination RA (’;Ar E:Ji\llae(:l (LL, IPV6,
Stateless & on N/R Oon Oon and il 4 DHCPv6 IPV6
DHCPv6 DHCPv6 temp,
DHCPv6 DHCPV6)

1PV6 in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 34
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IPv6 address autoconfigurat

® Assigning an IPv6 address:
*« SLAAC (Stateless address autoconfiguration), generally a /64
— Uses prefix information from Router Advertisement
— Interface ID (64 bit host portion) derived from either:
— Modified IEEE EUI-64 format (RFC 4291)
— Derived from MAC address
— Privacy format (RFC 4941)
— Derived from random number generator
— Generally creates 2 global addresses
— Cryptographically generated (RFC 3971 & 3972)
— Secure/unique interface ID

1Pv6 in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 35

IPv6 SLAAC process

* A node sends a multicast Router Solicitation message to
the “all-routers” address ff02::2

* Router(s) respond with Router Advertisement message
containing A & L flags “on” and prefix(es) for stateless
autoconfiguration

* The node configures its own IPv6 address(es) with the
advertised prefix(es), plus a locally-generated Interface
1D

Node checks whether the selected address(es) is(are)
unique (Duplicate Address Detection)

If unique, the address(es) is(are) configured on interface
* Note — no DNS automatically configured

1PV6 in Wireshark v1.2 - Copyright ® 2015 Jeffrey L. Carrell 36
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vA

ICMPV6 - Router Advertisement

* Router Advertisement (RA) [key components]

* M flag — managed address configuration flag
(for stateful (DHCPv6) autoconfig)

* O flag — other configuration flag
(for stateless DHCPv6 autoconfig)

« Prf flag — router preference flag (ska priority)

* Router Lifetime — lifetime associated with the default router

* Prefix Length — number of bits in the prefix

« A flag — autonomous address-configuration flag (for sLaac)

* L flag — on-link flag

« Valid Lifetime — length of time the address is valid for use in
preferred and deprecated states

» Preferred Lifetime — length of time the address is valid for
new communications

* Prefix — IPv6 address prefix

6 i Wireshark v1.2 - Copyright © 2015 Jefirey L. Carrel . )
Y0 I TSk V12 - CoPYIIOnt © 201 Jeffre - Carre —__For additional info, see RFC 4861 37

Router Advertisement packét (Stateless)

Ho. Delta Time Source Destination Pratocol Length Info
- 0 h:3tfr:feoh: 1000 02511 110 Router Ad

# Frame 267: 110 bytes on wire (880 bits), 110 bytes captured (880 bits)
= Ethernet IT, Src: Procurve db:1d:00 (00:1b:3F:db:1d:00), Dst: IPvimcast 00:00:00:01 (33:33:00:00:00:01)
= Internet Protocol Version &, Src: feB0::21b:3fff:fedb:1d00 (feBO::21b:3fFf:Fedb:1400), Dst: FFO2::1 (Ff02::1)
Internet Control Message Protocol vb

Type: Router Advertisement (134)

Code: 0O

Checksum; 0x5293 [correct]

Cur hop limit: 64

Flags: 0x00
L PR = managed address configuration: Not set
.. = other configuration: Not set
. = Home Agent: Net set
= prf (Default Router Preference): medium (0)
= Proxy: Not set
i = Reserved: 0

kouter Tifetime (s3: O

Reachable time (ms): 0

Retrans timer (ms): O
« ICMPvG Option (Source link-layer address : 00:1b:37:db:1d:00)
ICMPYE Dption (Prefix information : 2001:db8:lab:baSe::/64)

Type: Prefix infarmation (3)

Length: 4 (32 bytes)

Prefix Length: &4

Flag: Oxel
p EEAPRT k] = on-Tink flag(L): Set
L1.. .... = Autonomous address-configuration flag{a): Set
.0, .... = Router address Tlag(R): Mot set
«..0 0000 = Reserved: O

valid Lifetime: 0

Preferred Lifetime: 0

Reserved

Prefix: 2001:db8:1ab:baSe:: (2001:db8:lab:ba%e::}

1PV in Wireshark v1.2 - Copyright ® 2015 Jeffrey L. Carrell 38
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IPv6 autoconfiguration options

Address ICMPV6 ICMPV6 Prefix Interface 1D Other
Autoconfiguration  RA (Type 134) RA (Type 134) Derived Derived from Configuration
Method Flags ICMPVv6 Option from Options
M Flag O Flag Prefix Info e
AFlag L Flag Derived via
Link-Local Internal M-EUI-64
(always configured) N/A N/A N/A N/A (fe80::) or Privacy el i
2
Manual Off Off Off On Manual Manual Manual (LL,
Manual)
3
SLAAC off off on on RA MHSUER Manual (@, T,
or Privacy IPV6
temp)
2
Séifg;“'e on N/R off Oon | DHCPv6 | DHcPv6 DHCPV6 @,
( v6) DHCPV6)
S | M-EUI-64 S
tateless -EUI- (LL, 1PV6,
DHCPv6 Gl e e e 2 or Privacy RACIE IPV6
temp)
- - 4
Combination RA (’;Ar E:Ji\llaecll (LL, IPV6,
Stateless & on N/R Oon Oon and ) 4 DHCPv6 IPV6
DHCPv6 DHCPv6 temp,
DHCPv6 DHCPV6)
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IPv6 address autoconfiguration

® Assigning an IPv6 address:
e Stateful (DHCPv6), generally a /64
— DHCPv6 (RFC 3315)
— Uses prefix information defined in scope

— Interface ID (64 bit host portion) derived from scope
pool

— Reply includes “other” information
— DNS, domain, time server, tftp or download server, etc
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IPv6 Stateful (DHCPVG) proceés

* A node sends a multicast Router Solicitation message to the
“all-routers” address ff02::2

* Router(s) respond with Router Advertisement message
containing M flag for stateful autoconfiguration

* The node sends a multicast Solicit message to the
“all-DHCP relay agents and servers” address ff02::1:2

* DHCPvV6 server(s) responds with Advertise message(s)
containing IPv6 address and lifetimes

* The node sends a Request message to confirm and seeking
other information

* DHCPvV6 server responds with Reply message

* Node checks whether the selected address is unique
(Duplicate Address Detection)

¢ If unique, the address is configured on interface
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IPv6 Stateful (DHCPv6) proCeSé |

. .
i RA_no_O-flag_still-get-al I—MMeHnH_ E—3500_06172012_1315.pcap [Wireshark 1.8.2 (SVN Rev 44520 from ftmnk—m

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEoee CEXEE Qe e T L Qaal @®m k| H

Filter: |z| Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
113:13:17 1:223:47ff:fecl:6140 110 Router Adv
213:13:17 feB0::f10c:df5f:1fc2:2bee ff02::1:2 DHCPV6 146 Solicit XII
313:13:17 feB80::223:47ff:fecl:6140 fe80::fl0c:df5f:1fc2:2bee DHCPVE 184 Advertise !
413:13:18 fe80::f10c:df5f:1fc2:2bee ff02::1:2 DHCPVG 192 Request XTI

513:13:18 fe80::223:47ff:fec1:6140 feB80::fl10c:df5f:1fc2:2bee DHCPVH 184 Reply XID:

DHCPv6Solicit = DHCPDiscover (ipv4)
DHCPv6Advertise = DHCPOffer (ipva)
DHCPv6Request = DHCPRequest (i1pv4)
DHCPv6Reply = DHCPACck (prva)
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vA

ICMPV6 - Router Advertisement

* Router Advertisement (RA) [key components]

* M flag — managed address configuration flag
(for stateful (DHCPv6) autoconfig)

* O flag — other configuration flag
(for stateless DHCPv6 autoconfig)

« Prf flag — router preference flag (ska priority)

* Router Lifetime — lifetime associated with the default router
* Prefix Length — number of bits in the prefix

« A flag — autonomous address-configuration flag (for sLAAC)

* L flag — on-link flag

« Valid Lifetime — length of time the address is valid for use in
preferred and deprecated states

» Preferred Lifetime — length of time the address is valid for
new communications

* Prefix — IPv6 address prefix

6 i Wireshark v1.2 - Copyright © 2015 Jefirey L. Carrel . )
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Router Advertisement packet (Stateful/DHCPV)

No. Time Source Destination Protocol Length nfo

= Frame 1282: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface 0
= Ethernet IT, Src: Veware 35:eB:cl (00:0c:29:35:ef:cl), Dst: IPvGmcast 00:00:00:01 (33:33:00:00:00:01)
Internet Protocol Version 6, Src: FeB0::20c:20FF:fed5:eBcl (FeB0::20c:20FF:Fed5:eBecl), Dst: FFO2::1 (FR
Internet Control Message Protocol vé
Type: Router Advertisesent (134)
Code: 0
Checksum: Oxedcl [correct]

Cur hop limit: 64

Flags: 0Oxc0
. = Managed address configuration: Set
. = Other configuration: Set

= Home Agent: Not set
= Prf (Default Router Preference): Medium (0)
Proxy: Mot set
. an = Reserved: 0
Router Tifetime (s): 540
Reachable vime (ms): O
Retrans timer (ms): 0
Iovpvé Option (Prefix information : 2001:db8:lab:baSe::/64)
Type: Prefix information (3)

Length: 4 (32 bytes)

prefix Length: 64

Flag: Ox80

Loss caes = On-Tink flag(L): Set
= Autonomous address-configuration flag(A): Mot set
= Router agdress T1aglR): WOt et
D tH!I]ﬂ = Reserved: 0

\a]ld Lifetime: 300

proferred Lifetime: 240

Reserved

Prefix: 2001:db8:lab:baSe:: (2001:db8:lab:baSe::)
ICMPvE Option (Source link-layer address : 00:0c:29:35:e8:c1)
Type: Source link-layer address (1)

Length: 1 (8 bytes)
Link-layer address: vmware_35:e8:cl (00:0c:29:35:e8:c1)
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v

Key difference in DHCP/DHCPV6

® Default gateway
« DHCP — configurable Router option in scope

« DHCPV6 — no configurable Router option in scope
(possible future, but no client OS support yet)

* An IPv6 node derives its default gateway from the
router’s Link-Local address when the L flag is set in
the Prefix information field of an RA

(! not from the network prefix 1)
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W2K8-R2 DHCPV6 server operation

% DHCP Client IPv5 Address [ Mame | Lease Expiration [ 1am [ Type [ Unique D

El [ server0Lipygsandbox.com % 2001:db8: abibaber: 102 Win7_02ipvésandbo... Reservation (active) 234334137 IANA  D0010001163f0053000c25415d2d
B4 1% 2001:db3: 1ab:babe:: 105 5/31/20138:17:22AM 0 IANA  000100011696877dc8bccBa01693
B B P % 2001:db8: 1abibaSer 109 Win7_03ipvésandbo... Reservaton (inactive) 234884137  IANA  00010001180f1225000c28e8ba3d

“ Scope [2001:db8: 1ab: 1001::] ¢

" Scope [2001:db8: 1ab:2001::] ¢

I Scope [2001:db8: 1ab:6001::] 1

) [ Scope [2001:db8: abtbase::]
Address Leases

Client IPvS S}ddress | Name | Lease Expiration | IAID | Type | Unigue ID
i 2001:db8: 1abiba5e:: 102 Win7_02.ipvésandbo... Reservation (active) 234884137 IANA 00010001163f0053000c29418d2d

1 Internet Protocol version 6, Src: 2001:dbs:ilabibase::2000 (2001:db8:1abibase::2000),
% User DAtagram Protocol, Src Port: dhopub-server (547), DSt Port: dhepvb-client (S46)
DHCPUG
wessage type: Reply (73
Transaction 1p: Oxb3670F
# server Identifier: 000100004eeld205000c20aldale
# €lent 1dentifier: 00000001163F0051000c20416d2d
identity associarion for won-temporary Address
oprion: Idemtity association for won-temporary Address (3)
Length: 40
value: Oe000C OO0 BOGOD SO0 8. abbase. ..
TATD: 0e000C29
Ti: 240
T2 384
U TA address: 2001:db8:1ab:base: 1102
pomain Search List
option: pomain Search List (22)
Length: 17
value: 0BGITO76I67 I616064676F 7HOI6I6F 6300
DNS Domain Search List
pomain: 1pubsandbox. com
DNE recursive name server
option: DNS recursive name server (23)
Length: 16
value:
oNS servers address: 2001:dbb:labibaSe: ;2000
1PV6 in Wireshark v1.2 - Copyright ® 2015 Jeffrey L. Carrell 46
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DHCPv6 Unique ldentifier - UID

* Each DHCPvV6 client and server has a DUID

®* DHCPvV6 servers use DUIDs to identify
clients for the selection of configuration
parameters and in the association of IAs
with clients

®* DHCPV®6 clients use DUIDs to identify a
server in messages where a server needs to
be identified

(ref RFC 3315)

47

Cloning clients and DUID

* When a client machine is cloned, all the
clones have the same DUID

*When 2 clients with the same DUID request
an IPv6 address, the DHCPv6 server
provides the same address to both clients

*When the 2" client performs DAD, it
detects an IPv6 address conflict, and will
not go “on link”

48
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Cloning clients and DUID

* For cloned Microsoft Windows clients, the DUID is
in the Windows Registry and can be removed with
a manual operation (regedit)

® This should be done before creating a clone, so that
when the clones clients are booted, new and
unique DUIDs will be created

* reg delete HKLM\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters /f /v Dhcpv6DUID

@ Registry Editor =]
[#ile Edn View Favertes Mep
- Parameters = || Hame Type Data
f:“"‘: 5 Defauit) Res. sz fralue mot set)
i Db G0N Servens REG_BINARY 2001 04 70 00 20,00 00/00.00 00 00 00 00 00 02
" 35| DhepdDomainSearchlist REG_BIMARY DIBITSA26261 736t TA0363 6/ 60 00
L Wppreg el = "
TCPETUNNRL 2 D6 0UID | FEG_BINARY 0001 0001 13 69 €2 70 70 5a b6 &9 3b ¢
5| DisabledComponents REG_DWORD 00000000 (1)

TORPE
ToTce

e
Term00

:(omptmNIK[\‘J.UCIL_NUCII'NE\S\"ST[M'\(uannnolSet\smeﬂ.TCFl.Pﬂ‘.Flumm
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IPv6 autoconfiguration options

Address ICMPV6 ICMPV6 Prefix Interface 1D Other # of
Autoconfiguration = RA (Type 134) RA (Type 134) Derived Derived from Configuration IPv6
Method Flags ICMPv6 Option from Options Addr
M Flag O Flag Prefix Info g?nNes.'t?t%',“;T)'
A Flag L Flag Derived via
Link-Local Internal M-EUI-64
(always configured) bR Dz DR bz (fe80::) or Privacy EmES &
2
Manual Off Off Off Oon Manual Manual Manual (LL,
Manual)
3
SLAAC off off on on RA MHIUHE Manual @, 1743,
or Privacy IPV6
temp)
2
S[t)";fg‘;“'es on N/R off On | DHCPv6 DHCPv6 DHCPV6 (.,
( v6) DHCPV6)
Statel M-EUI-64 S
ateless -EUI- (LL, IPV6,
DHCPV6 i Cn Cn Cn =2 or Privacy RASIE IPV6
temp)
- - 4
Combination RA glr IE::\I/a?:“ (LL, IPV6,
Stateless & Oon N/R On Oon and gl Yy DHCPv6 IPV6
DHCPv6 DHCPv6 temp,
DHCPv6 DHCPV6)
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IPv6 address autoconfigurat

® Assigning an IPv6 address:
* Stateless DHCPV6
— Uses prefix information from Router Advertisement
— Interface ID (64 bit host portion) derived from either:
— Modified IEEE EUI-64 format (RFC 4291)
— Derived from MAC address
— Privacy format (RFC 4941)
— Derived from random number generator
— Cryptographically generated (RFC 3971 & 3972)
— Secure/unique interface 1D

— Uses DHCPv6 for “other” information
— DNS, domain, time server, tftp or download server, etc
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A

IPv6 Stateless DHCPv6 procéss—

* A node sends a multicast Router Solicitation message to the
“all-routers” address ff02::2

* Router(s) respond with Router Advertisement message
containing A & L flags “on” and prefix(es), and O flag “on” for
stateless DHCPv6 autoconfiguration

* The node configures its own IPv6 address(es) with the
advertised prefix(es), plus a locally-generated Interface ID

* The node sends a multicast Information-Request message to
the “all-DHCP relay agents and servers” address ff02::1:2

* DHCPvV6 server responds with Reply message

* Node checks whether the selected address is unique (Duplicate
Address Detection)

¢ If unique, the address is configured on interface
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ICMPV6 - Router Advertisement

* Router Advertisement (RA) [key components]

* M flag — managed address configuration flag
(for stateful (DHCPv6) autoconfig)

« O flag — other configuration flag
(for stateless DHCPv6 autoconfig)

« Prf flag — router preference flag (ska priority)

* Router Lifetime — lifetime associated with the default router

* Prefix Length — number of bits in the prefix

« A flag — autonomous address-configuration flag (for sLaac)
* L flag — on-link flag

« Valid Lifetime — length of time the address is valid for use in
preferred and deprecated states

» Preferred Lifetime — length of time the address is valid for
new communications

* Prefix — IPv6 address prefix

6 i Wireshark v1.2 - Copyright © 2015 Jefirey L. Carrel . )
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Router Advertisement packet statetessorcrve)

G000 5.346 09:33:22.152 fed0: 2 D2zl ICMPvE 118 Router Advertisement

@ Frame 6000: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface O
0 Ethernet IT, Src: Cisco S4:4b:cO (00:11:21:54:4b:c0), Dst: IPvemcast_00:00:00:01 (33:33:00:00:00:01)
= Internet Protocol Version 6, Src: TeB0::2 (fe80::2), DsT: TFO2::1 (FfFO2::1)
Internet Control Message Protocol v

Type: Router Advertisement (134)

Code: 0

Checksum: OxBdf9 [correct]

Cur hop limit: &4

Flags: Oxd0

0... .... = Managed address configuration: Not set

.. other configuration: Set

. = Home Agent: RO et

e

L .
.00 = #rf (Default Router Preference): Medium (0)
veo oL, = Proxy: Not set

- -.0. = Reserved: 0

Router Tifetime (s): 1800
Reachable time (ms): 0
Retrans timer (ms): O
o ICMPvE Option (Source Tink-layer address : 00:11:21:54:4b:cd)
4 ICMPvE Option (MTU @ 1500)
ICMPVE Option (Prefix information : 2001:db8:1lab:baSe::/64)
Type: Prefix information (1)
Length: 4 (32 bytes)
Prefix Length: 64

Flag: Oxci
i PR = on-Tink flag(L): Set
1. ... = Autonomous address-configuration flagla): Set
. .... = Rouler address TT1agiR): WMot set

-..0 0000 = Reserved: O
valid Liferime: 35
preferred Lifetime: 15
Reserved
Prefix: 2001:db&:1ab:baSe:: (2001:db&:1lab:babe::)
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Address ICMPV6 ICMPV6 Prefix Interface 1D Other
Autoconfiguration  RA (Type 134) RA (Type 134) Derived Derived from Configuration
Method Flags ICMPv6 Option from Options
M Flag O Flag Prefix Info gll?nNes t?t%.lnjl.g.
A Flag L Flag Derived via
Link-Local Internal M-EUI-64
(always configured) bR Dz DR B (fe80::) or Privacy EmE] &
2
Manual Off Off Off Oon Manual Manual Manual (LL,
Manual)
3
SLAAC off off on on RA JMHAIHES Manual @, [,
or Privacy IPV6
temp)
2
S[t)";fg;“'e on N/R off On | DHCPv6 DHCPv6 DHCPV6 (.,
( v6) DHCPV6)
Statel M-EUI-64 S
ateless -EUI- (LL, IPV6,
DHCPv6 i e e e B or Privacy RASIE IPV6
temp)
- - 4
Combination RA glr IE::\I/a?:‘ (LL, IPV6,
Stateless & Oon N/R Oon Oon and - y DHCPv6 IPV6
DHCPV6 DHCPv6 temp,
DHCPv6 DHCPV6)
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Combination Stateless and DHCPv

® This is typically an undesired configuration

® Generally a result of enabling RA flags for one type
of address autoconfiguration requirement, and not
disabling other flags not required

® Result is too many/unwanted IPv6 GUA’s
¢ SLAAC — up to two possible GUA’s
e Stateful (DHCPv6) — one GUA
« Even a manual configured GUA

% Remember, if there is a “Temporary” GUA,
it will be used for outbound communications
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IPv6 autoconfiguration options

Address ICMPV6 ICMPV6 Prefix Interface 1D Other

Autoconfiguration  RA (Type 134) RA (Type 134) Derived Derived from Configuration
Method Flags ICMPv6 Option from Options
M Flag O Flag Prefix Info gll?nNes t?l%.lnjl.g.
A Flag L Flag Derived via
Link-Local Internal M-EUI-64
(always configured) bR Dz DR B (fe80::) or Privacy EmE] &
2
Manual Off Off Off Oon Manual Manual Manual (LL,
Manual)
3
SLAAC off off on on RA JMHAIHES Manual @, [,
or Privacy IPV6
temp)
2
S[t)";fg;“'es on N/R off On | DHCPv6 DHCPv6 DHCPV6 (.,
( v6) DHCPV6)
Statel M-EUI-64 S
ateless -EUI- (LL, IPV6,
DHCPv6 i e e e B or Privacy RASIE IPV6
temp)
- - 4
Combination RA glr IE::\I/a?:“ (LL, IPV6,
Stateless & Oon N/R On On and gl y DHCPv6 IPV6
DHCPv6 DHCPv6 temp,
DHCPv6 DHCPV6)
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Manual configured IPv6 addresses

* In Windows operating systems (server and client), does
not over-ride DHCPv6 functions (like it does in IPv4)

* |f don’t want SLAAC or DHCPv6 addresses on network
segment, must disable A, M, and O flags in RA

®* Do not need to configure default gateway, but can
« Remember, how does an IPv6 node derive a router ???

* May be able to manually configure Link-local address,
handy for routers so configuration is “portable”
¢ Generally not possible on client OSs
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IPv6 notation in URL

|IPv6 Characters| |URL Characters|

[/

| https://[2001:0:0:a52: 3d1<ﬁ 5678/webpage.html

NI

Enclose IPv6 Address in Optional Port ID
Square Brackets

For additional info, see RFC 5952
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IPv6 GUA in URL

e /l‘\@ http://[2001:470:56:161 2::f254]/html/nhome.htm

(2 HP Switch 3500-24-...

File Edit View Favorites Tools Help

I:i"* - 5] > [ [‘é_’] v Page~ Safety~v Tools~ i@)v :-g: ﬁ
V7

groupD1-HP3500 Home > Status
4 ﬁ Home
=] Quick Setup Switch Status
=] status
» [ System System Name: group01-HP3500
> [ Interface System Location:
> Dvian System Contact:
> [C] Traffic Mgmt
» [ Spanning Tree System Uptime: 2 days, 10 hours, 20 minutes, 5§ ssconds
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IPv6 Link-local in URL

* http://[fe80::f254%2511]

* fe80::f254 is destination, %11 is the outbound interface —

but specified as %2511 where the %25 is hex converted to
the % symbol

<+ Note, this does not work in all browsers

5 HP A5500-40G L1 Switch with 2 Interface Slots Soltware Yerskon 5.20.93 - Windoss Inbernet Explorer

5 w [ oo TFem: prsamasa) =] &4 % [Z]
i Pavorkes | 1 - B
{8 HP ASSO0-480 ET Swibch vith 2 Tnbert ace Sobs Softw.... | I L = = v Page~ Safety s Took
pactic-omli-pvt Dt Infoemation
® Wiard
& IRF
i CFUUsage [ | %
Network
(OCTC N | o 9 O e
Chaten ASSO0-E
Authemtication TATQarshure ] e Proguct informatan
Sty HP AS500-480 EI Swilch with
o5 Recent System Log: 2 rlerfaco Elols Sodware
e Version 5.20.89
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Telnet/SSH over IPv6

Tera Term: New connection =

@ TCPIP Host: [2001:470:56:1612;f254] -
[] Hislory

9 » 23
Service: @ Telnet TCP port#:

) 8SH SSHwersion:
) Olher
: Protocol: [UNSFEC ~
) Serial COM3 -

[ OK ] [ Cancel l l llelp
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Telnet/SSH over IPv6

group05-Netlron#show telnet
Console connections:
established, privilege super-user
you are connecting to this session
4 seconds in idle
Telnet server status: Enabled
Telnet connections (inbound):
1 established, client ip6 address
2001:470:1f0F:ee7::7:100, privilege super-user
using vrf default-vrf.
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TFTP over IPv6

groupO5-Netlron#copy running-config tftp ipv6
2001:470:ba04:1652::102 group05.cfg

%2 Tftpd64 by Ph. Jounin M=l E3

Current Directory E canel\Downloads Browse |

Server interfaces |2EID'I:4?I:I:I:all4:1EEE::'IEIEInteI[Fl]F'HEIHEIEIEIj Show Dir |

Titp Server | Spslog server  Log viewer

Connection received from 2007:470:ba04:1652::f254 on port 1035 [28/06 23:53:48.01E]
WWrite request for file <group05.cfg>. Mode octet [28/06 23:53:48.032]

Uzing local port 61836 [28/06 23:53:48.032]

<group0f.cfge: revd 3 blks, 1196 bytes in 0 = 0 blk resent [28/06 23:53:48.063]
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RDP over IPv6

Remote Desktop
»* Connection

Computer 2001:470:56:1c01:2000

Username:  administrator It

Youwill be asked for credentials when you connect. Browse

Ll Led

Server interface [2001:470.56:1c01::2000 Show Dir

" Titp Server | Syslog server  Log viewer

Connection teceived from 2001:470:56:1 cif:Af1 on pert 4031 [12/04 05:54:14.717]
\witke request for fle <aroupO.chay. Mode netasci [12/04 0554:14.717]

(= Show Options

e — OACK: <blksize=1416.> [12/04 0554:14.717]
Using local port 63607 [12/04 05:54:14.717]
<qroupD.chay: rewd 2 blks, 1583 bytes in 0's. 0 blk resent [12/04 05:54:14.733)
About Seftings Help
& Address Leases
£} Extlusions
Tera Term | Reservations
1 Scope Options
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IPv6 and DNS

* Bind forward and reverse resolution

; 4to6labs.com Dumped
<snip>
www.4to6labs.com. 3600 IN AAAA 2607:f2f8:a6d0:0:0:0:0:2

; 0.0.0.0.0.d.6.a.8.f.2.f.7.0.6.2.ip6.arpa Dumped ;
2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.d.6.a.8.f.2.1.7.0.6.2.ip6.arpa.
86400 IN PTR www.4to6labs.com.
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Wireshark

*\Wireshark basics

*Wireshark

color rules

display filters
columns
configuration profiles

*\Wireshark labs!!!
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Wireshark main view

inipi-ancovd ple cimment
Proscent Lengthinko

s B7 Standard query i
s 87 Standard guery rq
107 Standard guery ri 2

385 Vemare_10:50:50

IAT Hewlet: ARP 6010.1.0.1 is at o
1. s 76 Standard query & 4

DS 76 Standard query 0y

10, 1.0, 253 BROWSER 247 Local Master Annd

on interface 0
4:a0:fa (00:0c:29:14:a0:Fa)

Srei Veware_10:59:5¢ (00:0c:
2 2120000, Dst: 2001:db&:lab:base

rafon &, Src: 2000 :db

ceas sees = Traffic e
D 0000 0000 0000 = Flowlabel:

1db&;1ab:base;  2000) 7

(2001;
{2000 :db8: Lab:baSe: :102)

]
Port: dosain (53}, DSt Port: 51409 (51409) 8
« Domain Wama System (response)

0000 00 Oc 20 14
0010 00 00 00
0020 00 00
0030 00 00 00 00 0L 02 00
0040 H1 &2 00 01 00 00 00 00
160 74 be 61 T3 69 03

[ 3 Fie- "CLinersjcarmein DocurmentnCorerences TTVI TTVN- 201 41reshart wostshodh

e M_w._mm.g
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. Title bar — trace file name or

capture device name, and
Wireshark version number

Main menu — standard menu
Main toolbar — quick access

Display filter area — reduce
the amount of traffic you see

Packet List pane — summary
of each frame

6. Packet Details pane —

dissected frames

Packet Bytes pane — hex and
ASCII details

. Status Bar — access to the

Expert, annotations, file
location, packet counts, and
profiles

68
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v

Jeff’s IPv6 Wireshark

& Captunng trom Local Meea Lonnechon  Mreshark 11210 fv1.120--gHfabA1a from masbes-112 (=
Bl Bl Wow G Gedum: Bsbor Suaidcs Tohpnny Tk o B
cedm s mexd qaeveTAFR aaamarmex 8

Ml b [ T WA Bk IS anb—e'!p\h l!htph Srernb WA i eemmerd ey ARRAcpsey sephen.

:'4 517rm Iu‘l Seq=1512 Ack=2471 win=65332 Len=0
5q=1_:u k=221

we /14 Scurce port: 6338 Destinatica port:
e /14 Source port: B39 Destination port:
B 140 et mms(l}5_1215.3.1.1.5.113_5121

nbermel Lonirel Message Frolues] v
Type: Rouler Atverlisemond (124)
o d

Checkoum: Uxndesd Teorrecl]

Car hep 1t b4

=1 lagss eAn
Rouler Tifclime
wearhabla

fet
[md- 0

(hauree Tink-layer address : /I
on (rretiy intormation @ A001:<
Ciw e, e TS Savuer SN00 470 )

M o

Frame (framei, L34 byess Pachers 520 Dispiayed: 120 [13.0%) Prafic P
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Coloring rules

446 0.000 23:15:51.638 10.1.0.200 10.1.0.100 DNS 87 Standard query reésponse O
447 0.000 23:15:51.638 10.1.0.200 10.1.0.100 DNS 87 standard guery response Ox
449 0.000 23:15:51.638 2001:db8:1ab:ba5Se: : 2000 2001 :dbB:1ab:ba5e::102 DNS 96 Standard query response On
451 0.959 23:15:52.599 Hewlett-_b3:/b:ec LLDP_Multicast LLDP 282 Chassis Td = 00:16:35%:b3:7
453 0.287 23:15:54.152 10.1.0.100 239.255.255.250 5500 175 M=SEARCH * HTTP/1.1

454 1.045 23:15:55.198 Hewlett-_b3: 6'c0 HP_00:00:67 HP 110 HP Switch Protocol

455 1.130 23:15:56.328 vmware_14:a9: vmware_10:59:5e ARP 60 who has 10.1.0.2007 Tell

456 0.000 23:15:56.329 2001:db8: 1ab ba5e 1102 2001 :db8:1ab:baSe: : 2000 ICMPVE 86 Neighbor Solicitation for

457 0.001 23:15:56. 330 Vvmware_10:59:5e vmware_l14:a9:fa ARP 6010.1.0.200 is at 00:0c:29:
458 0.000 23:15:56.331 2001:db8:1ab:baje: :2000 2001:db8:1ab:baSe::102 ICMPVE 86 Neighbor Advertisement 200
459 0.810 23:15:57.141 10.1.0.100 239.255.255.250 5500 175 M-SEARCH * HTTP/1.1

460 2.999 23:16:00.141 10.1.0.100 239.255.255.250 S50 175 M-SEARCH * HTTP/L.1

461 3.012 23:16:03.153 10.1.0.100 239.255.255.250 5509 175 M-SEARCH * HTTP/1.1

® Colors help you focus on specific address,
protocols, events, and possibly find errors quickly

1PV in Wireshark v1.2 - Copyright ® 2015 Jeffrey L. Carrell 70

Copyright © 2015 Jeffrey L. Carrell

35



IPV6 in Wireshark

Color rule processing order

M Wireshark: Colorng Rues - Profile: IPv6 l =] | ‘ﬂhj
Edit Filter Order
List is processed in order until match is found
New -
Name String -
Edit... bisi3 elhsic == 85:8/03:10:b5 48 Up
Fnahle || | 1pvg RS iempvGiype == 133
Nizahle TS
Mave
Delete selected filtar
up ur down
Marage

ARP arp Dovmn

ICMP icmp || iempvb
=
ey r

‘ OK H Apply H Canczl

® Color rules read like a router ACL or firewall rule
¢ First color rule that matches wins
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Color rule creation

M Wireshark: Edit Color Filter - Profile: IPv6 =HI= X

Filter
Name: [} GRS
String: icmpvé.type == 134

Display Colors Status
Foreground Color... Background Color..| ot
[ l [ I ]E‘Wireshark: Choose Background color for "IPw6_RA" ﬁ
1 . .} S He 16 = Red: (245 =
“ Saturation: |99 : Green: 68 :
. Value: 9% = Blus: |3 =

i Color name: |#F54403

I
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Columns

e e e =
IJ.W\'N-NI‘.WM-MM-MM [Wireshark 1.105 [SVN R

I’hle Edit Yiew G_c wTe Analyre Statistics Telephony Tools Jnternal  pepand ANl

o & ama BXQ AeeaTF L ([EE QA Cotapseal
Fitter: | Expressn  Apply as Cotumn
No. Delta  Time Souree Apply as Filter .
| 272 0.000 23:15:20.443 10.1.0.100 Prepae a Filtes » [ fine e e —
273 0,052 23:15:20.495 10.1.0.100 Colorize with Filter » 272 0.000 23:15:20,. e Il
; 274 0,046 23:15:20,542 fe80::c5d;:1d09; 36ec: 466 w TCP Sire 273 0.052 23:15:20. o
275 0.000 23:15:20.542 10.1.0.100 e REATERE N 2T 2
| 276 0.204 23:15:20.747 10.1.0.100 e e
| 277 0.748 23 1.495 10.1.0.100 Follow 551 5t | 377 0.748 23:15:20 495 Augnieh tgetea
| 278 075023 2.245 10.1.0.100 Copy . 7B 0.750 2 ; Mg Center
79 0. :15:22.599 Hewlett—_b3:76:ec Exort Sebecter! Dacket b | 270 03532 -592 1 asign Rige
| 280 0.402 23:15:23.001 2001:db8:1ab:baSe: :102 D erted o e | ::‘1) g-;g;; : Al S —
i 281 0.002 23:15:23.004 vaware_10:59:5e @ Wiki Protocol Page { 58'.! 0.000 23+ 3 Bk z
282 0,000 23:15:23,005 Hewlett-_b3:76:c0 e . = . i Cofen Dot
| 283 0.002 23:15:23.007 10.1.0.200 S EEE—
rotocol Help . Clioki Gt
Protocol Preferences . Hide Column.
 User Datagram Protocel,
Domain Name Systes (guer ® Remowe Column

« User Datagram Protocol, Src Port: 58495 (58495), pst ¥ Decedefs.
Domain Name Systes (query) 4 Disable Protecsl_
[Response In: 3941 Besalve Name
Transaction ID: Ox2f71 - e

Flags: Ox0100 Standard query )

0... «iio «s:. ..., = REsponse; Message 15 a que

* In the Packet Details view, right-click on a specific field to
Apply as Column

* Right-click column headings to sort, rename, align, etc

1PV6 in Wireshark .2 - Copyright © 2015 Jeffrey L. Carrell 73

Display filters — option 1
fesiemo o

Del bootp

269 g ipaddr == 10.1.0.100 && dns
270 0 pkt_comment
271 Qdns

L

274 0 dhepvb or empve
2750 ancpve

277 gurmnmwp« 134
278 0 ((dns && udp.dstport |= 5355) ) && (dreqryname == “ww,
279 O« i

"

* The Filter bar will change colors as you type to signify correct

syntax for the filter
» Green — syntax is correct
* Red — syntax is correct
* Yellow — syntax is suspect

* The Filter dropdown will show last 10 filters used
* You can save Filter definitions for frequent use

Fiter:  icmp v | Bxpresion.  Clear Apply Save  icmpvi-dhepvb pit_comment I de_no-limne_www

1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell
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Display filters — option 2

M 3_TTVN-2014_ Wireshark-workshagp- 1105 (SVN Rev 54262 from /trunk-1.10)] E »

File Eoit Yiew Go Capture Analyze 3tatistics Teieph Expand Subtrees
O AW BEREXEE AeswTL Expand All
| Fiter icmp frlin Save  iompvb-dhe;
Mo Delta  Time Source _ Apply as Column Protocol Length In
| 280 0.402 23:15:23.001 2001:db8:1lab:b.  ARPlyas Filter * | Selected |
AT N NI II-15-73 04 Vmwars 10505, Prepare a Filter g Hot Selected |
- Colorize with Filter | _and Selected !
[WETAE £OU. WU UYLES G WITE LUS UILS ), - |
|w Ethernet II, Src: Veware 14:a9:fa (00:0 U L. —r Selected |
= Internet Protocol Version 6, Src: 2001: Fallcw UDP —and not Selected |
| = 0110 .... = Version: & w 551 50

— 0f not Selected

ciss wans .. 0000 0000 0000 0000 00 Copy
Payload length: 42 Export Selected Packet Bytes..
Next header: UDP (17)
Hop limit: 64 e
Source: 2001:db8:lab:baSe: 1102 (2001:q @ FiterField Reference
Destination: 2001:db8:1ab:babe::2000 |  Protocel Help
[Source GeolP: unknown] Profocol Prelerences '
[Destination GeoIP: unknown]

. User Datagram Protocel, Src Port: 58495 ¥ Decodeds.

|

|

| Woeee. 0000 000D ... ... .. aae. aa
| ..

@ Wiki Protocol Page

- Domain Name System (gquery) ~ Disabde Protocol
[Response In: 3941 Eessalve Mame
Transaction ID: Ox2f71 Ga o Corm

- Flags: 0x0100 Standard guery
fe eee ean .. = Response: Mess

i - - J—
* In the Packet Details view, right-click on a specific field to

build a filter
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Using Wireshark to view IPv6 pkts

* IPv6 display filter families
* ipv6
* icmpv6
» dhcpv6
* IPv6 related display filters:
» http://www.wireshark.org/docs/dfref/i/ipv6.html

d Capturing frorn Local Area Connection  [Wireshark 1.10.2 (SN Rew 51934 from ftrunk-1.100]
File Edit Miew Go Capture Analyze Statistics Telephong Toals  Internals  Help

0@ 4u g BRXE A¢*2aFTL|BEE AR Q
Filter: ‘icmpvﬁordhcpvﬁ h j Expression.,  Clear  Apply
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Using Wireshark to view IPv6 pkts

Ml 150-test-prep-for-wireshack-preso-at UNT_I00S2013 1320 pcap [Wireshark L1037 (v1.10.7-0-g6b931a1 from master-L10] ==
Eile Edit View Go Captwre Analze Statistics Telephony Tool Intemals Help
ezama S22 a¢+oTFT2 [EAE aaan @#v®x% @
Filter: | dhogvé or icmguéitype — 134 [~ | Expressior-  Clear Save PGRA VGRS icmpve-dhoé  dhopvs  dhopv RA =
N edta hime e |I)el~<|mnn :.’N'v:nr':)l" Il‘m_‘l:r) Indn =

DHCOPVE 213 Renew XID: Oxb3fbd3 CID: 0001000]15?]!52[000(7|
DHCPVG 213 Renew XID: 0x3b350 CID: 000L000116739821000c2

DHCPVE 213 Renew XID: OxeOe8f3 CID: 0001000116739821000C
DHCPVE 213 Renew XID: Oxba9533 CID: 0001000116739821000c

213 Renew XID: 0x3337de CID: 0001000116739821000c
213 Renew XID: 0xe592f0 CID: 0001000116739821000c

££0

Frame 379: I50 bytes on wire (1200 bits), 150 bytes captured (1200 bits)

Ethernet II, Src: Veware 03:d2:3c (00:0c:29:03:d2:3c), Dst: IPvbmcast 00:01:00:02 (33:33:00:01:00:02)
Internet Protocol Version 6, Src: fe80::31cd:184d:6ba7:4af5 (fes0: 84d:6ba7:4af5), Dst: ff02:
User Datagram Protocol. Src Port: dhcpv6-client (546). Dst Port: dhcpvé-server (547)

ol

1_IPv6 traces\iab-test-... | Packets: 2894 - Displayed: 140 (48%) - Load time: 0:00.109 Profile: IPvG
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Configuration profiles

Ml Wircshar Contguraton Probics 'roic: PG

* What they are o G e

M 4+ Global
Defaull F

* Why/how you use them o] et et

Favtory_Defsull 4]

* What they contain b

i KA

efl matin
* How to share cos
RVDD_Wireshark_Workebps
RVDL_ Wit eshark Workebop stal
unl
| Dielete] || W Wotehop

Hiurtnatn -
Classic M
Default L
bzl o AbsDateTime Pruperties
Mew.. AbsDateTime and Seq Numbers | _ Vrafilc namc:
7 Rename “Wireshany\orshop™_ Factory_Default e
@ Delete “WiresharkWorkshop™ 1P-1D Heap 0K ARy Cancr
% Switch to v IPve
i Jell_main
e —— L 1]
| * Wireshark Workshop
hﬂ New from Glebal L
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Packet annotation

ession... Clear Apply Save IPv6_RA IPv6_RS  icmpv6-dhcp

Destination Protocol Le
ffo2::1 ICMPVG
FF02::1:f MarkPacket (toggle) ICMPV6
fe80::fc{ [gnore Packet (toggle) ICMPV6
ff02::1:1© Set Time Reference (toggle) ICMPV6
Te80::¢5(® Time Shift... ICMPV6
02 - - i7) Packet Comment... [L)EINSI'INR
2001:470| Manually Resolve Address DNS
ff02::c ) SSDP
iEEREy /el ashiter *| ssop
ffo2::1: Prepare a Filter b LLMNR
02::1: Conversation Filter v LLMNR
2001:470 Colorize Conversation 4 DNS
2001:470 . . DNS

® Right click packet, select Packet Comment
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|

1863 8.617 15:43:13.674 fe80::20c:20ff:fe35:e8cl ff02:

1864 0.288 15: — Lao-leloRa.
M Edit or Add Packet Comments H@ﬂ

1865 0.000 15:
1st Router Advertisement seen in trace|

1866 0.002 15:
1867 0.000 15:
1868 0.006 15:
1870 0.001 15:
1871 0.127 15:
1874 0.864 15:
1877 0.465 15:
1879 0.002 15:
1882 1.121 15:

Mo, Deita  Time Source Destination Frotocol  Length Info
1863 8.617 15:43:13.674 fel0d::20c:29ff:fell e8cl fo2::1 TCMPYE 110 Router Adverti
1864 0,288 15:43:13.963 feB0::fcBc:eBal:2aal:7cBb FFO2: :1:Ff35:edcl TCMPYE 86 Neighbor Solic
1865 0.000 15:43:13.963 FeB0::20c:29FF: fed5:eBcl FeBO: :Felc:ebal:2aa2 : 7clb ICMPVE 86 Neighbor Adver

1st Router Advertisement seen in trace

= [Expert Info (Comment/Comment): 1t Router Advertisement seen in trace]
[1st Router advertisement seen in trace]
[severity level: Comment]
[Group: Comment]
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P ] =
T 2k
o Y e
L A Zifvwb:)

o e,

Wireshark demo #1 — Watch rhe‘

® Discussion about various IPv6 operations
and viewing them in Wireshark

81

i e
T V2N
S 5P Vo)

Wireshark demo #2 — foIIo me

* Open:
“Troopers2015_ Wireshark-workshop.pcapng”
* Watch and follow me on this one
—Telnet
— SSH

—HTTP
—DNS

* Now it’s your turn...next slide please

82
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Wireshark lab #1

* Create your own named profile
* Add delta time column

®* Change time/date to time (only) and in
milliseconds

* Create/save pkt _comment filter

Wireshark lab #2

* Find 1st pkt with dns.gry.name ==
"www.ipv6sandbox.com"

* make a note as to which pkt this is

* Find 1st pkt with AAAA DNS query response
for www.ipv6sandbox.com

*» make a note as to which pkt this is

e what is the IPv6 address in the answer
section

Copyright © 2015 Jeffrey L. Carrell
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Wireshark lab #3

* Find pkt with http.host ==
"www.ipv6sandbox.com"
* make a note as to which pkt this is

* Find pkt with an http response code of 200
* make a note as to which pkt this is

* Find pkt with comment of 'this is the secret
pkt with the most important comment!’

1Pv6 in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 85

® Inspect RA packets
» configure a display filter as
“icmpv6.type == 134"
» select an RA pkt, which flags are set to “1”:
M @) L A

* which IPv6 address autoconfiguration option
Is this RA configured for?
SLAAC __ Stateful(DHCPv6)  Stateless DHCPv6

Copyright © 2015 Jeffrey L. Carrell
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Wireshark lab #5 — DHCPV6

* Inspect DHCPV6 packets

» configure a display filter as “dhcpv6”

* pick a specific client

« find the first of each of its DHCPv6 process pkts

— what is the dhcpv6 server’s

v6 addr?

— what are the pkt numbers for:

Solicit Advertise

Request Reply

 what v6 addr did the client get assigned?

87

Resources

NETWORKING

Guide to TCP/IP

Fourth Edition

Second Edition

Laura Chappell

vk technlques o quickly
ed bosts

88
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Resources

Essential SKillsForNetworKAnalysis

i pter owy Wirnghark skiiie 12 guicey characisns

mlwirh (FThe ralis, presincols, applcalises mad healy

Laura Chappell
Forewned by Gerald Cambs
Croator of Wireshark
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Locate the Sourceof

Performance Problems

Farmaard by Gerald
Cra

n
Wirsgkark Uniwersity” Cortitied IrmSrocier

89

Resources

Wireshark” Certified Network Analyst

Eagm Verson WML 078

(&

Laura Chappell
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prmy B RERESEE e RELEE E

PRACTICAL
PACKET *“1“.—?!7&.'.?'

90
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Resources

I OREILLY '

Practical IPv6

for Windows
Administrators

[Pv6 Address
Planning

Tom Coffeen APIess

91

Resources

L LEL LT
cisco

IPv6 Fundamentals

A Straightforward Appreach to
Understanding IPvE

92
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Resources
Essenti als
INTEGRATI fOUR IPV4 NETWORK
Silvia Hagen
Foreword by Vint Cerf
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Thank You for Attending!

RO RO

o jeff.carrell@teachmeipv6.com  oars | conre

ENGINEER | TRAINER
* Twitter: @JeffCarrell_v6

; @aﬂﬁtﬂu of Compl, Btipy
jeffrarrell

berebp atwarbed the rank of

Sane

Bucricane Electric
3P06 Certifiration

94
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