
True in Depth Security through  
Next Generation SIEM 

Ray  Menard 
Senior Principal Security Consultant 
Q1 Labs 



Copyright © 2009 Q1 Labs, Inc.  All rights reserved. 

   "Electronic intelligence, valuable though it is in 
its own way, serves to augment the daunting 
volume of information which is directed at 
headquarters from satellite and aerial 
reconnaissance, intelligence-gathering ships, 
optical observation, special forces, armoured 
reconnaissance teams, and the interrogation of 
prisoners. Nowadays the commander is 
confronted with too much information, rather 
than too little, and it is his informed judgment 
which ultimately decides what is relevant and 
important."  [NATO, The Warsaw Pact and the 
Superpowers, 2° ed. p. 33 


                                                         Hugh 
Farringdon
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   “Network and security information, valuable 
though it is in its own way, serves to augment 
the daunting volume of information which is 
directed at network and security practitioners 
from firewalls and IDS/IPS, sever logs, application 
logs, syslog servers, proxy servers and virus 
scanners. Nowadays the security practitioner is 
confronted with too much information, rather 
than too little, and it is his informed judgment 
which ultimately decides what is relevant and 
important."   


          Ray Menard plagiarized from Hugh 
Farringdon
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Focus on Prevention  

• Network and security professionals focus 
tends to be on preventing bad things from 
happening on the network.


• Gartner reported worldwide security 
software market revenue totaled 13.5 billion 
in 2008


• There is a significant amount of spending  on 
tools designed to prevent bad things from 
getting in the network


• When things go bad, it is because the 
network and security practitioner doesn’t 
know what they don’t know.
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Prevention is not enough 

   “This principle doesn’t mean you should abandon 
your prevention efforts. As a necessary 
ingredient of the security process, it is always 
preferable to prevent intrusions than to recover 
from them. Unfortunately, no security 
professional maintains a 1.000 batting average 
against intruders. Prevention is a necessary but 
not sufficient component of security.”


                                                             (Bejtlich, 
2004)
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Compliance Violations and Data Loss 

•  Story of two Universities

•  A: An old time QRadar Customer

•  B: QRadar not deployed, at least at the time


•  University A 

•  Host is compromised and detected by security administrator.

•  Host is identified as a critical system in accounting with student 

personal information

•  Flows were used to track all data sent two and from the host 

during the compromise and proved the only data the was 
transferred was not personal information but was copyright 
material uploaded by attacker


•  Host was cleaned up and no one outside was ever notified

•  University B


•  Host is compromised and detected at some point after the 
attack


•  Host contains personal information

•  It cannot be proved what was removed so the university had to 

notify  students of the possible loss of privacy and setup a call 
center to answer questions … this cost a serious amount of 
money.
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    "In the future everyone will be world-famous for 
fifteen minutes“



 
 
 
 
 Andy Warhol 
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Moving Towards Solution 

Network and security professionals need:

• Complete Network and Security Intelligence

• Ability to quickly and efficiently analyze large 

volumes of information, sorting the wheat from 
the chaff


•  Flexibility to meet the ever changing more 
sophisticated threat 


• Ability to do more with less as new requirements 
are identified


• Visibility and verification

• Time is an enemy!
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Customer blocked from Google…  

• Customer is blocked trying to get to 
Google and all requests are asking for 
a validation before a search is 
completed


• Reason appears to be someone on 
customer site running an excessive 
number of requests to Google


• Flow data quickly identifies the 
offending system with a simple flow 
search.. Customer had been searching 
for hours
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100 Seconds into Attack 

  162.12.152.214

  162.12.154.210

  162.12.155.107

  162.12.155.213

  162.12.164.152

  162.12.164.155

  162.12.162.245

  162.12.165.32

  162.12.166.181


53.234.2.204


53.234.0.150


53.234.1.176


53.234.1.162


53.234 scanning 
53.233 hosts


First hosts in 162.12 network 
to start scanning
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200 Seconds into Attack 

This view shows only the 
hosts that scan at least 4 

or more other hosts
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300 Seconds into Attack 

This view shows only the 
hosts that scan at least 7 

or more other hosts


162.12 hosts scanning 
162.12 hosts


53.234 hosts scanning 
53.233 hosts
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1 Hour into Attack 

This view shows only the 
hosts that scan at least 20 

or more other hosts


53.230

Network


162.12

Networks
 53.233 


&

 53.234


Networks


53.230

Network
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2 ½ Hours into Attack 

This view shows only the 
hosts that scan at least 25 

or more other hosts


53.229

Network


162.12

Network


53.230

Network


53.233 

&


 53.234

Networks


162.12

Networks
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Restating The Problem 

    “One of the reasons why the state of 
information security is so bad is that it is built 
on a foundation of islands of point tools for 
protection against tactical threats. Managing 
these systems is an operational nightmare. 
What's more, most of these tools aren't 
integrated together, so getting a true picture of 
the security posture of the whole business is 
next to impossible, which may actually lead to 
additional security risks.”



 
 
 
 
Jon Oltsik  ESG




Copyright © 2009 Q1 Labs, Inc.  All rights reserved. 

Next-Generation SIEM:  
Total Intelligence 

Suspected 
Incidents 

User correla2on and applica2on forensics 
enabled fraud detec2on prior to  

exploit comple2on 

2Bn log and event records a day reduced to 
25 high priority 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Detecting the undetectable 

•  QRadar has lots of rules that detect the infection and 
propagation of malware, worms, bots and issue dejour


•  However,  Sometime as many security measure as you put in 
place a host gets quietly compromised and goes undetected…


•  Customer Eval: 3 hosts out of 80K+ make a web request to 
single address and transfer a 112 byte .gif image a couple of 
times a day.  


•  Those hosts make no other connections to any hosts even close 
to those and at some points in time, don’t even appear to be in 
use during the request


•  The 3 systems all have Anti-Virus/Anti-Malware which claim they 
are clean


•  The host in question (where the.gif is downloaded from) is a 
know BOT Control Channel (as identified by QRadar’s auto-
update)


•  Eval customer is aggressive and re-images the hosts… 



Activity goes away…. 
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Customer Proof Point 

Large Auto Manufacturer – 
Detected a worm 
outbreak affecting their 
production facility during 
evaluation using only flow 
data.  This worm was not 
detected by exsiting 
signature based sources
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Impact on Applications 

Telnet sessions on 
local hosts going 

down during attack  

Worm outbreak 
using Windows 

Network Ports to 
launch attack  

Telnet sessions prior 
to attack  
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QRadar Offense Management 

What was the 
attack?


Who was 
responsible?


How many 
targets 
involved?


Was it 
successful?


Where do I 
find them?


Are any of 
them 
vulnerable?


How valuable are 
they to the 
business?


What  is the 
Supporting 
evidence?


Clear & concise delivery of the most relevant information …
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Malicious Activity  

Problem Statement

• Distributed 

infrastructure

• Security blind spots in 

the network

• Malicious activity that 

promiscuously seeks 
‘targets of opportunity’


• Application layer 
threats and 
vulnerabilities


• Silo’d security 
telemetry


•  Incomplete forensics


Required Visibility

• Distributed detection 

sensors

•  Pervasive visibility 

across enterprise

• Application layer 

knowledge

• Content capture for 

impact analysis 
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Malware Activity 

IRC on port 80?

QFlow enables detection of a covert 
channel.


Irrefutable Botnet Communication

Layer 7 data contains botnet command and control 
instructions.


Potential Botnet 
Detected?


This is as far as traditional SIEM can 
go.
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User Activity Monitoring 

Problem Statement

• Monitoring of privileged 

and non-privileged 
users


•  Isolating ‘Stupid user 
tricks’ from malicious 
account activity


• Associating users with 
machines and IP 
addresses


• Normalizing account 
and user information 
across diverse 
platforms


Required Visibility

• Centralized logging and 

intelligent 
normalization


• Correlation of IAM 
information with 
machine and IP 
addresses


• Automated rules and 
alerts focused on user 
activity monitoring
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User Activity Monitoring 

Authentication Failures

Perhaps a user who forgot their 
password?   


Brute Force Password 
Attack

Numerous failed login attempts 
against different user accounts.


Host Compromised

All this followed by a successful 
login.

Automatically detected, no custom 
tuning required.
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Complex Threat Detection 

Problem Statement

•  Finding the single 

needle in the ‘needle 
stack’


• Connecting patterns 
across many data silos 
and huge volumes of 
information


•  Prioritizing attack 
severity against target 
value and relevance


• Understanding the 
impact of the threat


Required Visibility

• Normalized event data

• Asset knowledge

• Vulnerability context

• Network telemetry
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Complex Threat Detection  

Sounds Nasty…

But how to we know this?


The evidence is a single click away.


Buffer Overflow

Exploit attempt seen by 
Snort


Network Scan

Detected by QFlow 


Targeted Host Vulnerable

Detected by Nessus


Total Visibility

Convergence of Network, Event and Vulnerability 

data.
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Compliance Monitoring 

Problem Statement

• Validating your 

monitoring efforts 
against compliance 
requirements


•  Ensuring that 
compliance goals align 
with security goals


•  Logs alone don’t meet 
compliance standards


Required Visibility

• Application layer 

visibility 

• Visibility into network 

segments where 
logging is problematic
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Compliance Visibility  

PCI Compliance at Risk?


Unencrypted Traffic

QFlow saw a cleartext service running on 
the Accounting server.


PCI Requirement 4 states: Encrypt 
transmission of cardholder data across 
open, public networks


Compliance Simplified

Out of the box support for all major compliance and 
regulatory standards.
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Fraud and Data Loss Prevention 

Problem Statement

• Malicious activity 

against ‘targets of 
choice’


•  Privileged or 
knowledgeable users 
internal to the network


•  Fraud patterns that are 
‘low and slow’ by 
nature


• Associating suspicious 
patterns across 
network, security, 
application and host 
layers in the 

Required Visibility

• Ability to take and 

normalize telemetry 
across many diverse 
sources


• Correlation of host and 
asset profiles with IAM 
infrastructure


•  Integration of 3rd party 
intelligence sources
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Data Loss and Fraud Detection 

Potential Data Loss?

Who? What? Where?


Who?

An internal user


What?

Oracle data


Where?

Gmail




Copyright © 2009 Q1 Labs, Inc.  All rights reserved. 

Network and Asset Discovery 

Problem Statement

•  Integration of asset 

information into security 
monitoring products is 
manual and labor intensive


•  The assets you don’t know 
about pose the greatest risk


•  Asset discovery and 
classification is a key tenet 
of many compliance 
regulations


•  False positive noise 
jeopardizes the 
effectiveness of the SIEM


Required Capability

•  Real-time knowledge of all 

assets on a network

•  Visibility into asset 

communication patterns

•  Classification of asset types

•  Tight integration into pre-

defined rules is critical
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Network and Asset Discovery 

•  Automatic Asset Discovery


QRadar creates host profiles as network 

activity is seen to/from


•  Passive Asset Profiling


QRadar identifies services and ports on 

hosts by watching network activity


•  Server Discovery


QRadar identifies and classifies server 

infrastructure based on these asset profiles


•  Correlation on new assets & services


Rules can fire when new assets and 

services come online


All made possible by Netflow & QFlow
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"To lack intelligence is to be in the ring 
blindfolded."


              Former Commandant of the Marine Corps, 

                                          General David M. 

Shoup
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uestions
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 Vielen Dank!



