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Total Security Intelligence

"Electronic intelligence, valuable though it is in
Its own way, serves to augment the daunting
volume of information which is directed at
headquarters from satellite and aerial
reconnaissance, intelligence-gathering ships,
optical observation, special forces, armoured
reconnaissance teams, and the interrogation of
prisoners. Nowadays the commander is
confronted with too much information, rather
than too little, and it is his informed judgment
which ultimately decides what is relevant and
important." [NATO, The Warsaw Pact and the
Superpowers, 2° ed. p. 33

Hugh
Farringdon
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Total Security Intelligence

“Network and security information, valuable
though it is in its own way, serves to augment
the daunting volume of information which is
directed at network and security practitioners
from firewalls and IDS/IPS, sever logs, application
logs, syslog servers, proxy servers and virus
scanners. Nowadays the security practitioner is
confronted with too much information, rather
than too little, and it is his informed judgment
which ultimately decides what is relevant and
important.”

Ray Menard plagiarized from Hugh
Farringdon
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Focus on Prevention

e Network and security professionals focus
tends to be on preventing bad things from
happening on the network.

e Gartner reported worldwide security
software market revenue totaled 13.5 billion
in 2008

e There is a significant amount of spending on
tools designed to prevent bad things from
getting in the network

e When things go bad, it is because the
network and security practitioner doesn’t
know what they don’t know.

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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Prevention is not enough

“This principle doesn’t mean you should abandon
your prevention efforts. As a necessary
Ingredient of the security process, it is always
preferable to prevent intrusions than to recover
from them. Unfortunately, no security
professional maintains a 1.000 batting average
against intruders. Prevention is a necessary but
not sufficient component of security.”

(Bejtlich,
2004)

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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Total Security Intelligence

e Story of two Universities
e A: An old time QRadar Customer
e B: QRadar not deployed, at least at the time
e University A
e Host is compromised and detected by security administrator.

e Host is identified as a critical system in accounting with student
personal information

e Flows were used to track all data sent two and from the host

during the compromise and proved the only data the was
transferred was not personal information but was copyright
material uploaded by attacker

e Host was cleaned up and no one outside was ever notified
e University B
e Host is compromised and detected at some point after the
attack
e Host contains personal information

¢ |t cannot be proved what was removed so the university had to
notify students of the possible loss of privacy and setup a call

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1labs.com
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"In the future everyone will be world-famous for
fifteen minutes®

Andy Warhol

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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Moving Towards Solution

Network and security professionals need:
e Complete Network and Security Intelligence

e Ability to quickly and efficiently analyze large

volumes of information, sorting the wheat from
the chaff

¢ Flexibility to meet the ever changing more
sophisticated threat

e Ability to do more with less as new requirements
are identified

¢ Visibility and verification
® Time is an enemy!

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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Customer blocked from Google...

e Customer is blocked trying to get to
Google and all requests are asking for
a validation before a search is
completed

® Reason appears to be someone on
customer site running an excessive
number of requests to Google

¢ Flow data quickly identifies the
offending system with a simple flow
search.. Customer had been searching
for hours

Copyright © 2009 Q1 Labs, Inc. All rights reserved.
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Total Security Intelligence
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Total Security Intelligence

This view shows only the VAN
hosts that scan at least 4
or more other hosts

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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Total Security Intelligence

This view shows only the
hosts that scan at least 7
or more other hosts

1
53.234 hosts scanning
53.233 hosts
T v
: 162.12 hosts scanning
162.12 hosts
= “7- L
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Total Security Intelligence

53.230
Network

This view shows only the
hosts that scan at least 20
or more other hosts

162.12
Networks
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Total Security Intelligence

53.233
&
53.234
This view shows only the Networks
hosts that scan at least 25
or more other hosts
162.12
Networks- -
53.229
Network
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Restating The Problem

“One of the reasons why the state of
Information security is so bad is that it is built
on a foundation of islands of point tools for
protection against tactical threats. Managing
these systems is an operational nightmare.
What's more, most of these tools aren't
iIntegrated together, so getting a true picture of
the security posture of the whole business is
next to impossible, which may actually lead to
additional security risks.”

Jon Oltsik ESG

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com




Labs | Next-Generation SIEM:
e | Total Intelligence

Next Gen SIEM: Behavior and Context Suspected
® " 1 Incidents
Virtual "N
; Activity s Cat - Asset Attacker —— Offensed
S Sorvers ategory Discovery Statistical Profile B:h:\?ior - GQ
——  &Hosts Q Correlation P Q
ibili - pplication
" Security . Credibiiy Active VA i Losamian User Logs Behavior / @
E55s Systems Rules-Based s @
Severity . Correlaion External Identity QO
User A Passive VA Threats History
I = Activity g} R— O
~— Application
T F;\‘::tivi:y E~‘1\//)
First Gen SIEM: Rules & Correlation
Threats and Fraud Detected Massive Data Reduction

That Others Miss

User correlation and application forensics
enabled fraud detection prior to
exploit completion

Lizclaiborne’ =

2Bn log and event records a day reduced to
25 high priority

Chevron
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Total Security Intelligence

e (QRadar has lots of rules that detect the infection and
propagation of malware, worms, bots and issue dejour

e However, Sometime as many security measure as you put in
place a host gets quietly compromised and goes undetected...

e (Customer Eval: 3 hosts out of 80K+ make a web request to
single address and transfer a 112 byte .gif image a couple of
times a day.

e Those hosts make no other connections to any hosts even close
to those and at some points in time, don’t even appear to be in
use during the request

e The 3 systems all have Anti-Virus/Anti-Malware which claim they
are clean

e The host in question (where the.gif is downloaded from) is a
know BOT Control Channel (as identified by QRadar’s auto-
update)

e Eval customer is aggressive and re-images the hosts...

Activity goes away....

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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Total Security Intelligence
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Showing 1 to 50 of 70850
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Telnet sessions prior
to attack

Telnet sessions on
local hosts going
down during attack

Worm outbreak
using Windows
Network Ports to
launch attack

Copyright © 2009 Q1 Labs, Inc. All rights reserved.

Impact on Applications

<< <<< Local Hosts (Normal) >>> >>
Scale (Al+-) Tuesday, Aug 16, 2005 Size (Al+-)
1201
90+
601
301
05:00 08:00 11:00 14:00 17:00 20:00

l Telnet-Port Select Time: | Current: 1119w

No Sub-components Time Period: | Now v

-4 View Sentries (10) » < Add Sentry » Direction: | All v

<< <<< Local Hosts (Normal) >>> >>
Scale (Al+-) Tuesday, Aug 16, 2005 Size (Al+-)
4kt
3kt > {
2kt
1kt
05:00 08:00 11:00 14:00 17:00 20:00

I WindowsNetworkPorts Select Time: | Current: 1119 v

No Sub-components Time Period: | Now v

-4 View Sentries (10) » < Add Sentry » Direction: | Al v
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QRadar Offense Management

Clear & concise delivery of the most relevant information

I Offense 3063 [S] Summary @@ Attackers Targets [TC ies [=) [~} [1] Events Flows [ JRules Actions ¥ (=% Print 0]
M itud Relevance I 0 | Severity I 8 I Credibility I 3
Target Vulnerable to Detected Exploit
. preceded by Exploit Attempt Proceeded by Recon . .
Descintion preceded by Exploit/Malware Events Across Multiple Targets What Was the EventCount 1428 events in 3 categories
preceded by Recon - External - Potential Network Scan attack?
Attacker/Src | 202.153.48.66 " Start 2009-09-29 16:05:01
Target(s)/Dest| Local (717 Duration 1m 32s
Network(s) Multiple (3) Assigned to Not assigned Was |t
Notes Vulnerability Correlation Use Case lllustr: on of vulnerability data with IDS alerts An attacker originating from China (202 ng the
fick loit (CV 4.
Conficker worm exploit (CVE 2008-4250). Who was SUCCGSSfUI?
Attacker Summary @@ Detsils < responS|b|e?
Magnitude User Karen
Description 202.153.48.66 Asset Name Unknown
Vulnerabilities 0 MAC 7 Unknown
Location China Asset Weiaht 0

Top 5 Categories ([ =)Categories

Where do |

- ?
Name HOW many Magnitude Local Target Count ﬁnd them . HOW Va|Uab|e are
Buffer Overflow — 8 8
Misc Exploit targets 3 3 they to the
Network Sweep : ] 716 1417 H
involved? business?

Top 5 Local Targets Targets

IP/DNS Name Mag... Vulnerable Chained User MAC Location 4 Weight
Windows AD Server Unknown No Unknown Unknown main 8
10.101.3.3 Unknown No Unknown Unknown main 0
10.101.3.4 l, Unknown No Unk main 0
DC106 "~ Yes < No Adrr Are any of 7 main 10
10.101.3.11 Unknown No 7 main 0

" them
Top 10 Events [\] Events Vulnerable?
Event Name Magnitude - Category Destination Dst Port Time

Misc Exploit - Event CRE I — Custom Rule Engine-8 :: gradar-vm I Misc Exploit 10.101.3.15 445 09-29 16:06:33
NETBIOS-DG SMB v4 srvsvc NetrpPathCo... < Snort@ 10.1.1.5 | Buffer Overflow 10.101.3.10 445 09-29 16:06:28
NETBIOS-DG SMB v4 srvsvc NetrpPathCo... ~ Snort@ 10.1.1.5 . 10.101.3.15 445 09-29 16:06:33
Misc Exploit - Event CRE —— Custom Rule Enaine-s - araday. What is the 10.101.3.13 445 09-29 16:06:31
Network Sweep - QRadar Classify Flow - Flow Classification Engine-5 :: grz S H 10.101.3.10 445 09-29 16:05:01
Network Sweep - QRadar Classify Flow - Flow Classification Engine-5 :: grz upportlng 10.101.3.15 445 09-29 16:05:01
Network Sweep - QRadar Classify Flow - Flow Classification Engine-5 :: grz -d 7 10.101.3.10 445 09-29 16:05:01
Network Sweep - QRadar Classify Flow - Flow Classification Engine-5 :: grz eVI ence . 10.101.3.15 445 09-29 16:05:01

Copyright © 2009 Q1 Labs, Inc. All rights reserved.
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Malicious Activity

Problem Statement Required Visibility

e Distributed e Distributed detection
iInfrastructure Sensors

e Security blind spots in e Pervasive visibility
the network across enterprise

¢ Malicious activity that e Application layer
promiscuously seeks knowledge
‘targets of opportunity’ e Content capture for

e Application layer iImpact analysis

threats and
vulnerabilities

e Silo’d security

Q1Labs.com
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Total Security Intelligence

] Offense 2849 3] Summary @ Atiackers (@) Targets () Categories [=] Annotations Bl [5) Evenis [ Flows| [)Rules Actions v 2 print 0]
Magnitude Relevance | 0 | &‘{ View flows for this offense ] | 3
L Malware - External - Communication with BOT Control Channel . . 7
Description | . taining Potential Botnet connection - QRadar Classify Flow | Eventeount | 6 events in 1 categories PO te N tl a I B Ot N et
Attacker/Src | 10.103.6.6 (dhcp-workstation-103.6.6.acme.org) Start 2009-09-29 11:21:01 ?
Target(s)/Dest| Remote (5) Duration 0s Dete Cted =
Network(s) other Assigned to Not assigned i i .
Notes Botnet Scenario This offense captures Botnet command channel activity from an internal host The botnet node communicates with IRC This is as far as traditional SIEM can
servers running on non-standard ports (port 80/http), which would typically bypass many detection techniques. This sc... g O
First e = .
Source S Destination . ICMP | Source | Destinat | Source | Destinat | Flow
P::::t Protocol | SourcelP | “p, '™ | Destination IP Port Application TypeiCot | Flags Flags QoS QoS S I R C 0 n 0 r t 8 O 7
11:19 tcp_ip 10.103.6.6 | 48667 62.64.54.11 80 IRC N/A SPA F.S,PA | BestEffor Class 1 | gradar p "
10.103.6.6 50296 3 / Best Effor Class 1 .
11:19 tcp_ip 10.103.6.6 | 51451 62.181.209.201 80 IRC , N/A SPA F.S,PA |BestEffor Class 1 | qradar QFlOW enables deteCtlon Of a Covert
11:19 tcp_ip 10.103.6.6 | 47961 62.211.73.232| 80 IRC N/A FSPA |FSPA |BestEffor Class1 | qradar C h a n ne |

Source Payload
108 packets,
8850 bytes

NICK IamaZombie n .

DSER IamedonbICK Tamazonble Irrefutable Bothnet Communication
Layer 7 data contains botnet command and control

NOTICE Defender :EﬂVERSION XchaNOTICE Defender :m}VF_RSION X - .

JOIN #botnet_command_channel |nst ru Ctlons_

JOIN #botnet_command_channel
m

Destination Payload
70 packets,
5996 bytes

:Lexington.KY.US.AccessIRC.Net:Lexington.KY.US.AccessIRC.Net:

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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User Activity Monitoring

Problem Statement Required Visibility

¢ Monitoring of privileged e Centralized logging and
and non-privileged intelligent
users normalization

¢ |solating ‘Stupid user e Correlation of IAM
tricks’ from malicious information with
account activity machine and IP

¢ Associating users with addresses
machines and IP e Automated rules and
addresses alerts focused on user

e Normalizing account activity monitoring

and user information
across diverse

Copyright © 2009-@Q 1 LabsyIric.” All'rights reserved. Q1Labs.com
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User Activity Monitoring

I Offense 2834 [o)Summary @ Attackers @) Targets (¢ =) Ar ions [13) Events Flows [T|Rules Actions ¥ (= Print OI . . ,
Magnitude Relevance | 3| Severity | 5| Credibility |3 AUthentlcatlon Fallures
Single Host .
Description preceded by Log?n F;ilures Follpwed By Success Event count 36 events in 6 categories Pe rhaps a user Who forgOt the I r
preceded by Login failure to a disabled account.
preceded by Authentication: Repeated Login Failures paSSWO rd ?
Attacker/Src | 10.103.7.88 (dhcp-workstation-103-7-88.acme.org) Start 2009-09-29 10:33:34
Target(s)/Dest| 10.101.3.10 (Windows AD Server) Duration 4m 51s
Network(s) IT.Server. main Assigned to | Not assigned
Notes Windows Authentication Use Case Demo data to demonstrate event-only Windows Authentication use case, including login
failures, login attempt to disabled account, etc. This attack is comprised of : - Event(s): Multiple authentication attempts from ...
e
5
= F Tom alg)
Brute Force Password
. ruté rorce rasswor
= 34 smit
2 2
g Attack
0 T T T bjones
P > 5 © Fx . .
$* s s & 5 R Numerous failed login attempts
(e chare against different user accounts.
Sol P Destination IP Event N; Log So Cat Uni Event Count
LR (Uniq:;cceWm) (Unisqu:I: Co::nt) (U:i::e ﬂﬁn (u..(-’.gue (l:l;z?nt) egg;'(mmque ve(HSun?)un LIS
O | Tom 10.103.7.88 10.101.3.10 Multiple (4) WindowsAuthSe... | Multiple (4 19 13
@ | dsmith 10.103.7.88 10.101.3.10 Multiple (4) WindowsAuthSe... | Multiple (3 7
]I bjones 10.103.7.88 10.101.3.10 Logon Failure - ... | WindowsAuthSe._.. | Host Login Failed 1
Event Name a Log Source Source IP Destination IP H 0 St C 0 m p ro m I S e d
Host Login Succeeded - Event CRE Custom Rule Engine-8 :: gradar-vm | 10.103.7.88 10.101.3.10 '
Host Login Failed - Event CRE Custom Rule Engine-8 :: gradarvm | 10.103.7.88 10.101.3.10 A” th|s fo”owed by a su CCGSSfUl
Host Login Failed - Event CRE Custom Rule Engine-8 :: gradar-vm 10.103.7.88 10.101.3.10 I .
Remote Access Login Failed - Event CRE Custom Rule Engine-8 :: gradar-vm 10.103.7.88 10.101.3.10 09 In.
Remote Access Login Failed - Event CRE Custom Rule Engine-8 :: gradar-vm 10.103.7.88 10.101.3.10 :
Suspicious Pattern Detected - Event CRE Custom Rule Engine-8 :: gradar-vm 10.103.7.88 10.101.3.10 AUt_Omatlca_lly deteCted’ no CUStom
Suspicious Pattern Detected - Event CRE Custom Rule Engine-8 - gradarvm | 10.103.7.88 10.101.3.10 tuni ng requl red .

Copyright © 2009 Q1 Labs, Inc. All rights reserved.
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Complex Threat Detection

Problem Statement Required Visibility

¢ Finding the single e Normalized event data
needle in the ‘needle e Asset knowledge
stack’

¢ Vulnerability context

e Connecting patterns e Network telemetry

across many data silos
and huge volumes of
information

® Prioritizing attack
severity against target
value and relevance

¢ Understanding the
iImpact of the threat

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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Complex Threat Detection

Offense 3063 @ Summary .Attsdtets Targets @Categoties EJ Annotations Il Networks D Events
Magnitude Relevance 3
Target Vulnerable to Detected Exploit SoundS NaSty -
L preceded by Exploit Attempt Proceeded by Recon . .
Description | . - ded by Exploit/Malware Events Across Multiple Targets | EVent count 1428 eventsin3cate Byt how to we know this?
preceded by Recon - External - Potential Network Scan
Attacker/Src | 202.153.48.66 Start 2009-09-29 16:05:01 ) ] ) )
Target(s)/Dest| Local (717) Duration 1m 32s The eVIdence IS a smgle C“Ck away-
Network(s) Multiple (3) Assigned to Not assigned
Notes Vulnerability Correlation Use Case lllustrates a scenario involving correlation of vulnerability data with |
China (202.153.48.66) sweeps a subnet using the Conficker worm exploit (CVE 2008-4250). The first ¢

Buffer Overflow
Exploit attempt seen by

Network Scan
Detected by QFlow

Snort
Event Name Source IP Destination Destination Log Source Low Level
IP Port Category
O | Network Sweep - QRadar Classify Flow 202.153.43.66 | Multiple (716) | 445 Flow Classification E| Network Sweej
E | NETBIOS-DG SMB v4 srvsvc NetrpPathConon| 202.153.48.66 | Multiple (8) 445 Snot@ 10.1.1.5 Buffer Qverflow
Port | Service OSI\[I)DB Name Description Sz:lse':ty
g;cr;?geog‘;';l:ine?g;cs'erver Microsoft Windows Server Service contains a flaw that may allow a
445 unknown| 49243 | Request Handlin malicious user to remotely execute arbitrary code. The issue is triggered 3
- Unspecified Remgote when a crafted RPC requestis handled. It is possible that the flaw may
Code Execution allow remote code execution resulting in a loss of integrity.

Total Visibility

Convergence of Network, Event and Vulnerability
data.

Targeted Host Vulnerable
Detected by Nessus

Copyright © 2009 Q1 Labs, Inc. All rights reserved.
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Compliance Monitoring

Problem Statement Required Visibility

e Validating your e Application layer
monitoring efforts visibility
against compliance e Visibility into network
requirements segments where

e Ensuring that logging is problematic

compliance goals align
with security goals

¢ | ogs alone don’t meet
compliance standards

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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Total Security Intelligence

Offense 2862 EJ Summary .Attsdtecs Targets lBCategoties E} Annotations [l Networks D Events
L ] L[ ] 7
Magnitude o1 PCl Compliance at Risk
L. Policy - Internal - Clear Text Application Usage .

Description containing Compliance Policy Violation - QRadar Classify Flow Event count 1events in 1 categc
Attacker/Src | 10.103.12.12 (dhcp-workstation-103-12-12.acme.org) Start 2009-09-29 15:09:C
Target(s)/Dest| 10.101.3.30 (Accounting Fileserver) Duration Os
Network(s) IT.Server.main Assigned to Not assigned
Notes PCl Violation Use Case PCI DSS specifies that insecure protocols may not be used. This scenario der

identify such activity. In this offense the system has captured cleartext network activity (telnet and FTP) £

N Destination
Event Name ¥ Log Source Source IP Source Port Destination IP Port

Compliance Policy Violation - ¢ Flow Classification Engine-5: 10.103.12.12 1482 10.101.3.30 23

Unencrypted Traffic

QFlow saw a cleartext service running on
the Accounting server.

Compliance Simplified

Out of the box support for all major compliance and  PCl Requirement 4 states: Encrypt
regulatory standards. transmission of cardholder data across

open, public networks

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com




Labs

Total Security Intelligence

Fraud and Data Loss Prevention

Problem Statement Required Visibility

¢ Malicious activity e Ability to take and
against ‘targets of normalize telemetry
choice’ across many diverse

¢ Privileged or Sources
knowledgeable users e Correlation of host and
internal to the network asset profiles with 1AM

e Fraud patterns that are infrastructure
‘low and slow’ by ¢ |Integration of 3™ party
nature intelligence sources

e Associating suspicious
patterns across
network, security,

Copyright © 2002 Q4 Laosylive. Al rignts reserved. Q1Labs.com
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Total Security Intelligence

Magnitude

POtential Data LOSS? Description Potential Data Loss/Theft Detected

Attacker/Src | 10.103.14.139 (dhcp-workstation-103.14.139.acme.org)

Wh07 What? Whel’e? Target(s)/Dest| Local (2) Remote (1)

Network(s) Multiple (3)
Data Loss Prevention Use Case. Demonstrates QRadar DL

Notes authentication ...
Attacker Summary @@ Detsils W h o ?
Magnitude User scott
-, dhcp-workstation- An internal user
Description 10.103.14.139 Asset Name 103.14.139.acme.org
Vulnerabilities 0 MAC Unknown
Location NorthAmerica.all | Asset Weight 0
Username
Event Name Spurce F Log Source (Unique Count) (Unique Category (Unique Count) W h a t 7
(Unique Count) Count)
O | Authentication Failed | 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | Multiple (2) | Misc Login Failed Oracle data
@ | Misc Login Succeeded | 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott Misc Login Succeeded
B | DELETE failed 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott System Action Deny
B | SELECT succeeded 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott System Action Allow
B | Misc Logout 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott Misc Logout
O | Suspicious Pattern Deted 10.103.14.139 | Custom Rule Engine-8 :: gradar-vnj N/A Suspicious Pattern Detected
B | Remote Access Login Fa| 10.103.14.139 | Custom Rule Engine-8 :: gradar-vnj N/A Remote Access Login Failed
QRadar Has Completed Your Request
Navge v ] i Go to APNIC results Where?
Information > DNS Lookup -
Resolver Actions > 3 [Querying whois.arin.net] G mall
TNC Recommendation Port Scan . [whots.arin net]
Bl Asset Profile
|\l Search Events
Search Flows Othame: G°°grle Inc.

OrglD:  GOGL
Address: 1600 Amphitheatre Parkway
City:  Mountain View

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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Network and Asset Discovery

Problem Statement Required Capability

¢ |ntegration of asset e Real-time knowledge of all
information into security assets on a network
monitoring products is e Visibility into asset
manual and labor intensive communication patterns

* The assets you don’t knovy e (lassification of asset types
about pose the greatest risk Tight integration into pre-

* Asset discovery and defined rules is critical
classification is a key tenet
of many compliance
regulations

e False positive noise
jeopardizes the
effectiveness of the SIEM

Copyright © 2009 Q1 Labs, Inc. All rights reserved. Q1Labs.com
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Port | Risk / Severity Last Seen First Seen

514 |1 2009-09-29 20:00:12 (Passive) | 2009-09-28 02:30:11 (Passive)
7676|1 2009-09-29 21:30:12 (Passive) | 2009-09-28 02:30:11 (Passive)
77771 2009-09-29 20:00:12 (Passive) | 2009-09-28 02:30:11 (Passive)
77781 2009-09-29 20:00:12 (Passive) | 2009-09-28 02:30:11 (Passive)
8009| 1 2009-09-29 20:00:12 (Passive) | 2009-09-28 02:30:11 (Passive)

Server Discovery

To discover servers (assets) in your deployment based on standard server ports, select the
desired role in the Server Type drop-down list box and click ‘Discover Servers’.

Server Type: I Eataba,s_? el L=}

©@ Al © Assigned © Unassigned

1433, 1434, 3306, 66, 1521, 1525, 1526, 1527, 1528, 1529, 1571,
Ports: 1575, 1630, 1748, 1754, 1808, 1809, 2481, 2482, 2484, 3872, 3891,

3938 Edit Ports

Edit this BB to define typical database servers. This BB is usedin
Server Type conjunction with the Default-BB-FalsePositive: Database Server
Definition: False Positive Categories and Default-BB-FalsePositive: Database

Server False Positive Events building blocks. Edit Definition
Network: Select an object... El

Matching Servers:

Approve

Name

P

Network a

10.101.139.151

Asia.Bridges.all

Patient Records DB

10.101.139.156

Asia.Bridges.all

10.101.144.76

Asia.Holloway.all

10.102.150.115

Business.Staff

CRM Database 10.101.145.198 IT.NetServers
10.101.145.237 IT.NetServers
CRM 10.101.3.32 IT.Server.main

i S

10.101.146.10

IT.other
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Network and Asset Discovery

« Automatic Asset Discovery
QRadar creates host profiles as network
activity is seen to/from

 Passive Asset Profiling
QRadar identifies services and ports on
hosts by watching network activity

 Server Discovery
QRadar identifies and classifies server
infrastructure based on these asset profiles

« Correlation on new assets & services

Rules can fire when new assets and
services come online

All made possible by Netflow & QFlow

Q1Labs.com
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Total Security Intelligence

"To lack intelligence is to be in the ring
blindfolded."

Former Commandant of the Marine Corps,

General David M.
Shoup
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uestions
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Vielen Dank!
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