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1. Motivation

SNMP Basics

Looking for IPv6 counters and routing information
Looking for IPv6 security information

Summary

2

Demo



e ... for monitoring
e ... for monitoring of IPv6 information

e ... for monitoring of IPv6 information with SNMP

“In theory there is no difference between theory and practice. In practice there is.”
(Yogi Berra)



SNMP Basics

Agent and Client

e SNMP Agent
- Provides management information
- In form of management objects (MOs)
- Uniquely defined by object identifiers (OIDs)
- In a tree-like format
- Management Information Base (MIB) describes information available

e SNMP Client

— Allows user to retrieve information (get) or set configuration parameters (set)

(network) element NMS
get / set

[

trap / inform

Note: ‘MIBs’ — MIB Modules (all available modules of a certain element together build the MIB)



SNMP Basics

MIB Tree
- iso(1) Example:
| snmpwalk -v 2¢ -On -c .. localhost 1.3.6.1.2.1.4.1
- org(3) .1.3.6.1.2.1.4.1.0 = INTEGER: forwarding(1l)
I
= dod(6)
I
=> internet(1)
I I
= mgmt(2) : __— private(4)
\ Enterprise MIBs |
Standard MIBs I I I
Cisco(9) Juniper(2636)  netscreen(3224)
= mib-2(1)
I
I I I I I
system(1) interface(2) at(3) = ip(4) ipv6(55)

=> ipForwarding
RFC 4292: IP-Forwarding-MIB

RFC 4293: IP-MIB



SNMP Basics

IPve MIB Modules

e A bit of history

IFVG'MIB > 2465 P-
1|58 e Current I MIB
7‘ obs ‘
ext \ 2466 obs

upd upd
—>( 1156 || 1213 W 2011 |~~3 draft-ietf-ipngwg-rfc2011-update-00 |, | 4293
= .

T obs
2012 | .obs 3 A
N " 0'...'

CISCO-IETF-IP-MIB

2013 | .obs
S Current IP-Forward-MIB
draft-ietf-ipngwg-rfc2096-update-00 l
updy
1354 | == >| 2096 | S we— > | 4292
B o
CISCO-IETF-IP-FORWARDING-MIB

year 5

1990 1997 2001 2006
IPv4 only RFC IPv6 only RFC Protocol Version Independent RFC | ext=extended by, obs=obsoleted by, upd=updated by

Source: www.cisco.com



SNMP Basics

IP-MIB (RFC 4293)

+--ip(4) (.1.3.6.1.2.1) //without .4.24
+--(Scalars)
+--ipAddrTable(20) //deprecated
+--ipNetToMediaTable(22) //deprecated
+--ipv4dInterfaceTable(28)
+--ipv6InterfaceTable(30)
+--ipTrafficStats(31)

+--ipAddressPrefixTable(32)
+--ipAddressTable(34)
+--ipNetToPhysicalTable(35)
+--ipv6ScopeZonelIndexTable(36)
+--ipDefaultRouterTable(37)
+--ipv6RouterAdvertTable(39)



SNMP Basics

|IP-Forwarding-MIB (RFC 4292)

+--ipForward(24) (.1.3.6.1.2.1)
+--(Scalars)
+--ipForwardTable(2) //deprecated
+--ipCidrRouteTable(4) //deprecated

+--ipForwardConformance(5)

+--inetCidrRouteTable ( J ) \



SNMP-Basics

IPv6-MIB (RFC 2465)

+--ipv6MIB(55)

+--ipv6MIBObjects (1)

+--(Scalars)

+--ipv6IfTable(5) _
+--ipv6IfStatsTable(6) *”————————’——’—

+--ipv6AddrPrefixTable(7)

+-—ipv6AddrTable (8) / | ripveroutemntry(l)
+--ipv6RouteTable(11)

+--ipv6NetToMediaTable(12)

10



Counters and Routing




Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1

Counters

e Copying IOS image from SMO01 to DS01

— Using scp
— Using ipv6
Cisco-4506E Juniper SSG140 Cisco 3560
(CHZHO1NCSO01) \ (CHZHO1NFWO01) (CHZHO1NDSO01)
Sever Vlan Vlan
(CHZHO1SMO001) Interface 1191 Interface 201

Cisco-4506E / Juniper SSG140

(CHZHO1NCSO02) (CHZHOTNFWO02)

12



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1

Counters

e |dentifying relevant counters at CS01

— Interface identifier

snmpwalk -v 2c¢ -c .. chzhOlnecs0l 1.3.6.1.2.1.2.2.1.2 | grep 201
IF-MIB::ifDescr.166

STRING: unrouted VLAN 201
IF-MIB::ifDescr.172

STRING: Vl1an201
IF-MIB::ifDescr.201

STRING: GigabitEthernet4/10

— Relevant OIDs

ipIfStatsHCInOctets ipIfStatsHCOutOctets
1.3.6.1.2.1.4.31.3.1.6 1.3.6.1.2.1.4.31.3.1.33

IP Version: unknown (0) - ipv4 (1) - ipv6 (2)

1.3.6.1.2.1.4.31.3.1.6.2.172 1.3.6.1.2.1.4.31.3.1.33.2.172

13



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1

Counters

e Reading counter before copying

snmpwalk -v 2c¢ -c .. chzhOlncs0O1l 1.3.6.1.2.1.4.31.3.1.6.2.172
IP-MIB::ipIfStatsHCInOctets.ipv6.172 = Counter64: 210390984
snmpwalk -v 2c¢ -c .. chzhOlncs0O1l] 1.3.6.1.2.1.4.31.3.1.33.2.172
IP-MIB::ipIfStatsHCOutOctets.ipv6.172 = Counter64: 213247954

e Copying the file

CHZHO1NDSOl#copy scp: flash:

Address or name of remote host [2001:db8:6:1191::101]7?

Source username [mug]?

Source filename [/home/mug/I0S/cl1140-k9w7-tar.152-2.JB.tar]?
Destination filename [c1140-k9w7-tar.152-2.JB.tar]?

Sending file modes: C0664 10352640 c1140-k9w7-tar.152-2.JB.tar

10352640 bytes copied in 274.593 secs (37702 bytes/sec)
CHZHOINDSO1#

14



Cisco Catalyst 4506E — Sup6-LE

Counters

e Reading counters after copying

snmpwalk -v 2c -c .. chzhOlncs01l 1.3.6
IP-MIB::ipIfStatsHCInOctets.ipv6.172 =
snmpwalk -v 2c -c .. chzhOlncs01l 1.3.6
IP-MIB::ipIfStatsHCOutOctets.ipv6.172

e \What do we expect?

— 15.2(2)E1

.1.2.1.4.31.3.1.6.2.172
Counter64: 210435192
.1.2.1.4.31.3.1.33.2.172

= Counter64: 213291782

— About 10Mbytes of traffic on the OutOctets

e Doing the math

— InOctets: 210435192 — 210390984 = 44208 octets (equals bytes)
— OutOctets: 213291782 — 213247954 = 43828 octets (equals bytes)

e Any ideas?

15



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1
Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1

e Running HSRP on VLAN interface 201

Cisco-4506E Juniper SSC
(CHZHO1NCSO01) \ (CHZHO1NF\
Sever Vian 'Vlan\ Stand by
(CHZHO01SM001) Interface 1191 Interface 201
Cisco-4506E /: Juniper SoC Active
(CHZHO1NCSO02) (CHZHO1NF\

CHZHO1NCSOl#show standby brief

P indicates configured to preempt.

Interface Grp Pri P State Active Standby
V1201 201 90 Standby 192.168.201.2 local
V1201 1001 90 Standby FE80::201:0:0:221ocal

Virtual IP

192.168.201.1
FE80::201:0:0:20

16



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1

Counters

e Checking counters on CS02 (copying the file again)
— ldentifying interface

snmpwalk -v 2c¢ -c .. chzhOlnes02 1.3.6.1.2.1.2.2.1.2 | grep 201

IF-MIB::ifDescr.118 STRING: unrouted VLAN 201

IF-MIB::ifDescr.124 STRING: Vl1an201

— Counters before and after

IP-MIB::ipIfStatsHCInOctets.ipv6.124 = Counter64: 215515526
IP-MIB::ipIfStatsHCOutOctets.ipv6.124 = Counter64: 212905664
IP-MIB::ipIfStatsHCInOctets.ipv6.124 = Counter64: 215539474
IP-MIB::ipIfStatsHCOutOctets.ipv6.124 = Counter64: 212928584

— Doing the math
» InOctets: 215539474 — 215515526 = 23948 octets (bytes)
=  QutOctets: 212928584 — 212905664 = 22920 octets (bytes)

17



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1

Counters

e \What to do?
— Call Cisco (-

— In fact: “No IPv4/6 aware HW counters for data plane on Sup6L-E (only traffic
which passes control plane is reported). This is a hardware limitation.”

e Ok... so copying the same file to CS01 or CS02 should work, right?
— ldentifying interface

snmpwalk -v 2¢ -c¢ ... chzhOlnes0l 1.3.6.1.2.1.2.2.1.2 | grep 1191
IF-MIB::ifDescr.189 = STRING: Vlanllo9l

— Counters before and after

IP-MIB::ipIfStatsHCInOctets.ipv6.189 = Counter64: 419997581
IP-MIB::ipIfStatsHCOutOctets.ipv6.189 = Counter64: 306198179
IP-MIB::ipIfStatsHCInOctets.ipv6.189 = Counter64: 431018580
IP-MIB::ipIfStatsHCOutOctets.ipv6.189 = Counter64: 306986585

18



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1

Counters

— Doing the math (remember: we expect to see about 10Mbytes incoming)
» |nOctets: 431018580 — 419997581 = 11020999 Octets (bytes)
=  QutOctets: 306986585 — 306198179 = 788406 Octets (bytes)

— 11020999 / (1024)*2 = 10.51MB

19



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1

Counters

e \What about IPv4 Counters

snmpwalk -v 2c¢ -c .. -0X chzhOlncs01l 1.3.6.1.2.1.4.31.3.1 //ipIfStatsEntry
IP-MIB::ipIfStatsInReceives[ipv6][153] = Counter32: 0
IP-MIB::ipIfStatsInReceives[ipv6][172] = Counter32: 1930340

IP-MIB::ipIfStatsInReceives[ipv6][188] Counter32: 2422612

IP-MIB::ipIfStatsInReceives[ipv6][189] Counter32: 3111351

IP-MIB::ipIfStatsInReceives[ipv6][190] = Counter32: 100537105

IP-MIB::ipIfStatsDiscontinuityTime[ipv6][153] = Timeticks: (0) 0:00:00.00

» No information about IPv4 traffic stats available (only IPv6)!

» Possible solution:
= |Pv4InOctets = ifInOctets — IPv6InOctets
=  |Pv40utOctets = ifOutOctets — IPv60OutOctets

20



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1

Routing Information

e |Pv6 Information

— inetCidrRouteEntry
snmpwalk -v 2c -c .. -0X chzhOlncs0O0l] 1.3.6.1.2.1.4.24.7.1

IP-FORWARD-MIB: :inetCidrRouteStatus[ipv6]
["00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00"1... [1pVv6]
["20:01:17:02:00:06:10:01:00:00:00:00:00:00:00:10"] .. active(l)

e |Pv4 Information
— ipCidrRouteEntry - Deprecated

snmpwalk -v 2c¢c -c .. -0X chzhOlncs01l 1.3.6.1.2.1.4.24.4.1

IP-FORWARD-MIB: :ipCidrRouteNextHop[0.0.0.0][0.0.0.0][0][192.168.201.10] =
IpAddress: 192.168.201.10

21



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1
HSRP

e HSRP: Host Standby Redundancy Protocol (first hop redundancy protocol)

e On the switch

CHZHOINCSOl#show standby brief

Interface Grp Pri P State Active Standby Virtual IP

V111 11 110 P Active 1local 192.168.11.2 192.168.11.1

V112 12 90 Standby 192.168.12.2 local 192.168.12.1

v121 21 90 Standby 192.168.21.2 local 192.168.21.1

V150 50 110 P Active 1local 192.168.1.2 192.168.1.1

V151 51 110 P Active 1local 192.168.51.2 192.168.51.1

V171 71 90 Standby 192.168.71.2 local 192.168.71.1
V1201 201 90 Standby 192.168.201.2 local 192.168.201.1
v1201 1001 90 Standby FE80::201:0:0:22 local FE80::201:0:0:20
V11111 224 110 P Active 1local 10.1.224.12 10.1.224.10
V11111 1111 110 P Active 1local FE80::1111:0:0:12 FE80::1111:0:0:10
v11121 225 110 P Active 1local 10.1.225.12 10.1.225.10
V11121 1121 110 P Active local FE80::1121:0:0:12 FE80::1121:0:0:10
V11191 233 110 P Active 1local 10.1.233.12 10.1.233.10
v11191 1191 110 P Active 1local FE80::1191:0:0:12FE80::1191:0:0:10

22



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1
HSRP

e Via SNMP

snmpwalk -v 2c¢ -c .. -O0X chzhOlncs0l1 1.3.6.1.4.1.9.9.106.1.2.1.1

CISCO-HSRP-MIB: :cHsrpGrpStandbyRouter[190][225] = IpAddress: 10.1.225.12
CISCO-HSRP-MIB: :cHsrpGrpStandbyState[160][21] = INTEGER: standby(5)
CISCO-HSRP-MIB: :cHsrpGrpStandbyState[168][11] = INTEGER: active(6)
CISCO-HSRP-MIB: :cHsrpGrpStandbyState[169][12] = INTEGER: standby(5)
CISCO-HSRP-MIB: :cHsrpGrpStandbyState[170][50] = INTEGER: active(6)
CISCO-HSRP-MIB: :cHsrpGrpStandbyState[171][51] = INTEGER: active(6)
CISCO-HSRP-MIB: :cHsrpGrpStandbyState[172][201] = INTEGER: standby(5)
CISCO-HSRP-MIB: :cHsrpGrpStandbyState[176][71] = INTEGER: standby(5)
CISCO-HSRP-MIB: :cHsrpGrpStandbyState[188][224] INTEGER: active(6)
CISCO-HSRP-MIB: :cHsrpGrpStandbyState[189][233] INTEGER: active(6)
CISCO-HSRP-MIB: :cHsrpGrpStandbyState[190][225] INTEGER: active(6)
CISCO-HSRP-MIB: :cHsrpGrpVirtualMacAddr[160][21] = STRING: 0:0:c:7:ac:15

e Only information about IPv4 standby groups available!

23



Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1
HSRP

e Possible solution
» Use syslog

// Shutting down interface on CS01
CHZHO1NCSO1l (config)#interface vlan 1121
CHZHO1INCSO1l (config-if)#shutdown

// Syslog messages received

Feb 15 19:44:47 chzhOlncsOl.awkgroup.com 180: 000180: Feb 15 19:44:46.517 CET:
$HSRP-5-STATECHANGE: Vlanll2l Grp 1121 state Active -> Init

Feb 15 19:44:47 chzhOlncsOl.awkgroup.com 181: 000181: Feb 15 19:44:46.521 CET:
$HSRP-5-STATECHANGE: Vlanll2l Grp 225 state Active -> Init

Feb 15 19:44:47 chzhOlncs02.awkgroup.com 146: 000146: Feb 15 19:44:46.523 CET:
$HSRP-5-STATECHANGE: Vlanll2l Grp 1121 state Standby -> Active

Feb 15 19:44:47 chzhOlncs02.awkgroup.com 147: 000147: Feb 15 19:44:46.527 CET:
$HSRP-5-STATECHANGE: V1anll2l Grp 225 state Standby -> Active

24



C871 - 10S 12.4(24)T8
IP-MIB vs. IP-MIB

e Mission: Find IPv4 and IPv6 counters
— Checking for IP-MIB support

el
ci1sco MIB Locator

IMake Selections to getto a Specific Cisco |IOS Release:
Release

(12.424)T8 v |
Platform Family

| 871 v

Feature Set

| ADVANCED IP SERVICES v
New Search

Download all V1,V2 MIBs

¢870-advipservicesk9-mz.124-24.T8.bin Get list of features for this image from Cisco Feature Navigator
MIBS Supported in this Image Details Download MIB
ADSL-DMT-LINE-MIB V1 2
ADSL-LINE-MIB V1 V2
ATM-FORUM-TC-MIB V1 2
ATM-MIB V1 V2
ATM2-MIB V1 V2
BRIDGE-MIB V1 V2
CISCO-AAA-SERVER-MIB V1 2
IP-FORWARD-MIB w1 2
IP-MIB V1 V2

Link: http://tools.cisco.com/Support/SNMP/do/MIBSupport.do?local=en&step=3
25



C871 - 10S 12.4(24)T8

IP-MIB vs. IP-MIB

— Checking configuration and interface status

interface FastEthernet4

description InternetUplink

ip address 10.1.0.202 255.255.255.0
ipv6e address 2001:db8:6:1221::202/64

FastEthernet4 is up, line protocol is up
Hardware is PQUICC FEC, address is 001f.9e65.1d24 (bia 001f.9e65.1d24)
Description: InternetUplink

Internet address is 10.1.0.202/24

FastEthernet4 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::21F:9EFF:FE65:1D24
Description: InternetUplink
Global unicast address(es):

2001:db8:6:1221::202, subnet is 2001:db8:6:1221::/64

26



C871 - 10S 12.4(24)T8

IP-MIB vs. IP-MIB

— Getting interface identifier

snmpwalk -v 2¢ -c¢ .. 10.1.0.202 1.3.6.1.2.1.2.2.1 | grep FastEthernet4
IF-MIB::ifDescr.5 = STRING: FastEthernet4

— Getting the counters

snmpwalk -v 2c¢ -c public 10.1.0.202 1.3.6.1.2.1.4.31.3.1.6/33.1/2.5

IP-MIB::ipIfStatsHCInOctets.ipv6.5 = No Such Object available on this
agent at this OID

IP-MIB::ipIfStatsHCOutOctets.ipv6.5 = No Such Object available on this
agent at this OID

IP-MIB::ipIfStatsHCInOctets.ipv4.5 = No Such Object available on this
agent at this OID

IP-MIB::ipIfStatsHCOutOctets.ipv4d.5 = No Such Object available on this
agent at this OID

» Only old version of IP-MIB is implemented!
» Ask Cisco if HW / SW supports IP-MIB according to RFC 4293

27



C871 - 10S 12.4(24)T8

Routing

e |Pv4 information

— ipCidrRouteEntry - Deprecated
snmpwalk -v 2¢ —c .. -0X 10.1.0.202 1.3.6.1.2.1.4.24.4.1

IP-FORWARD-MIB: : ipCidrRouteNextHop[0.0.0.0][0.0.0.0][0][10.1.11.10] =
IpAddress: 10.1.11.10

e |Pv6 information
— inetCidrRouteEntry

snmpwalk -v 2c —c .. -0X Routerbma#show ipvé6 route

10.1.0.202 . .

1.3.6.1.2.1.4.24.7.1 IPv6 Routing Table - Default - 8 entries
S ::/0 [1/0

IP-FORWARD- /0 [1/0]

MIB::inetCidrRouteEntry = No via 2001:db8:6:1221::10

S QogEecis avallasle on Eids C  2001:db8:6:1221::/64 [0/0]

via FastEthernet4, directly connected

28



Cisco 2821 — 10S 15.1(4)M1

Counters

e Mission: Find IPv4 and IPv6 counters

— Checking release notes:

IPv4 MIB Support (RFC 4293)

Cisco IOS Release 15.1(4)M includes support for the IPv4 MIB as described
in RFC 4293, Management Information Base for the Internet Protocol (IP). ..

Source: http://www.cisco.com/c/en/us/td/docs/ios/15_1/release/notes/15_1m_and_t/151-4MNEWF.html

— Test setup

Laptop Cisco-2950 Cisco-2800 —

GEO/0 (trunk) ATMO/0 (ADSL)

IF-MIB::ifDescr.l = STRING: GigabitEthernet0/0
IF-MIB::ifDescr.15 = STRING: ATM0/0/0.35-aal5 layer

IF-MIB::ifDescr.17 STRING: GigabitEthernet0/0.12

<+ Sub-interface
with v4 and v6

29



Cisco 2821 — 10S 15.1(4)M1

Counters

— Checking for the counters — finally found them (IPv4 and IPv6)

snmpwalk -v 2¢ -c .. 212.161.137.149 1.3.6.1.2.1.4.31.3.1.6/33.1/2.17

IP-MIB::ipIfStatsHCInOctets.ipv4.1l7 Counter64: 604

IP-MIB::ipIfStatsHCInOctets.ipv6.17 Counter64: 0

Counter64: 0

IP-MIB::ipIfStatsHCOutOctets.ipv4.1l7
Counter64: 10824000

IP-MIB::ipIfStatsHCOutOctets.ipv6.17

— Ok, some testing: Downloading ~12MB (over v4 and v6 each)

snmpwalk -v 2¢ -c .. 212.161.137.149 1.3.6.1.2.1.4.31.3.1.6/33.1/2.17

IP-MIB::ipIfStatsHCInOctets.ipv4.1l7 Counter64: 38135

IP-MIB::ipIfStatsHCInOctets.ipv6.17 Counter64: 1236

IP-MIB::ipIfStatsHCOutOctets.ipv4.17 = Counter64: 73654
IP-MIB::ipIfStatsHCOutOctets.ipv6.17 = Counter64: 10826257

— We should see around 12MB on the OutOctet counters but we only see a few Kb!

30



Cisco 2821 — 10S 15.1(4)M1

Counters

— Checking IPv4 and IPv6 counter at physical interface GE 0/0
= Still the same

— Checking Interface Octet counters

// Before
IF-MIB::ifInOctets.l = Counter32: 158368270

IF-MIB::ifInOctets.17 Counter32: 5766751 Delta: 25.59 MB

Counter32: 190088509, (Sub-Interface GE0/0.12)

IF-MIB::ifOutOctets.17 = Counter32: 132411973\

IF-MIB::ifOutOctets.1

// After

IF-MIB::ifInOctets.l = Counter32: 159756432 5 Delta: 25.58 MB

Counter32: 7136661 (physical Interface GEO/O)

IF-MIB::ifInOctets.1l7
IF-MIB::ifOutOctets.l = Counter32: 215876383

IF-MIB::ifOutOctets.17 = Counter32: 158192381

» |Pv4 and IPv6 counters do not properly count the octets!
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Cisco 2821 — 10S 15.1(4)M1

Routing Information

e |Pv6 information

— inetCidrRouteEntry
snmpwalk -v 2c¢ -c .. 212.161.137.149 -0X 1.3.6.1.2.1.4.24.7.1

IP-FORWARD-MIB: :inetCidrRouteStatus[ipv6 ]
["00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00"]
[20:01:17:00:06:01:00:00:00:00:00:00:00:00:00:01"] .. active(l)

e |Pv4 information
— ipCidrRouteEntry - Deprecated

snmpwalk -v 2¢ -c .. 212.161.137.149 -0X 1.3.6.1.2.1.4.24.4.1

IP-FORWARD-MIB: :ipCidrRouteStatus[0.0.0.0][0.0.0.0][0][194.158.231.177] =
INTEGER: active(l)
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Ubuntu — 14.04.1 LTS

Counters

e Monitoring01
— VM running Ubuntu

— Managing / monitoring network with

= Cacti

= |cinga

= Rancid

= PHPIpam

ethO — mngt access

Monitoring01
(CHZH01SMOO01)

eth1 — network elements



Ubuntu — 14.04.1 LTS

Counters

e Checking IPv6-MIB
— Only displaying results for eth1 here

snmpwalk -v 2c¢ -c .. chzh0Olsmo0l 1.3.6.1.2.1.55.1

IPV6-MIB

IPV6-MIB:
IPV6-MIB:
IPV6-MIB:
IPV6-MIB:
IPV6-MIB:
IPV6-MIB:
IPV6-MIB:
IPV6-MIB:

:ipv6Forwarding.0 = INTEGER: notForwarding(2)
:ipv6éDefaultHopLimit.0 = INTEGER: 64
:ipveInterfaces.0 = Gauge32: 3

:ipv6IfDescr.3 = STRING: ethl

:ipv6IfLowerLayer.3 = OID: SNMPv2-SMI::zeroDotZero
:ipv6IfEffectiveMtu.3 = Gauge32: 1500 octets
:ipv6IfPhysicalAddress.3 = STRING: 0:50:56:b5:60:83
:ipv6IfAdminStatus.3 = INTEGER: up(1l)

:ipv6IfOperStatus.3 = INTEGER: up(l)

» Very limited information
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Ubuntu — 14.04.1 LTS

Counters

o [P-MIB

mug@Monitoring01:~$ Isb_release -a mug@Monitoring01:~$ Isb_release -a
Distributor ID: Ubuntu Distributor ID: Ubuntu

Description: Ubuntu 12.04.5 LTS Description: Ubuntu 14.04.1 LTS
Release: 12.04 Release: 14.04

Codename: precise Codename: trusty

w: NET-SNMPversion: 54.3 1 tEmen  NETSNMPVErSion:87.2

1 /Amug@Monitoring0l:~$ cat Trace CHZH01SMOO1l Before.gxt | ai i 1 /Amug@Monitoring0l:~$ cat Trace CHZHO01SMOO1l After.gxt | gzep
2 /A JIF-MIB::ifInOctets.l = Counter32: 616142254 i 2 /A IF-MIB::ifInOctets.l = Counter32: 158469
3 /\IF-MIB::ifInOctets.2 = Counter32: 2244883914 3 /A JIF-MIB::ifInOctets.2 = Counter32: 983790
4 /o IF-MIB::ifInOctets.3 = Counter32: 3774907347 4 /\IF-MIB::ifInOctets.3 = Counter32: 727988
5 IF-MIB::ifInOctets.4 = Counter32: 0 5 IF-MIB::ifInOctets.4 = Counter32: 0
6 : 6 QQIP—MIB::ipSystemStatsInOctets.ipv6 = Counter32: 215416
7 /A IP-MIB: :ipSystemStatsHCInOctets.ipv4 = Counteré4: 0 i 7 /A IP-MIB: :ipSystemStatsHCInOctets.ipv6 = Counter64: 215416
5  ©IP-MIB::ipSystemStatsHCInOctets.ipvé = Counteréé: 0 H -
9 9 @?IP-MIB::iprStatsInOctets.ipv6.1 = Counter32: 5677
10 10 Q}IP—MIB::iprStatsInOctets.ipv6.2 = Counter32: 0
11 11 Q}IP—MIB::iprStatsInOctets.ipv6.3 = Counter32: 209739
12 12 Q}IP—MIB::iprStatsInOctets.ipv6.4 = Counter32: 0
13 13 Q}IP—MIB::iprStatsHCInOctets.ipv6.l = Counteré4: 5677
14 14 @}IP—MIB::iprStatsHCInOctets.ipv6.2 = Counteré4: 0
15 15 Q}IP-MIB::iprStatsHCInOctets.ipv6.3 = Counteré64: 209739
16 16 Q}IP-MIB::iprStatsHCInOctets.ipv6.4 = Counteré4: 0
17 IF-MIB::ifHCInOctets.l = Counter64: 616142254 17 +IF-MIB::ifHCInOctets.l = Counter64: 158469
18 /\IF-MIB::ifHCInOctets.2 = Counteré64: 2244883914 18 A IF-MIB::ifHCInOctets.2 = Counteré64: 983790
12 /o IF-MIB::ifHCInOctets.3 = Counter64: 8069874643 12 /A IF-MIB::ifHCInOctets.3 = Counter64: 727988
20 IF-MIB::ifHCInOctets.4 = Counteré4: 0 20 IF-MIB::ifHCInOctets.4 = Counteré4: 0
21 mug@Monitoring01:~§ 21 mug@Monitoring0l:~$
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Ubuntu — 14.04.1 LTS

Counters

e \What is missing

again'? CHZHO1SMOO1 - Traffic - ethl - IPv6 Only g

— IPv4 counters! :Z:

T 20k ;

e Atleast we can 2 w0k
0

graph |PV6 data Sun 12: 00 Sun 18:00 Mon 00: 00 Mon 06: 00

From 2015/02/22 06:23:43 To 2015/02/23 06:23:43

—_ Cha”enge counters O Inbound  Current: 1.45 k Average: 1.64 k Maximum: 48.29 k
O Outbound Current: 1.55 k Average: 1.59 k Maximum: 7.59 k
CHZHO1SMOO1 - Traffic - ethl ;
Y =
T 8ok
o —
o 60k e
T 40 k A
o =
L 20k =
B
< [0}
Sun 12: 00 Sun 18: 00 Mon 00: 00 Mon 0G: 00
From 2015/02/22 06:23:43 To 2015/02/23 06:23:43
O Inbound Current: 5.15 k Average: 5.83 k Maximum: 87.12 k
O Outbound Current: 5.09 k Average: 5.27 k  Maximum: 19.40 k
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Ubuntu — 14.04.1 LTS

Counters

e Once again: challenge counters

IPv6 Traffic - eth0.10 &
Y ;
=
200 k ©
.
100 k I 2
0 A p—
Sun 12: 00 Sun 18: 00 Mon 00: 00 Mon 06: 00
From 2015/02/22 07:31:00 To 2015/02/23 07:31:00
@ outbound Current: 762.61 Average: 24,78 k Maximum: 252.32 k
Ml Inbound Current: 520.17 Average: 1.62 k Maximum: 14.31 k
Kafka - Traffic - sitl (HE-Tunnel) &
»~ r“
=
200 k o
g ~
2 m
L :
4 100 k I 3
o L
Sun 12: 00 Sun 18: 00 Mon 00: 00 Mon 06: 00
From 2015/02/22 07:31:00 To 2015/02/23 07:31:00
B Inbound Current: 1.61 k Average: 25.89 k Maximum: 265.80 k
B Outbound Current: 1.54 k Average: 2.66 k Maximum: 15.33 k
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Ubuntu — 14.04.1 LTS
Routing

e Looking for default routes

snmpwalk -v 2c¢ -c .. chzh0lsmo0l -OX .1.3.6.1.2.1.4.24.7

IP-FORWARD-MIB: :inetCidrRouteStatus[ipv4]

["0.0.0.0"][0][SNMPv2-SMI: :zeroDotZero][ipv4]
["192.168.21.1"] = INTEGER: active(l)

IP-FORWARD-MIB: :inetCidrRouteStatus[ipv6]

["00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00"1[0][SNMPV2-
SMI::zeroDotZero.21][ipv6]

["fe:80:00:00:00:00:00:00:11:91:00:00:00:00:00:10"] = INTEGER: active(l)

» First time we see IPv4 routing information in current IP-Forward-MIB / MIB location
(inetCidrRouteStatus)
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Counters

e IPv6 @ AWK -
— Management
— ‘Public’ WLAN (AWKWLAN) /
snmpwalk -v 2c¢ -c .. chzh0lnfw0l1 1.3.6.1.2.1.2.2.1.2 ethernet0/4.1
IF-MIB::ifDescr.1l = STRING: SR Internet Uplink

L _ ) FWO01/02

IF-MIB::ifDescr.2 = STRING: ethernet0/1 (CHZHO1NFWO1/02)
IF-MIB::ifDescr.7 = STRING: AWK WLAN ethernet0/0

IF-MIB::ifDescr.8

STRING:

ethernet0/4.1
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Counters

e Looking at the counters (IPv6-MIB)

— ipv6lfStatsinReceives: “The total number of input datagrams received by the

interface, including those received in error.”
Internet-Uplink

(native IPv6)

snmpwalk -v 2c¢ -c .. chzh0lnfw01l 1.3.6.1.2.1.55.1.6.1.1
IPV6-MIB::ipv6IfStatsInReceives.l = Wrong Type (should be Counter32): INTEGER: 479416

IPV6-MIB::ipv6IfStatsInReceives.2 = Wrong Type (should be Counter32): INTEGER:
2995405

IPV6-MIB::ipv6IfStatsInReceives.7 = Wrong Type (should be Counter32): INTEGER:
2067656

IPV6-MIB::ipv6IfStatsInReceives.8 = Wrong Type (should be Counter32): INTEGER:

2 0 6 -7 6 5 6 CHZHOINFWO1 - IPv6 Datagrams e0/0

Tl gl (| SNMP query started-----

§ 400 m

5 300 m . - = =
1: sysUpTime.0 264 days, 2:52:47.00
b 100 m

] . -
Tue 12: 00 Tue 18:00 Wed 00: 00 Wed 06: 00
From 2015/03/10 08:06:42 To 2015/03/11 08:06:42 SN M P query f'n IShed
O Inbound Current: 542.93 m Average: 266.68 m Maximum: 571.38 m
O Outbound Current: 542.93 m Average: 266.68 m Maximum: 571.38 m
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Counters

— ipv6lfStatsOutForwDatagrams: “The number of output datagrams which this entity
received and forwarded to their final destinations.”

snmpwalk -v 2c¢ -c .. chzh0lnfw01l] 1.3.6.1.2.1.55.1.6.1.10

IPV6-MIB::ipv6IfStatsOutForwDatagrams.l = Wrong Type (should be Counter32): INTEGER:
0

IPV6-MIB::ipv6IfStatsOutForwDatagrams.2 = Wrong Type (should be Counter32): INTEGER:
0

IPV6-MIB::ipv6IfStatsOutForwDatagrams.7 = Wrong Type (should be Counter32): INTEGER:
0

IPV6-MIB::ipv6IfStatsOutForwDatagrams.8 = Wrong Type (should be Counter32): INTEGER:

0 > No IPv6 traffic information available!

e Any idea how we could get information about IPv6 traffic?

— Policy counters
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Counters

e Policy counters for incoming mail

— ScreenOS policy statistics

— Getting policy ID

4 ) netscreenPolicy
5 netscreenPolicyMibModule
> & nsPlyTable
2 '@ nsPlyMonTable
4 @ nsPlyMonEntry
& nsPlyMonld
& nsPlyMonVsys
& nsPlyMonPackPerSec
& nsPlyMonPackPerMin
& nsPlyMonTotalPacket
& nsPlyMonBytePerSec
& nsPlyMonBytePerMin
& nsPlyMonTotalByte
& nsPlyMonSessionPerSec

* & nsPlyMonSessionPerMin

From Internet To DMZ, total policy: 16

D Source Destination Service Action
451 | Any-1Pv6 Any-IPv6 Block_All_EH @

HTTP
59 | Any-IPv4 MIP(194.230.77.200) HTTPS @
_ MIP(194.230.77.202)
B Any-1Pv4 MIP(194.230.77.203) 2l @
Ironport_01_v6
453 | Any-IPv6 RSl g SMTP @
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Counters

— Set up the graph
1

CHZHOINFWOL - Mail Granularity| MBytes perday v |
L
Save
L 200 k
i
2 | ID ” Source “ Destination ” Service ”Actionl
H 100 k Traffic count for policy :
M 453 || Internet/Any-1PvE 32':;;:_"5’2";-601-"6 SMTP || Permit
0
Wed 12: 00 Wed 18: 00
From 2015/02/18 07:40:39 Tq 80.0
W IPv4 Current: 102.81 k Minimum:  25.§
Bl IPv6 Current: 0.00 Minimum: 0.(
60.0 S omoociosnoonnosboocceoaccd H T ERI NTRR RN et eeeediennnaganeeeiteaeceduanaaaionnnnctoeeeadeceenatas
. " =Y
» Policy traffic counter B
“
u H . o H LU = S -
does not Work for |Pv6| 3 40.0 il b b B e e e
o
al
w
=
coming in via IPvG!
o0 L+ o & F ¢ i) f ol VY
01/14 01/20 01/26 02/01 02/07 02/13




Juniper SSG140 — ScreenOS 6.3.0r17.0
Routing

IPv4 information

— ipCidrRouteEntry — Deprecated
snmpwalk -v 2c -c .. -OX chzhOlnfw01l 1.3.6.1.2.1.4.24.4.1

IP-FORWARD-MIB: :ipCidrRouteStatus[0.0.0.0][0.0.0.0][0][194.230.77.193] =
INTEGER: active(l)

IPv6 information
— ipv6RouteEntry

snmpwalk -v 2c¢ -c .. chzh0lnfw01l 1.3.6.1.2.1.55.1.11.1

IPV6-MIB: :ipv6RouteNextHOp[ STRING: 0:0:0:0:0:0:0:0][0][1] = STRING:
2001:db8:6:0:0:0:0:1

IPV6-MIB: : ipv6RouteValid[STRING: 0:0:0:0:0:0:0:0][0][1] = INTEGER: true(l)
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Juniper MX960 — JUNOS 12.3R8-S3

Counters

e Looking at counters (IPv6-MIB)

snmpwalk -v 2¢ -c .. -0X 212.161.178.231 1.3.6.1.2.1.55.1.6.1
IPV6-MIB::ipv6IfStatsInReceives[1l6] = Counter32: 0
IPV6-MIB::ipv6IfStatsInReceives[18] = Counter32: 0
IPV6-MIB::ipv6IfStatsInReceives[24] = Counter32: 0
IPV6-MIB::ipv6IfStatsInReceives[543] = Counter32: 0

IPV6-MIB::ipv6IfStatsOutForwDatagrams[1l6] = Counter32: 0

IPV6-MIB::ipv6IfStatsOutForwDatagrams|[18] Counter32: 0

Counter32: 0

IPV6-MIB::ipv6IfStatsOutForwDatagrams|[24]
IPV6-MIB::ipv6IfStatsOutForwDatagrams[543] = Counter32: 0
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Juniper MX960 — JUNOS 12.3R8-S3

Counters

e Looking at byte counters (jnxlpv6IfStatsEntry)

snmpwalk -v 2¢ -c .. -0OX 212.161.178.231 1.3.6.1.4.1.2636.3.11.1.3.1.1
JUNIPER-IPvV6-MIB:: jnxIpv6IfInOctets[615] = Counter64: 264

JUNIPER-IPv6-MIB:: jnxIpv6IfOutOctets[615] = Counter64: 0

— Very limited access to device, could not challenge counters

» Again, no counters for IPv4 traffic!
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Juniper MX960 — JUNOS 12.3R8-S3
Routing

e |Pv4 information
— inetCidrRouteEntry (current IP-MIB)

muellega@T430s:~$ snmpwalk -v 2c¢c -c arbor -0X 212.161.178.231
1.3.6.1.2.1.4.24.7.1.17 // inetCidrRouteStatus

IP-FORWARD-MIB: :inetCidrRouteStatus[ipv4]["0.0.0.0"]1[0][ SNMPv2-
SMI::zeroDotZero][unknown][""] = INTEGER: active(l)

IP-FORWARD-MIB: :inetCidrRouteStatus[ipv4]["1.0.0.0"]1[24][ SNMPV2-
SMI::zeroDotZero][ipv4]["212.161.181.166"] = INTEGER: active(l)

IP-FORWARD-MIB: :inetCidrRouteStatus[ipv4]["1.0.4.0"][24 ][ SNMPv2-
SMI::zeroDotZero][ipv4]["212.161.181.166"] = INTEGER: active(l)

e |Pv6 information
— ipv6RouteEntry

snmpwalk -v 2c¢ -c .. 212.161.178.231 -OX 1.3.6.1.2.1.55.1.11.1

IPV6-MIB: :ipv6RouteNextHOp[ STRING: 0:0:0:0:0:0:0:0][0][0] = STRING:
0:0:0:0:0:0:0:0

IPV6-MIB::ipv6RouteValid[STRING: 0:0:0:0:0:0:0:0][0][0] = INTEGER: true(l)
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IPv6 Security




Test Setup

2001:db8:6:1421::201

10.1.80.201

CS02
(CHZHO1NCS02) Gig/5 —— eth0 RaspLAN
ethernet0/8.10
Zone: LAN-Test01

()

FWO01/02 WCO1
(CHZHO1NFWO01/02) (CHZHO1NWCO01)

4
ethernet0/9.10
Zone: DMZ-Test01

DS01 wlanO
RaspDMZ

(CHZHO1INDSO1) Gio/20 ——— eth0

2001:db8:6:1221::201

10.1.0.201
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Screen Feature

e Described by Juniper as:

— “ScreenOS SCREEN options secure a zone by inspecting, then allowing or

denying, all connection attempts that require crossing an interface bound to that

zone.”

— “These options offer protection against IP address and port scans, denial of

service (DoS) attacks, and other kinds of malicious activity.”

e Quite impressive number of options

— MIB exists for related
counters (NETSCREEN-

POLICY-MIB)

— Let’s try a few with IPv6

Screen Counters for Zone DMZ - Test01

HTTP component detected/blocked! 0 ICMP flood protection 46027
UDP flood protection 2741 |WinNuke attack protection 0
Port scan protection 47 IP sweep protection 0
Teardrop attack protection 0 SYN flood protection 0
1P spoof attack protection 0 Ping of Death attack protection 0
Src Route IP option filtering 0 Land attack protection 0
SYN fragment protection 0 TCP packet without flags protection 0
Unknown protocol protection 0 Bad IP option protection 0
Record route IP option detection 0 Timestamp IP option detection 0
Security IP option detection 0 Loose src route IP option detection 0
Strict src route IP option detection 0 Stream IP option detection 0
ICMP fragment protection 0 Large ICMP packet protection 0
SYN and FIN bits set protection 0 FIN bit but no ACK bit protection 0

Source: http://www.juniper.net/techpubs/software/screenos/screenos6.3.0/630_ce_AttackDetection.pdf
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Screen Features

e Before we can start

snmpwalk -v 2c¢ -c .. chzhOlnfw01l 1.3.6.1.2.1.2.2.1.2
IF-MIB::ifDescr.12

STRING: AWK LAN
IF-MIB::ifDescr.17

STRING: AWK DMZ

e Port scan

mug@Monitoring0l1l:~$ snmpwalk -v 2c -c .. chzhOlnfw0l 1.3.6.1.4.1.3224.3.2.1.12
NETSCREEN-IDS-MIB: :nsIdsAttkMonPortScan.18 = Counter32: 40

root@RaspDMZ: /home/pi# nmap -p 10-30 rasplan //IPv4
root@RaspDMZ: /home/pi# nmap -p 10-30 -6 rasplan //IPvé6

mug@Monitoring0l:~$ snmpwalk -v 2c¢ -c .. chzh0Olnfw01l 1.3.6.1.4.1.3224.3.2.1.12
NETSCREEN-IDS-MIB: :nsIdsAttkMonPortScan.18 = Counter32: 42
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Jun

iper SSG140 — Screen0OS 6.3.0r17.0

Screen Features

e Port Scan (continued)

Details needed: Use syslog

// IPv4 Port Scan

Feb 19 20:50:51 chzhOlnfwOl.awkgroup.com CHZHO1INFWO01l: NetScreen
device id=CHZHO1INFWO01l [Root]system-alert-00016: Port scan! From
10.1.80.201:34863 to 10.1.0.201:27, proto TCP (zone DMZ - TestOl int
ethernet0/9.10). Occurred 1 times. (2015-02-19 20:50:50)

// IPv6 Port Scan

Feb 19 20:50:57 chzh0lnfw0O1l.awkgroup.com CHZHO1INFW0l: NetScreen

device id=CHZHO1INFWO01l [Root]system-alert-00016: Port scan! From
2001:db8:6:1421::201:39774 to 2001:db8:6:1221::201:13, proto TCP (zone DMZ -
Test0l int ethernet0/9.10). Occurred 1 times. (2015-02-19 20:50:56)

— Comments? (not this slide, but previous one)
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Screen Features

e Port Scan (continued)

— Interface ID mismatch!

= |nterface IDs

IF-MIB::ifDescr.17 = STRING: AWK DMZ
IF-MIB::ifDescr.18 = STRING: ethernet0/9.1
IF-MIB::ifDescr.19 = STRING: ethernet0/9.2
IF-MIB::ifDescr.20 = STRING: ethernet0/9.3
IF-MIB::ifDescr.21 = STRING: ethernet0/9.4
IF-MIB::ifDescr.22 = STRING: ethernet0/9.5
IF-MIB::ifDescr.23 = STRING: ethernet0/9.7
IF-MIB::ifDescr.24 = STRING: ethernet0/9.10

» RaspDMZ connected to ethernet0/9.10

Cluster01:CHZHOINFWO1l(M)-> get arp | include 10.1.80.201
10.1.80.201 b827eb0889%eb trust-vr/eth0/9.10

» Check interface IDs on this slide again
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Screen Features

ICMP flooding

mug@Monitoring0l1l:~$ snmpwalk -v 2c¢ -c .. chzh0Olnfw0O1l 1.3.6.1.4.1.3224.3.2.1.9.18
NETSCREEN-IDS-MIB: :nsIdsAttkMonIcmpFlood.18 = Counter32: 16544

root@RaspDMZ: /home/pi/thc-ipv6-2.7# ./flood advertise6 eth0

Starting to flood network with neighbor advertisements on eth0

Feb 19 21:06:34 chzhOlnfwOl.awkgroup.com CHZHOINFWO1l: NetScreen
device id=CHZHOINFW01l [Root]system-alert-00011: ICMP flood! From
£fe80::218:50ff:£fe94:1647 to ££f02::1, proto 58 (zone DMZ - Test0Ol int
ethernet0/9.10). Occurred 1 times. (2015-02-19 21:06:33)

mug@Monitoring0l1l:~$ snmpwalk -v 2c¢ -c .. chzhOlnfw01l 1.3.6.1.4.1.3224.3.2.1.9.18
NETSCREEN-IDS-MIB: :nsIdsAttkMonIcmpFlood.18 = Counter32: 18088

54



Juniper SSG140 — ScreenOS 6.3.0r17.0

Screen Features

e UDP flooding

mug@Monitoring0l1l:~$ snmpwalk -v 2c¢ -c .. chzhOlnfw0O1l 1.3.6.1.4.1.3224.3.2.1.10.18
NETSCREEN-IDS-MIB: :nsIdsAttkMonUdpFlood.18 = Counter32: 1247

root@RaspDMZ: /home/pi/thc-ipv6-2.7# ./flood dhcpcé ethO
Starting to flood dhcp6 servers locally on ethO

Feb 19 21:09:24 chzhOlnfwOl.awkgroup.com CHZHOINFWO1l: NetScreen

device id=CHZHO1INFW01l [Root]system-alert-00012: UDP flood! From
£fe80::2€09:0:0:0:546 to ££f02::1:2:547, proto UDP (zone DMZ - Test0Ol int
ethernet0/9.10). Occurred 1 times. (2015-02-19 21:09:23)

mug@Monitoring0l1l:~$ snmpwalk -v 2c¢ -c .. chzhOlnfw01l 1.3.6.1.4.1.3224.3.2.1.10.18
NETSCREEN-IDS-MIB: :nsIdsAttkMonUdpFlood.18 = Counter32: 2741
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Screen Features

e MLD flooding

root@RaspDMZ: /home/pi/thc-ipv6-2.7# ./flood mldé ethO
Starting to flood network with MLD reports on

-> not detected

root@RaspDMZ: /home/pi/thc-ipv6-2.7# ./flood mld26 ethO

Starting to flood network with MLDv2 reports on eth0

Feb 19 21:12:14 chzhOlnfwOl.awkgroup.com CHZHOINFWO01l: NetScreen
device id=CHZHOINFWO01l [Root]system-alert-00011: ICMP flood! From
£fe80::18:9dff:fe5b:17b9 to ££f02::16, proto 58 (zone DMZ - Test0l int
ethernet0/9.10). Occurred 1 times. (2015-02-19 21:12:13)
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Juniper SSG140 — ScreenOS 6.3.0r17.0

Screen Features

e MLD flooding (continued)
— Difference MLD vs. MLDv2 (IPv6): ff02::2 vs ff02::16
— Only listening on ff02::16 ?

Cluster01:CHZHOINFWO01l (M)-> get

Interface ethernet0/9.10(VSI):

description ethernet0/9.10

number 13, if info 10584, if

link
ipv6
ipvé6
ipvé6
ipvé6
ipvé6
ipv6
ipv6
VSsys

up, phy-link up/full-duplex, admin status up

is enable/operable, router mode.

operating mtu 1500, learned mtu 0

Interface-ID: 0210dbfffeff£20d0

fe80::210:dbff:feff:20d40/64,
2001:db8:6:1421::10/64, global aggregatable, STATEFUL
ff02::1:££f££:20d0,

Root,

zone DMZ - Test0l, vr trust-vr,

interface ethernet0/9.10

_index 10, VLAN tag 1421, mode route

link local, PREFIX

solicited-node scope
ff02::1:££f00:10, solicited-node scope

vsd O
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Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1
IPv6 First Hop Security

e Sending evil packets to test
— RA Guard feature
— Undetermined Transport feature

2001:db8:6:1421::201
10.1.80.201

CS02

(CHZHO1NCS02) Gie/5 RaspLAN

ethO

P
<

Injecting rogue RAs

e MIB support
— Checked with Cisco — no MIB / SNMP support

— Possible solution: use syslog
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Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1
IPv6 First Hop Security

e RA Guard
— Config

interface GigabitEthernet6/5#

ipv6 nd raguard

ipv6 snooping logging packet drop

— Injecting RAs

root@RaspLAN: /home/pi/thc-ipv6-2.5# ./fake router26 ethO

Starting to advertise router (Press Control-C to end) ...

— Syslog output

Feb 23 20:01:04 chzhOlncs02.awkgroup.com 938: 000944: Feb 23 20:01:03.903
CET: 3SISF-4-PAK DROP: Message dropped A=FE80::BA27:EBFF:FE60:E401 G=-
V=1221 I=Gi6/5 P=NDP::RA Reason=Message unauthorized on port
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Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1
IPv6 First Hop Security

e Undetermined transport
— Config

interface GigabitEthernet6/5#
ipv6 traffic-filter StopAllRAs in

ipv6 access-1list StopAllRAs
deny icmp any any router-advertisement log-input sequence 10
deny ipvé6 any any log-input undetermined-transport sequence 11

permit ipv6é any any sequence 20

~ Syslog outpt # fake_router26 eth0

Feb 23 19:37:35 chzh0Olncs02.awkgroup.com 925: 000931: Feb 23 19:37:34.113
CET: %$IPV6 ACL-6-ACCESSLOGDP: list StopAllRAs/10 denied icmpvé6
FE80::BA27:EBFF:FE60:E401 (GigabitEthernet6/5 b827.eb60.e401) -> FF02::1

(134/0), 1 packet
Feb 23 19:37:54 chzh0Olncs02.awkgroup.com 928: 000934: Feb 23 19:37:53.325

CET: %IPV6 ACL-6-ACCESSLOGNP: list StopAllRAs/11 denied 44
FE80::BA27:EBFF:FE60:E401 (GigabitEthernet6/5 b827.eb60.e401) -> FF02::1,

2 packets
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Cisco WLC 2504 — SW Version 8.0.100.0
IPv6 First Hop Security

e WLC implements RA Guard feature (@)

i ) ) WCO01
e CISCO-LWAPP-IPV6-MIB (CHZHOTNWCO1)

— allows to query related information via SNMP s

— some sort of ‘semi’-public |
_ Injecting rogue RAs/
= No hits on google a

= No hits in Cisco SNMP object navigator v

= Only available on product page itself, requires RaspDMZ wiang
valid support contract to access

Specifications Overview

Cisco 2504 Wireless Controller 2001 :d b86 1 221 . 201

10.1.0.201

Download Options

Douwnload Options
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Cisco WLC 2504 — SW Version 8.0.100.0
IPv6 First Hop Security

e RA Guard
— Injecting RAs

root@RaspDMZ# ./fake_router26 wlanO

Starting to advertise router (Press Control-C to

end) ...

snmpwalk -v 2c -c .. 10.1.225.101 -0OX
1.3.6.1.4.1.9.9.9999.1.1.3.3.1.3

CISCO-LWAPP-IPV6-
MIB::cLIpv6RaFilteringClientInfoPktsDropped
[STRING: 70:73:cb:e8:al:b4] = Counter32: 0

CISCO-LWAPP-IPV6-
MIB::cLIpv6RaFilteringClientInfoPktsDropped
[STRING: 74:da:38:c:de:b7] = Counter32: 6

2 '@ ciscoLwapplpvbMIB
@ ciscoLwapplpvbMIBNotifs
4 & ciscolwapplpv6MIBObjects
4 @ ciscoLwapplpvbCenfig
> & clIpvbAciTable
> & clpvbAclRuleTable
4 @ ciscoLwapplpvbRaFiltering
&) clIpvbRaFilteringEnabled
&) clIpvbRaFilteringOnApEnabled
4 %5 cLipvbRaFilteringClientnfoTable
4 @ cLIpvbRaFilteringClientInfoEntry
& clIpvbRaFilteringClientInfoApName
& clIpvbRaFilteringClientInfoWlan
& clIpvbRaFilteringClientInfoPktsDropped
@ ciscoLwapplpvbNbRaThrottleConfig
S ciscoLwapplpvbNbTimerConfig
& clIpvbNeighborBindingCounterClear
&) clIpvbGlobalEnabled
4 @ ciscoLwapplpvbStats
4 @ cLIpvbNeighberBindingCounterTable
4 @ cLIpvbNeighborBindingCounterEntry
& cUpvbNeighborBindingCounterType
& cUpvbNeighborBindingCounterNdpRs
& cUpvbNeighborBindingCounterNdpRa
& cLlpvbNeighborBindingCounterNdpNs
& clpvbNeighborBindingCounterNdpNa
& cUpvbNeighborBindingCounterNdpRedirect
& cUpvbNeighborBindingCounterNdpCertSol
& cLlpvbNeighborBindingCounterNdpCertAdv
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Cisco WLC 2504 — SW Version 8.0.100.0
IPv6 First Hop Security

e RA Guard (continued)

— GUI
Controller

IPv6 > RA Guard

General

Inventory

IPv6 RA Guard on WLC  Enabled
Interfaces

.
Interface Groups IPV6RA Guardon AP | Enable ¥
Multicast

b Internal DHCP Server

RA Dropped per client:

b Mobility Management
2 9 MAC Address AP Name WLAN /GLAN  /RLAN Number of RA Dro

Ports 74:da:38:0c:de:b7 CHZHO1NAPOG 2 10

» NTP

— Did not detect fragmented RAs
— Could not find out how to trigger syslog message
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Summary




Summary Counters & Routing
Device Counters IPv4 / IPv6 Routing Information IPv4 / IPv6
(Octets per interface in/out

Cisco 4506E
(15.2(2)E1)

Cisco 871
(12.4(24)T8)
Cisco 28xx
(15.2(2)E1)
Ubuntu
(14.04 LTS)

Juniper SSG140
(6.3.0r17)

Juniper MX960
(12.3R8-S3)

Only IPv6 counters, only traffic
passing control plane

No interface specific IPv4 &
IPv6 counters

Counters for IPv4 & IPv6 but
wrong values

Only IPv6 counters, correct
values of those counters

No octet counters (IPv4 &
IPv6), counter values wrong

Only IPv6 counters (values
could not be challenged)

IPv4:
IPv6:

IPv4:
IPv6:

IPv4:
IPv6:

IPv4:
IPv6:

IPv4:
IPv6:

IPv4:
IPv6:

ipCidrRouteEntry (D)
inetCidrRouteEntry

ipCidrRouteEntry (D)
n/a

ipCidrRouteEntry (D)
inetCidrRouteEntry

inetCidrRouteEntry
inetCidrRouteEntry

ipCidrRouteEntry (D)
ipv6RouteEntry

inetCidrRouteEntry
ipv6RouteEntry
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Summary Counters & Routing

e Be reminded
— |IP-MIB: supports IPv4 and IPv6 octet counters (at least the RFC itself)
— |IPv6MIB: only supports IPv6 datagram counters (you need vendor MIB module !)

e \What can you do?

— Long term: push vendors
— Short term:

» |f you have at least IPv6 counters: IPv4 counters = Octets minus IPv6 Octetes

= |f you do not have IPv6 counters: different (sub)interfaces for IPv4 and IPv6

e \What you have to do?

— Testit !l
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Summary Security

e SNMP
— (Basic) useful information is often available
— If not or you need more detailed information, check for syslog capabilities

e Hardware
— Be prepared to exchange older HW
— Strongly depends on your network gear and your requirements

— Testing needed !!!

e Recommendation in general

— Dualstack networks: only implement (FHS) IPv6 security, if you have similar IPv4
security mechanism already in place
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Setup Cacti Graph with IPv6 Counters

e Goal: Setup a graph in Cacti which displays
the IPv6 traffic of our interface towards the

network elements (dualstack network on eth1).
To do so we need to

ethO — mngt access

Determine OIDs for IPv6 Octets in / out

. : Monitoring01
Create data sources in Cacti (CHZHo1s|\S/|Joo1)

Create graph in Cacti eth1 — network elements

Download an I0S image on a switch via IPv6
Check the graph to see if we can see the traffic



Lack of IPv6 Capable SNMP Browsers (?)

e SnmpB
e OIDView
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netsnmp CLI Tips & Tricks

e snmptranslate with Tz Option

mug@Monitoring0l:~$ snmptranslate -Tz -m /var/lib/mibs/ietf/IP-MIB

e |P versionin OID

mug@Monitoring0l:~$ snmpwalk -v 2c¢ —c ... -On localhost .1.3.6.1.2.1.4.24.7

71



"tepdump -ni ethl -
-k -i -

Looking at some IPv6 traffic with SSH Tunnel

plink.exe -ssh -pw troopersl5 root@192.168.21.30
C:\Program Files\Wireshark\Wireshark.exe
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Appendix




Cisco Catalyst 4506E — Sup6-LE — 15.2(2)E1

IP Address Information

e Information about IP addresses configured on interfaces

snmpwalk -v 2c¢ -c .. -0X chzhOlncs0l 1.3.6.1.2.1.4.34.1.3 //IpAddressTable

IP-MIB: :ipAddressIfIndex[ipv6 ]
["20:01:17:02:00:06:10:01:00:00:00:00:00:00:00:20"7 ..

IP-MIB: :ipAddressIfIndex[ipv6 ]

["20:01:17:02:00:06:10:01:00:00:00:00:00:00:00:21"7 ..

snmpwalk -v 2c¢ -c .. -0X chzhOlncs0l 1.3.6.1.2.1.4.20.1.2 //IpAddrTable
IP-MIB::ipAdEntIfIndex[10.1.224.10] INTEGER: 188
IP-MIB::ipAdEntIfIndex[10.1.224.11] INTEGER: 188

— IpAddressTable only contains IPv6 information

— IPv4 information still contained in deprecated IpAddrTable
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Demo (detailed)

Setup Cacti Graph with IPv6 Counters

e Determine interface index

2] SnmpB == "ﬁ

File Tools Options Help

Tree | Modules | Editor | Discovery | Traps [ Graphs ] Log }
Remote SNMP Agent - Query Results
J8) ) SNMPvi @ SNMPv2c () sNmpv3 [ SNMP query Started _____ :
B “|I1: ifindex.1 1 -
. ([ .
| ineraces 2: ifIndex.2 2
S bl 3: ifIndex.3 3
« § ifEntry .
& ifIndex 4: IﬂndeX.4 4
“=e TI5: ifDescr.1 lo
e -|6: ifDescr.2 ethO
g:::nposed TypeIlnfeﬁalcezerdfex211 = 7: ifDeSC&ethl
St et 8: ifDescr.4 virbr0
Access: read-onl I .
Kind: Columny 9: |r|—ype.1 24
S-MI Type: OBJECT-TYPE -
L ||10: ifTvpe.2 6 -
= T — ™
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Demo (detailed)

Setup Cacti Graph with IPv6 Counters

e Determine OID for IPv6 Octets in

SnmpB @@ﬂ

File Tools Options Help

Tree | Modules | Editor | Discovery | Traps | Graphs | Log |

Remote SNMP Agent Query Results
SNMPV1 @) SNMPv2c  SNMPV3 [ anaam T L R
MIB Tree SNMP query started

« §iplfStatsEntry 4

_ 1: ipIfStatsInOctets.2.1 102515
ey ||2: ipIfStatsInOctets.2.2 2448
wiptsasink..||3: ipIfStatsInOctets.2.3 405025250

4.

& ipIfStatsHC...
& ipIfStatsIn...

@ iplfStatsHC... | [|===== SNMP query fjnished-----
« iplfstatsinH... ~ || Total # of Requegts = 1

Node Info Total # of ObJ ts=5

Name: ipIfStatsHCInOctets A

0id: 1.3.6.1.2.1.4.31.3.1.6

Composed Type:|(Counter64 =

Base Type: UNSIGNED64 {

Status: current

Access: read-only

Kind: Col

S:IType: OoBJuErnCr;-_TYpE 1.3.6.1.2.1.4.31.3.1.6.2.3
Size 0 .. 18446744073709551615 v
Module: IP-MIB —|| »

n - Tho tobol L £ ockal
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Demo (detailed)

Setup Cacti Graph with IPv6 Counters

e Determine OID for IPv6 Octets out

1] SnmpB Ii“ﬂ"ﬂ

File Tools Options Help

Tree | Modules | Editor | Discovery | Traps I Graphs I Log \

Remote SNMP Agent Query Results
7)) SNMPvi @ SNMPv2c (s [ e T R
MIB Tree SNMP query started

& ipIfStatsOu... »

i 1: ipIfStatsHCOutOctets.2.1 102515
o tor” [12: ipIfStatsHCOutOctets. 2.2 616
wipifstatsou... (|31 ipIfStatsHCOutOctets.2.3 4800286

4.

& ipIfStatsHC... -

& ipIfStatsOu...
& iplfStatsHC... |

& ipIfStatsIn... ~
'\

Node Info

Name: ipIfStatsHCOutOctets =)

0id: 1.3.6.1.2.1.4.31.3.1.3

Composed Type:|Counter64 =

Base Type: UNSIGNED64 l

Status: current -

Access: read-only

Kind: Column

SMI Type: OBJECT-TYPE 1.3.6.1.2.1.40310301033.203
Size 0 .. 18446744073709551615 =
Module: IP-MIB <] « F | >

LD o e cacnds o o) L £od i o1
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Demo (detailed)

Setup Cacti Graph with IPv6 Counters

e On the console this would look like this

» Getting interface index
mug@Monitoring0l:~$ snmpwalk -v 2¢ —c .. localhost 1.3.6.1.2.1.2.2.1 | grep ethl
IF-MIB::ifDescr.3 = STRING: ethl

=  Getting OID for IPv6 Octets in
mug@Monitoring0l:~$ snmpwalk -v 2c -c .. localhost 1.3.6.1.2.1.4.31.3.1.6

IP-MIB::ipIfStatsHCInOctets.ipv6.1 = Counter64: 102515
IP-MIB::ipIfStatsHCInOctets.ipv6.2 = Counter64: 2448
IP-MIB::ipIfStatsHCInOctets.ipv6.3 = Counter64: 405149079
IP-MIB::ipIfStatsHCInOctets.ipv6.4 = Counter64: 0

= Validate OID (Octets in)

mug@Monitoring0l:~$ snmpwalk -v 2c —c .. localhost 1.3.6.1.2.1.4.31.3.1.6.2.3
IP-MIB::ipIfStatsHCInOctets.ipv6.3 = Counter64: 405158047

= Validate OID (Octets out)

mug@Monitoring0l:~$ snmpwalk -v 2c -c .. localhost 1.3.6.1.2.1.4.31.3.1.33.2.3

IP-MIB::ipIfStatsHCOutOctets.ipv6.3 = Counter64: 480142638
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Demo (detailed)
Setup Cacti Graph with IPv6 Counters

e Console > Data Sources > Add
— Data Template: Select SNMP Generic OID Template
— (On next screen) Enter OID

S | CHZHO1SMOO01 - IPV6 *Turn On Data Source Debug *
New Graphs Traffic in Mode.
*Edit Data Template.
Graph Management k Edit Host
Graph Trees
Data Sources Data Template Selection [edit: CHZH01SMOO1 - IPv6 Traffic in]

--- RRAs
Selected Data Template _ ;
Devices The name given to this data template. [ SRMP = Genaric OID Template M ‘
Weathermaps Host
Collection Method: Choose the host that this graph belongs to. [ CHZH01SMO01 (127.0.0.1) M ‘

Data Queries Supplemental Data Template Data
Data Input Methods .
Data Source Fields
Templates .

Name o .
Graph Templates Choose a name for this data source. “hOSt—descnpt'onl - IPv8 Traffic in ‘
Host Templates Data Source Path .
< >
Data Templates The full path to the RRD file. ’ path_rra>/chzh01smo01_snmp_oid_258.rrd \
Import/Export Data Source Item Fields [snmp_oid]
Import Templates Maximum Value ('U' for No Maximum) ||
The maximum value of data that is allowed U
Export Templates to be collected. g
.
: 9 Data Source Type _ COUNTER v
Settings How data is represented in the RRA. |~

Plugin Management
Utilities oID 1.3.6.1.2.1.431.3.16.23
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Demo (detailed)
Setup Cacti Graph with IPv6 Counters

— Repeat for OctetsOut counter

Jiapii matiayeiiienit
Graph Trees

Data Sources

--- RRAs

Devices
Weathermaps
Collection Methods
Data Queries

Data Input Methods

Templates
Graph Templates

Host Templates

Data Templates

Export

Import Templates

Export Templates
Configuration
Settings

Plugin Management
Utilities
System Utilities

User Management

*Edit Host.
Data Template Selection [edit: CHZH01SMOO01 - IPv6 Traffic out]
Selected Data Template :
The name given to this data template. ‘ SNMP - Generic OID Template M ‘
L1 | CHZHO1SMOO1 (127.0.0.1) v

Choose the host that this graph belongs to.

Supplemental Data Template Data

Data Source Fields

Name

Choose a name for this data source. |host_description| - IPv6 Traffic out

Data Source Path

The full path to the RRD file. <path_rra>/chzh01smo01_snmp_oid_259.rrd

Data Source Item Fields [snmp_oid]

Maximum Value (U’ for No Maximum)
The maximum value of data that is allowed U ‘
to be collected.

Data Source Type —_—
How data is represented in the RRA. ‘ COUNTER ¥ ‘

Custom Data
01D 1.36.12.1.4.31.3.1.33.2.3 |

Cancal Qava M
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Demo (detailed)
Setup Cacti Graph with IPv6 Counters

e Create Graph
— Graph Management > Add

e ~EQIT Grapn rempilace. |
*Edit Host.

Graph Management

--- CDEFs Graph Template Selection [edit: CHZH01SMOO01 - Traffic]

== Colors Selected Graph il
--- GPRINT Presets Template

Choose a graph template
to apply to this graph.
Data Sources Please note that graph Interface - Traffic (bits/sec) v
data may be lost if you

Graph Trees

Lrizzs change the graph template
Weathermaps after one is already
Collection Methods | ISRRS
pliection ethods
: Host
Data Queries Choose the host that this | CHZHO1SMOO01 (127.0.0.1) v |
Data Input Methods graph belongs to. i

Templates

Graph Templates Supplemental Graph Template Data
Host Templates Graph Fields

Title (—title)

Data Templates

The name that is printed on the ]|host_description| - Traffic

Import/Export graph.

Import Templates Graph Item Fields o

Export Templates Inbound Data Source

The data source to use for this ' CHZHO01SMOO1 - IPv6 Traffic in (snmp_oid) v
graph item.

Settings

- Outbound Data Source
Plugin Management The data source to use for this | CHZH01SMOO01 - IPv6 Traffic out (snmp_oid) v

Utilities graph item.
System Utilities

D ”
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Demo (detailed)

Setup Cacti Graph with IPv6 Counters

e (Generate some traffic

CHZHO1NCSOl#copy scp: bootflash:

Address or name of remote host []? 2001:db8:6:1191::101
Source username [mug]?

Source filename []? /home/mug/I0S/cl140-k9w7-tar.152-2.JB.tar
Destination filename [c1140-k9w7-tar.152-2.JB.tar]?

Password:

Sending file modes: C0664 10352640 c1140-k9w7-tar.152-2.JB.tar
| T I O |

10352640 bytes copied in 28.596 secs (362031 bytes/sec)

CHZHOINCSO1# CHZHO1SMOO1 - Traffic 3
‘é 150 k
e Looking at the graph £ 100 k
;- 50 k 7
-20: 35 20: 40 20: 45

From 2015/03/06 20:34:38 To 2015/03/06 20:49:41

O Inbound Current: Average: 6.66 k
3.74 k

3.99 k Maximum: 14,91 k
O Outbound Current: 37.30 k Average: 73.

Maximum: 188.63 k
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Demo (detailed)

Lack of IPv6 Capable SNMP Browsers (?)

e SnmpB Where is fe:80:00:00:00:00:00:00:00:00:00:00:00:00:00:00
R N =5
:slu;e:glnltiditor | Discovery | Traps | Graphs | Log | S—
- MO s @ v @ Meall SNMP query started----- u
e ange “II1: ipAddressPrefixOrigin.1.1.4.127.0.0.0.8 manual(2)
S ipvalnterfaceTable 2: ipAddressPrefixOrigin.1.2.16.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.128 ir
S e 3: ipAddressPrefixOrigin.2.1.4.192.168.21.0.24 manual(2)
b 4: ipAddressPrefixOrigin.2.2.16.254.128.0.0.0.0.0.0.0.0.0.0.0.0.0.0.€
D 5: ipAddressPrefixOrigin.3.1.4.10.1.233.0.24 manual(2) 5
8 ipAddressPrefiiable 6: ipAddressPrefixOrigin.3.2.16.32.1.23.2.0.6.17.145.0.0.0.0.0.0.1.1.
o ||7: ipAddressPrefixOrigin.3.2.16.254.128.0.0.0.0.0.0.0.0.0.0.0.0.0.0.€
Z:gy:;c;z:v;::gzz';able =||8: ipAddressPrefixOrigin.4.1.4.192.168.122.0.24 manual(2)
§ ipDefaultRouterTable ~||19: ipAddressPrefixOnLinkFlag.1.1.4.127.0.0.0.8 true(1)
ot 10: ipAddressPrefixOnLinkFlag.1.2.16.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.
Siem - 111 ipAddressPrefixOnLinkFlag.2.1.4.192.168.21.0.24 true(1)
—— —112: ipAddressPrefixOnLinkFlag.2.2.16.254.128.0.0.0.0.0.0.0.0.0.0.0.(
; 136121432 113 ipAddressPrefixOnLinkFlag.3.1.4.10.1.233.0.24 true(1)
14: ipAddressPrefixOnLinkFlag.3.2.16.32.1.23.2.0.6.17.145.0.0.0.0.0
notacese _1115: ipAddressPrefixOnLinkFlag.3.2.16.254.128.0.0.0.0.0.0.0.0.0.0.0.(
; }:%EIBU.WE ||116: ipAddressPrefixOnLinkFlag.4.1.4.192.168.122.0.24 true(1)
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Demo (detailed)

Lack of IPv6 Capable SNMP Browsers (?)

e OIDView Where is 2001:db8:6:0:0:0:0:2
5 OIDVEW FREE - [Session: CHZHOINFWO1] BERTT BE=S
J File View Tools Window Help H @ Home ;] Detail ‘ #] New & MIB Manager ~ f{f % @

JSystem Modules ] Graph 25 Discover ) Trace H Session Features 5@ Browser ’ 4] Mibwalk ‘ Ef iGRID ’ ¢ SNMP Test ‘

Feawes || Oidview | MIB Manager | CHZHOINCSO1  Session: CHZHOINFWOL | X
MIB Manager | = _ ’
MIE Browser | MIB Tree X i LiveGrid Rows: [12], Responses: [72) (2) X

@ (43) tepMIB * | Search -» v
Q - (50) udpMIB ‘ I _I
H E“@ (55 ipvEMIB ipvElfindex |ipoAddtPreﬁx ipvBaddiPrefisLenath | ipvBaddiPrefisOnLinkFlag | ipvBAs 4
WodfierlOFFl 5 (0f) eeMBObct 1 1282060000000002 B4 0 0
'''' @ (01)ipvEForwarding 3 1-232.061765-00-0000016 64 0 0 -

@ L | @ (02) ?poDefauItHopLimil g 1.232061917-000-000016 64 0 0 |

LoadMIB | | Blnenieces 9 123206179100000006 64 0 0
:E% :gg} :E:g:::::::LastChange B 123206161000000006 64 0 .
@ (06) ipvEliStatsTable ‘E 14 1-232.061817-00-0000016 64 0 0
Configure B (07 ipveAddPrefT able ~ 15 1232061833000000016 B4 0 0
B (1) ipvRbddPrefisEnty 19 1232062017000000016 64 0 0
ﬁ[ T O ™ ) e A 122061743000000016 64 0 0
- e (02 ipvBAddiPrefisLength M ANINLMNNANANNANIE  °A n I
AoleyON | ey . U | 1
i? C o [ [ v | LiveGrid | Raw Responses
e “: Variable Grid ALL-Soted by Obiect:[4111] (2) X | @ MIB Info X
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Demo (detailed)

netsnmp CLI Tips & Tricks

e OX Option
— Without (IPv6MIB — AddressTable (Juniper MX960))
muellega@T430s:~$ snmpwalk -v 2c -c .. .. 1.3.6.1.2.1.55.1.8.1
IPV6-MIB: :ipv6AddrStatus.1l6.' ...ccceeeeeeess ' = INTEGER: preferred(l)
IPV6-MIB::ipv6AddrStatus.16.'...ccceeeeeens "n&' = INTEGER: preferred(1l)
IPV6-MIB::ipv6AddrStatus.18." ... ' = INTEGER: preferred(l)

—  With OX Option
muellega@T430s:~$ snmpwalk -v 2¢ -c .. -0X .. 1.3.6.1.2.1.55.1.8.1
IPV6-MIB::ipv6AddrStatus[16][STRING: 2001:1704:0:0:0:0:0:b] = INTEGER: .

IPV6-MIB: :ipv6AddrStatus[16][STRING: fe80:0:0:0:2a0:a50f:fc5e:6e26] = INTEGER: ..
IPV6-MIB: :ipv6AddrStatus[18][STRING: fe80:0:0:0:200:ff:fe00:4] = INTEGER: ..
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Demo (detailed)

netsnmp CLI Tips & Tricks

e snmptranslate with Tz Option

mug@Monitoring0l:~$ snmptranslate -Tz -m /var/lib/mibs/ietf/IP-MIB

"ipIfStatsEntry" "1.3.6.1.2.1.4.31.3.1"

"ipIfStatsIPVersion" "1.3.6.1.2.1.4.31.3.1.1"
"ipIfStatsIfIndex" "1.3.6.1.2.1.4.31.3.1.2"
"ipIfStatsInReceives" "1.3.6.1.2.1.4.31.3.1.3"
"ipIfStatsHCInReceives" "1.3.6.1.2.1.4.31.3.1.4"
"ipIfStatsInOctets™ "1.3.6.1.2.1.4.31.3.1.5"
"ipIfStatsHCInOctets" "1.3.6.1.2.1.4.31.3.1.6"
"ipIfStatsInHdrErrors" "1.3.6.1.2.1.4.31.3.1.7"
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Demo (detailed)

Netsnmp CLI Tips & Tricks

IP version in OID

mug@Monitoring0l:~$ snmpwalk -v 2c —c .. -On localhost .1.3.6.1.2.1.4.24.7

.1.3.6.1.2.1.4.24.7.1.7.1.4
1.3.6.1.2.1.4.24.7.1.7.1.4
1.3.6.1.2.1.4.24.7.1.7.1.4
1.3.6.1.2.1.4.24.7.1.7.1.4
1.3.6.1.2.1.4.24.7.1.7.1.4
1.3.6.1.2.1.4.24.7.1.7.1.4
1.3.6.1.2.1.4.24.7.1.7.1.4
1.3.6.1.2.1.4.24.7.1.7.1.4
1.3.6.1.2.1.4.24.7.1.7.1.4

1.3.6.1.2.1.4.24.7.1.7.2.16.
28.0.0.0.0.0.0.17.145.0.0.0.

.0.0.0.0.0.2.0.0.1.4.192.168.21.1 = INTEGER: 2
.10.1.224.0.19.2.0.0.1.4.10.1.233.10 = INTEGER: 3
.10.1.233.0.24.3.0.0.3.1.4.0.0.0.0 = INTEGER: 3
.10.101.224.0.20.2.0.0.1.4.10.1.233.10 = INTEGER:
.10.101.248.0.24.2.0.0.1.4.10.1.233.10 = INTEGER:
.10.102.224.0.20.2.0.0.1.4.10.1.233.10 = INTEGER:
.10.102.248.0.24.2.0.0.1.4.10.1.233.10 = INTEGER:
.192.168.21.0.24.3.0.0.2.1.4.0.0.0.0 = INTEGER: 2
.192.168.122.0.24.3.0.0.4.1.4.0.0.0.0 = INTEGER: 4

w w w w

0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.3.0.0.19.2.16.254.1
0.0.16 = INTEGER: 3
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IPv6 MIB Modules
IP Address Types in MIBs

e Representation of IPv6 addresses in

MIBs

— |IP-MIB: InetAddresslIPv6 (16 octets)

(RFC 4001 - INET-ADDRESS-MIB)
I

— IPv6-MIB: Ipv6Address (16 octets)
(RFC 2465 — IPv6-MIB)

Ipv6Address ::= TEXTUAL-CONVENTION
DISPLAY-HINT "2x:"
STATUS
DESCRIPTION
"This data type is used to model IPv6 addresses.

current

This is a binary string of 16 octets in network
byte-order."
SYNTAX OCTET STRING (SIZE (16))

A 4

InetAddress ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION

"Denotes a generic Internet address...

SYNTAX OCTET STRING (SIZE (0..255))
InetAddressIPv6 ::= TEXTUAL-CONVENTION

DISPLAY-HINT "2x:2X:2X:2X:2X:2xX:2x:2x"

STATUS current

DESCRIPTION

"Represents an IPv6 network address:...

SYNTAX OCTET STRING (SIZE (16))
InetAddressType ::= TEXTUAL-CONVENTION (RFC 4001)

ipvd (1) An IPv4 address as defined by the
InetAddressIPv4 textual convention.

ipv6 (2) An IPv6 address as defined by the
InetAddressIPv6 textual convention.

ipvdz (3) A non-global IPv4 address including a zone
index as defined by the InetAddressIPviz
textual convention.

ipvé6z (4) A non-global IPv6 address including a zone

index as defined by the InetAddressIPvb6z

textual convention.

89



netsnmp Agent

Net-SNMP Agent Architecture

Network
|
libnetsnmp }
Transport
Y
Packet Processing
libnetsnmpagent L
Agent Core
/
IibnetsnmphelV '/ \ \
Helper C-:ode Helper Code Helper Code Help_er Code
¥ i ¥ ¥
MIB Implementation MIB Implementation AgentX Proxy
Y Y ¥ Y
Kernel API File System Unix Socket or Network via
Network (TCP) SNMP
libnetsnmpmibs \ /
13

Network

Source: http://www.net-snmp.org/wiki
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Test Setup
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Juniper SRX-210HE - Junos 12.1X44-D35.5
Counting IPv4 octets with policy (from Juniper Support - not validated)

set
set
set
set
set

set

firewall
firewall
firewall
firewall

firewall

interfaces ge-0/0/0 unit 0 family inet filter input ipv4

family
family
family
family
family

inet
inet
inet
inet

inet

filter
filter
filter
filter
filter

ipv4 byte count
ipv4 byte count
ipv4 byte count
ipv4 byte count
ipv4 byte count

term tl1 from
term tl1 from
term tl then
term tl1 then
term default

source-address 0.0.0.0/0
destination-address 0.0.0.0/0
count ipv4 byte counter
accept

then accept

_byte count

// Information than can be optained at the following positions

.1.3.6.1.4.1.2636.3.5.2.1.5 contains your counters

.1.3.6.1.4.1.2636.3.5.2.1.6 contains your filter names

.1.3.6.1.4.1.2636.3.5.2.1.7 contains your counter names

// Get OIDs

snmpbulkwalk jnpr .1.3.6.1.4.1.2636.3.5.2.1.7 | grep ipv4 byte count
"1.3.6.1.2.1.4.31.3.1.7"
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Recommended Reading

e Understanding IPv6, Second Edition
— ISBN-13: 978-0735624467

e |Pv6 Essentials
— |SBN-13: 978-0596100582

e |Pv6 Security
— ISBN-13: 978-1587055942

e |Pv6. Grundlagen - Funktionalitat - Integration
— [ISBN-13: 978-3952294222

e |Pv6 for Enterprise Networks
— ISBN-13: 978-1587142277

Planning
for IPv6

o

e Planning for IPv6
— |ISBN-13: 978-1449305390
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Recommended Reading

e |Pv6 Fundamentals .,,_m
— |ISBN-13;: 978-1-58714-313-7

e Junos Security
— [ISBN-13: 978-1-449-38171-4

e ScreenOS Cookbook ‘ ,
—  ISBN-13: 978-0-596-51003-9 Sl

e Essential SNMP — 2nd Edition
— [SBN-13: 978-0-596-00840-6
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