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Agenda

* Component Object Model (COM) Internals
 Attacking COM

* Enumerating attack surface for EoP

* Reverse engineering COM components
* Bugs and “Features”

i We’'ll be using my OleViewDotNet tool throughout.
| https://github.com/tyranid/oleviewdotnet
i https://github.com/tyranid/oleviewdotnet.binaries

https://g00.gl/Bkhlos
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COM is Scary!

“Any sufficiently
complex middieware is
indistinguishable from

magic.”

Arthur C. Clarke’s Third Law of Software Development




Mostly Documented’ish

[MS-DCOM]:

Distributed Component Object Model (DCOM) Remote
Protocol

Intellectual Property Rights Notice for Open Specifications Documentation

Technical Documentation. Microsoft publishes Open Specifications documentation (“this
documentation”) for protocols, file formats, data portability, computer languages, and standards
support. Additionally, overview documents cover inter-protocol relationships and interactions.

Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you can make copies of it in order to develop implementations of the technologies
that are described in this documentation and can distribute portions of it in your implementations
that use these technologies or in your documentation as necessary to properly document the
implementation. You can also distribute in your implementation, with or without modification, any
schemas, IDLs, or code samples that are included in the documentation. This permission also
applies to any documents that are referenced in the Open Specifications documentation.




In the Beginning was OLE
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Interoperability Heaven




Common ABI

Object Pointer VTable Pointer

Object Instance

Virtual Function Table

struct ObjectVTable {
void (*SetInt) (struct Object* This, int 1i);
int (*GetlInt) (struct Object* This);

} ’ \ Object pointer is first.

|

|

|

|

|

|

|

|

|

: Arguments passed left to right
l struct Object { _—

! struct ObjectVTable* thl;A///VTaepomtemtStart

! // Implementation specific data follows.

:
|
|
|
|
|
|

};

struct Object* obj;
ob]->Vtbl->SetInt (obj, 1234);



C++ Implementation

e e e e mm e e M M e R MEm M M e REm M e R MEm M M R Mm M M R Mmm M e e MEm M M R Mm M M e e e

struct Interface {
virtual void SetInt(int i) = 0O;
virtual int GetInt() = 0O;

b \ Define a pure

1

|

|

|

1

|

|

|

1

|

|

| virtual “Interface”
I : .

1class Object : public Interface {

|

: publlc: Derive from
t  void SetInt(int 1) {} < [Iheracean
|
1
|
|
|
1
|
|
|
1
|
|

implement

int GetInt () {}
};

Interface* obj = new Object;
obj=>SetInt ( ) ;



l struct Interfacel {
virtual void A() ;

¥

struct Interface2 {
virtual void B() = 0;

}; :

class Object : public Interfacel,
public Interface2 {
void A() {}
void B() {}

// Okay (mostly).

Interfacel* intfl = new Object;

// Incredibly bad idea.

Interface2* intf2 = (Interface2*)intfl;

——————————————————————————————————————————————
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lUnknown, the Root of all COM Evil

Standard
COM error
code.
>=0is
Success

(= == = e e mm e mm e o e Em e e e e e e Em e e Em e Em R Em e e Em R Em R e R Em R e Em R R R e R e e = e e = e = o

DEFINE GUID(IID IUnknown, :
"00000000-0000-0000-C000-000000000046") ; :
struct IUnknown { :
HRESULT QueryInterface (GUID& iid, void** ppv); |

:

|

|

|

|

LONG AddRef () ; Interfaces defined using a
128 bit Globally Unique ID.

reference count
} ’ the object.

. LONG Release()?\\\uwwo
|
|

struct Interfacel : public IUnknown {};
struct Interface2 : public IUnknown {};

Interface2* intf2;
if (intfl->QuerylInterface(IID Interface2,
(void**)&intf2) >= 0) {
// Success, we can call method$$\\\\ _
intf2->Release() ; Cf;iﬁﬁw

} ()"

11



Class Registration

® Each Class Factory has a unique GUID, the Class ID (CLSID)

e C(Classes are registered in the Windows Registry under
HKEY_CLASSES_ROOT\CLSID\{GUID}
® Registration information depends on the type of server

B Registry Editor

File Edit View Favorites Help

— O

s

<

{00000308-0000-0000-CO0D-000000000046}
{00000309-0000-0000- COO0-000000000046}
{0000030B-0000-0000-CO00-000000000046}
{00000315-0000-0000- CO00-000000000046}

;. ., {DD000316-0000-0000- CO0D-00000000004G}

AuxlserType

Conversion

DataFormats

InprocServer32

MiscStatus

PreglD
{00000319-0000-0000- COD0-000000000046}
{0000031.A-0000-0000-C000-000000000046}
{0000031D-0000-0000-C000-000000000046}
{00000320-0000-0000- COD0-000000000046}
{00000327-0000-0000-CODO-000000000046]
{ 000003 2E-0000-0000- COD0-000000000046]
IOONNSAT-N0N0- 001 0- ANNN-NNA ARNARNZFAA

L

Mame

ab| (Default)

<

Type Data
REG_5F combase.dll

Computer\HKEY_CLASSES_ROOTVCLSIDA{000003 16-0000-0000-CO00-000000000046 \ InprocServer32

12



Class Factories

e Component classes can’t be directly ‘newed’ so COM defines a
factory interface, IClassFactory

DEFINE GUID(IID ClassFactory,
"00000001-0000-0000-C000-000000000046") ;

1

1

1

1

1

1

1

:struct IClassFactory : public IUnknown ({
: HRESULT CreatelInstance (

: IUnknown *pUnkOuter,
1

1

1

1

1

1

1

1

1

1

C L Used for COM
REFIID riid ’ \ Aggregation. Best
void **ppvObject) ; ignored :-)

HRESULT LockServer (BOOL fLock);

13



Creating Class Factories and Instances

________________________

|
: HRESULT CoGetClassObject ( : | Specifies what type of server to lookup: :
! REFCLSID rclsid, : | e CLSCTX_INPROC_SERVER |
| «1— ® CLSCTX_INPROC_HANDLER
,  DWORD dwClsContext, : | e CLSCTX LOCAIL SERVER !
! COSERVERINFO *pServerInfo, I | e CLSCTX REMOTE SERVER :
1 e U U
!  REFIID riid, !
LPVOID *ppv |
I L]
|
| HRESULT CoCreatelInstanceEx ( :
______________ | i REFCLSID rclsid, :
: Specify remote server ! : IUnknown *punkOuter, :
: information.is required ! : DWORD dwC1lsCtx, :
I (more on this later). : .
. 1 & COSERVERINFO *pServerInfo,
|
' DWORD dwCount , :
' MULTI_QI *pResults :
. I
| |

14



In-Process Server

Class Instance

e DLL server filename specified
in InProcServer32 key.

® DLL loaded into process and
class factory created by
calling exported method:

! I
|
' HRESULT D11GetClassObject (REFCLSID rclsid, i
| REFIID riid, |
: LPVOID *ppv) ; :
! I

——————————————————————————————————————————————————

15



COM Apartments

I Instance

LPVOID pvReserv
DWORD dwCoInit

I Instance

MTA or NTA

! | COINIT MULTITHREADED



Single Threaded Apartments (STA)

One STA per-thread. Initialized with COINIT_APARTMENTTHREADED.
Created instance can only be called directly from the thread it was created
on.

® Any other callers need to “Unmarshal” a Proxy to the object. Calls are sent to
the original thread via a hidden Window and Window messaging

17



Single Threaded Apartments (STA)

One STA per-thread. Initialized with COINIT_APARTMENTTHREADED.
Created instance can only be called directly from the thread it was created
on.

® Any other callers need to “Unmarshal” a Proxy to the object. Calls are sent to
the original thread via a hidden Window and Window messaging
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Single Threaded Apartments (STA)

One STA per-thread. Initialized with COINIT_APARTMENTTHREADED.
Created instance can only be called directly from the thread it was created
on.

® Any other callers need to “Unmarshal” a Proxy to the object. Calls are sent to
the original thread via a hidden Window and Window messaging

Marshaling

Send
Message
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Single Threaded Apartments (STA)

One STA per-thread. Initialized with COINIT_APARTMENTTHREADED.
Created instance can only be called directly from the thread it was created
on.

® Any other callers need to “Unmarshal” a Proxy to the object. Calls are sent to
the original thread via a hidden Window and Window messaging

Unmarshaling

Send
Message

20



The Mystery Window

* Initializing a STA creates a hidden “Message Only” Window

| HWND hwnd = FindWindowEx (HWND MESSAGE, NULL, NULL, NULL); :
Il while (hwnd) { :
WCHAR name [ 1 = {}; I
if (GetWindowText (hwnd, name, countof (name)) :
&& wcsnicmp (name, L"ole", 3) == 0) { :
DWORD pid = 0; 1
DWORD tid = GetWindowThreadProcessId (hwnd, &pid):; :
printf ("%p $5d $5d $1s\n", hwnd, pid, tid, name); |

} I
hwnd = GetNextWindow (hwnd, GW HWNDNEXT) ; E
I

TID  NAME “Main” STA window.

Per-Thread STA window.




Multi-Threaded Apartments (MTA)

One MTA per-process. Initialized with COINIT_MULTITHREADED.

Created instance can be accessed directly in any thread in the MTA.

STA instances need to be marshaled and vice-versa

Also similar Neutral Apartment (NTA) which optimizes away some marshaling.

22



Threading Models

*In Process servers should be registered with a ThreadingModel
registry value.

* Takes a string which must be one of the following values:
* “Apartment” - Object must be created inside a STA
* “Free” - Free-threaded, object must be created in the MTA
* “Both” - Object can be created and used directly in either STA or MTA
* “Neutral” - Object must be created in a NTA (COM+ Wizardry)

*If no ThreadingModel object can ONLY be used and created in the
first STA in the process.

* If Free object created in a STA then MTA is created if it doesn’t exist
and marshaled back.

* Likewise if Apartment object created in an MTA a new STA is created
and object marshaled back



Local Server Activation

RPC Client

24



Local Server Activation

DCOM Activator
(part of RPCSS)

ALPC Channel

RPC Client

25



Local Server Activation
RPCSS

Send Request to
System Activator




Local Server Activation
RPCSS

Create New Process
(if necessary)

Register Process
Activator

27



Local Server Activation

RPCSS
Pass Activation Properties Get Marshaled
to In-Process Activator Result

Instance




Local Server Activation

RPCSS

-

Instance

Pass back result to client

Connect to Instance

29



System Activator

DEFINE GUID(IID ISystemActivator,
"000001a0-0000-0000-c000-0000000000406™)
struct ISystemActivator : public IUnknown {
HRESULT GetClassObject (
TActivationPropertiesIn *pActProperties,
TActivationPropertiesOut **ppActProperties);

HRESULT CreateInstance (
TUnknown *pUnkOuter,

IActivationPropertiesIn *pActProperties,
TActivationPropertiesOut **ppActProperties)

30



Activation Properties In

struct CustomHeader
DWORD totalSize;
DWORD headerSize;
DWORD dwReserved;
DWORD destCtx;

DWORD cIfs;

CLSID classInfoClsid;
CLSID *pclsid;

DWORD *pSizes;
CustomOpaqu

Property 2 a *opaqueData;

Property 3

List of GUIDs and Sizes of
following Property Blobs

struct InstantiationInfoDat CLSID of class to create
CLSID classId; enum ACTIVATION FLAGS {

DWORD classCtx; ACTVFLAGS DISABLE AAA,

|

1 1

1 1

1 1

1 ) | ACTVFLAGS ACTIVATE 32 BIT SERVER,
| DRCRD aetwiElagey < } ACTVFLAGS ACTIVATE 64 BIT SERVER,
1 long fIsSurrogate; I
1 1
1 1
1 1
1 1
1

|

|

|

I S

ACTVFLAGS_NO_FAILURE_LOG 7
DWORD cIID: ACTVFLAGS _WINRT LOCAL SERVER,
. . ACTVFLAGS _WINRT PER USER OK,
DWORD lnStFlag ’ ACTVFLAGS_APPCONTAINER,
IID *pIID; bi
DWORD this SN S tTmmmmmmms s mmmmmmee
COMVERSION clientCOMVersion; | List of 1IDs to query for.



Activation Properties Out

® Same structure as ActivationPropertiesin just with different

property sets.

struct PropsOutInfo ({
DWORD cIfs;
IID *piid;
HRESULT *phresults;

MInterfacePointer **ppIntfData;

I
I
unsigned long ulCntData; :
I
I
I

////////'i byte abData [];
|};

00000000
00000010
Q0000020
00000030
00000040

4D
Ca
19
03
a0

45
a0
14
aC
a0

4F
aa
aAd
aa
a0

57
a0
Fa
a0

¢l 00 o0
a0 a0 a0
BF 3D 72
38 16 E4

oo i

o0 A0 01 00 OO OC OO0 OO OO MEOW. ... .coaaas

46 00 OO0 00 OO0 01 00 OO0 OO0 : S Fovunnnnn
6A D3 41 &8 ED 84 C3 08 EV .. B;=rjObhh*.A.c¢
46 37 53 80 9C 87 A9 08 45 -h--B.8F75...8.E

32




It’s like Marshaling Cats

1 = Standard OBJREF

IR o=ec miee 4 (7O

IID (lower 64 bits)

IID (upper 64 bits)

Reserved

Standard OBJREF Custom OBJREF

33



Standard Unmarshaling
RPCSS

Resolve OXID Binding




Standard Unmarshaling
RPCSS

Instance |

Server is at
ncalrpc:[OLEXXXXX]
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Standard Unmarshaling
RPCSS

Instance !

IPID@ncalrpc:[OLEXXXX]

36



Standard Unmarshaling
RPCSS

I
1 UUID ipid;

:RpcBindingIanbject(
: Binding,
I
I
I

)7
IPIDTable : :Lookup (ipid) ->Invoke ()

.
’
Lo o o e e o o o e e e e e e e e - -

37



Standard Unmarshaling
RPCSS

) H

38



Interface Proxies and Stubs

B Registry Editor
File Edit View Favorites Help

v ool {47309%0a-2a2a-4baa-a23f-c7359366chbe}

' {4738D29F- C345-4649-8468-BBC5FC357190}
{473AC99B-AFOC-4030-9B81-4ACIBAEIZBIS}

» - | {473b06bf-387b-56ca-beel-527480272b0F}

y . {473DDA3B-COD0-472F-9A39-4A113868BFFF}

- O *
|| Name Type Data
E!"] (Default) REG_SZ {E1BABBBA-TAB3-421A-A05D-71FI6C3FFFDO}

{474124E2-17D8-4EAA-BIBT-DBBAFBETEAET)
{47418723-a671- 5fdc-8647-687dBc31416}
5| | {4T441AT3-4592-4249-8FOD- 240442344047}
5 - | {4758742f-Tac2-460c-bcdB-09Fc09308a03}
v | [475CA8F3-9417-48BC-BOD7-4163ATB44C02}
© L. ProwyStubClsid32

{47602389-F182-3A67-87DF-AED4S0
{476E2969-3B2B-4B3F-8277- CFFE05604,
» - | {476F9065-21E4-4A0B-818C-61CAFT08TT26}
5 .| | {4772472D-1B99-5ESE-ASDF-A92CCR31C6CA)
' {4776FOCD-9517-45FA-BF24-E89C5ECSCROC)

FATIONACTY JAC . AW A4 A E_ AL LS

<

0 OleViewDotNet 64bit
File Registry Object Security Help

e1baB8ba-7a83-421a-a05d-71... ]

CLSID  Supported Intefaces  Provies

Name

|MagneticStripeReaderBankCardData Received Event Aras
|PosPrinterStatus Updated Event Angs
|CashDrawerStatus Updated Event Args

rcodeScannerStatusUpdated Event Args

aRleceivedEventArgs
|AsyncOperation_ indows__CDevices_ CPointOf Service _ CCashDrawer

Computer\HKEY_CLASSES_ROOT\Interface\{475CABF3-9417-48B

|ClaimedMagnetic Stipe Reader

Proxy and Stub contain Network
Data Representation (NDR)
bytecode to marshal raw
parameters.

|ClaimedBarcode Scanner

|MagneticStripeReaderCard Types Statics

|AsyncOperation_1__ FlVectorView_1_UINT32

|ReceiptOrSlipJob

|IMagneticStripe ReaderEncryptionAlgorthms Statics
|AsyncOperationCompletedHandler_1__ FiVectorView_1_LINT32
|AsyncOperationCompletedHandler_1_Windows_ CDevices_ CPointCfService_
|PogPrinterCharacterSetldsStatics

|BarcodeScannerReport

1 SR . VS o 0 Y

| TypedEventHandler_2_Windows__ CDevices_ CPointOf Service_ CClaimedPosP ..
|AsyncOperationCompletedHandler_1_Windows__ CDevices_ CPointCfService_ ...

ion_1_Windows__ CDevices_ CPointOf Service_ CClaimed Magnetic...

| TypedEventHandler_2_Windows__CDevices_ CPointCf Service_ CClaimedBarc...

]

2E958823-A31A-4763-802C-23725E39B08E
2EDBEE7DF-13A6-428D-BAB1-BOETCIERAICD
JOAAEISA-DD70-453C-9553-87E124C52488
31424F6F-CFEB-5031-8A95-BEASIBOSELE4
32C55F7B-8EE3-5550-598B-78CIBAAT62TE
355D8586-9C43-462B-A91A-816DCH7F452C
3ABGCCC43-EDM7-4463-BBRE-17B5BA1DE056
41630BD4-F45A-5500-BA4E-F7OCIE4SADM
42MATEZ-EDT74670-ADZE-01E44313A523
45007467-52F2-5BFF-B151-AASDO0FEDDSE
475CABF3-9417-48BC-BID7-4163A7344C02
4AB3B49C-8FA4-4332-BB26-945D11D81EDF
4F64E45A-BDAC-5450-970C-ABAZE0BD27CA
528F2C50-2086-474F-8454-7CCD0592805F
52CH6FIC-713A-5162-9E62-362CEFEDSIBE
532199BE-CBC3-4DC2-89E5-5C4A37BI4DDC
53B57350-C3DB-4754-9C00-41392374A109
55772F29-DA64-5C87-871C074337A84573

. 57836710-F186-5636-891D-FAC5398EAGDF

BCTO9EFF-709A-4FET-B215-06A748A38B39
SCE4D8B0-A489-4B56-86C4-FOBFBAITTR3D

EM11ECCC NAAG A1C0 00 CREDCTAG, AT

saipador 3algn S

39




Proxy-Stub Factory

® Proxy-Stub CLSID doesn’t use IClassFactory. Instead uses
IPSFactoryBuffer.

DEFINE GUID (IID IPSFactoryBuffer,
"D5F569D0-593B-101A-B569-08002B2DBF7A" )
struct IPSFactoryBuffer : public IUnknown
{
HRESULT CreateProxy (
ITUnknown *pUnkOuter,
REFIID riid,
IRpcProxyBuffer **ppProxy,
void **ppv) ;

HRESULT CreateStub (
REFIID riid,
ITUnknown *pUnkServer,
IRpcStubBuffer **ppStub);

40



IRemUnknown

® Proxies don’t directly forward Querylnterface/AddRef/Release to
the remote object, these calls are used on the proxy object.
e Actual IUnknown calls done on special interface, IRemUnknown

| DEFINE GUID(IID IRemUnknown,
| "00000131-0000-0000-C000-000000000046")
I struct IRemUnknown : public IUnknown {
: HRESULT RemQueryInterface (
i i I REFIPID ripid,
: unsigned long cRefs,
|
|
|

struct customREMOTE REPLY SCM INFO ({ unsigned short cIids,

OXID Oxid; IID *iids,

DUALSTRINGARRAY *pdsaOxidBindings; PREMQIRESULT *ppQIResults);
IPID ipidRemUnknown; L !

DWORD authnHint; HRESULT RemAddRef (

COMVERSION serverVersion; unsigned short cInterfaceRefs,

REMINTERFACEREF InterfaceRefs][],
HRESULT *pResults) ;

Returned in ActivationPropertiesOut HRESULT RemRelease (

unsigned short cInterfaceRefs,
REMINTERFACEREF InterfaceRefs[]):;



Remote Server

Server Computer

RPCSS

TCP/IP Chann

Client Computer

RPC Client

42



COSERVERINFO

| |

| |

 struct COAUTHINFO { :

Fo - ---—-----—-----------  DWORD dwAuthnSvc; ;
struct COSERVERINFO { DWORD dwAuthzSvc; :
DWORD dwReservedl; LPWSTR pwszServerPrincName; |
LPWSTR pwszName; DWORD dwAuthnLevel; :

:

|

|

|

|

|

|

|

|

COAUTHINFO *pAuthInfo; 7! WORD dwImpersonationLevel;
DWORD dwReservedZ; : void* pAuthIdentityData;
: DWORD dwCapabilities;

Can specify better

authentication level when
connecting such as CALL or
even better PKT_PRIVACY

43



COM Security Restrictions

Permissions for Default Launch Restrictions >

Securty

(Group or user Names:

[E]ALL APPLICATION PACKAGES

S8 Administrators (FORSHAW3-W\Administrators)

S Pedomance Log Users (FORSHAW 3-W\Peformance Log ...
H2 Distributed COM Users (FORSHAW3-W\Distributed COM L.

Add.. Remove

Permizsions for Everyone Allow Dery

Launch

Local Launch

Remote Launch

Local Activate ;

Remote Activate
For special permissions or advanced setings. | aguanced
click Advanced. [

ok A| cancel || sy

/
7

‘Everyone’ not allowed to launch or
activate a new object remotely

Permissions for Default Access Restrictions >

Securty

(G@roup or user Names:

ALL APPLICATION PACKAGES

ﬁ& Performance Log Users (FORSHAW3I-W \Peformance Log ...
52 Distributed COM Users (FORSHAW3-W\Distributed COM L.
SR ANONYMOUS LOGON

Add.. Remave
Permissions for Everyone Allow Dery
Access
Local Access
Femote Access
For special permissions or advanced settifigs, | aq.
click Advanced. | Advanced

Apply

/
7/

‘Everyone’ can access an existing object
remotely




COM Security

Permissions for Default Launch X

Securty

Gmup Qr User names:

T15ySTEM
mﬁdministl—.:lturs (FORSHAW W Administrators)
SR INTERACTIVE

Add... Remove

Pemissions for SYSTEM Allow Dery

Launch

Local Launch
Remote Launch
Local Activate
Remote Activate

For special permissions or advanced settings. | aquanced |
click Advanced. e l

Launch = Create a new instance of the server.

Activate = Create new object on existing server.

Enforced in RPCSS

Permissions for Default Access X

Security

GI’OUP Qr user names:

SR SYSTEM
E&Administlaturs (FORSHAW3-W* Administrators)

Add... Remave

Pemissions for SELF Allow Deny

Access

Local Access

Remote Access
For special permissions or advanced settings, | a4 |
click Advanced. I_M |

| ok || Canced || Apply

Access = Call methods on existing objects.
Enforced in Server Process
SELF = Process Token User SID 45



Integrity Levels

® Launching/Activating an OOP COM object from a Low IL needs an
explicit entry in the SD for that IL.

® Accessing an object however DOES NOT need an IL label in the
Access SD.

B OleViewDotNet 64bit - O X
File Registry Object Security Help

" ApplDs with IL * X

Fitter: | Mode: | Contains ~ Apply

Authentication UI CreduI out of Proc Helper for AppContainer Clients ~
Authentication UI CreduI out of Proc Helper for AppContainer Clients
Authentication UI CredUI out of Proc Helper for AppCentainer Clients
Authentication UI CredUI out of Proc Helper for Non-AppCentainer Clients
AxInstsy

BE31608C-DAZF-48E2-9F31- FERBCAF842DC

Background Intelligent Transfer Service

BrowserBrokerserver

E pataExchangetost

----- DictationHost Class

DockInterface COM server|

ﬁ; DockInterface COM server

ES3(DEEE-5C5C-4701-9FF2-C284BFEDE19D

editionupgradebroker

EditionUpgradeHelper

EditionUpgradeManagerob]

Fil2appFrameClient Class

F1425A67-1545-4447-ABSS- BDF18284520%

HtmlLocalFileResolver

Immersive Shell Broker

Installagent

IntelCpHDCPSVC

..... Tntelrnderisur

Showing 54 of 34 entries
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Security Through ColnitializeSecurity

|

| HRESULT CoTnitializeSecurity( ! NULL = No Access Security!

: PSECURITY DESCRIPTOR pSecDesc, O e

: LONG cAuthSvc, :

! SOLE AUTHENTICATION SERVICE * asAuthSvc, !

: void * pReservedl, :

: DWORD dwAuthnLevel, ;
1

: L

|

|

|

|

|

|

|

|

|

——————————————————————————————— ' EOAC_NO_CUSTOM_MARSHAL - Disables
I custom marshaling in the process.

DWORD dwlImpLevel, @ e e e e d e e e
void * pAuthlist, : EOAC_APPID - pSecDesc is a ApplID GUID :

. . . | |

DWORD dwCapabilities, 1 EOAC_ACCESS_CONTROL - pSecDescisa 1
void * pReserved3 I pointer to an IAccessControl !

) ; ' implementation |
:

|

I

47



Security Through ApplD

e Launch/Activation and Access Security can be specified through
the ApplD registration for the Class

I
|
*

| B4 OleViewDotNet 64bit
| File Registry Object Security Help

- Ifswc Properties - X

|CLSID Supported Intefaces APpID  Service  Type Library

[ sarpador 1algn S l

Name: |H'5\rc
ApplD: ||]2|]FEBSB—IEE-4D B7-5E90-9527966E3BED

Run As: [nsa

Service: |H'svc

Flags: |None

Launch Pemission:
|O:EAG:BAD:{A::CCDC.SW:::SY}{A::CCDCSW:::WD}[&::CCDCSW:::BA}[A::CCDCSW:::IU}{A::CCDCSW:::M}{A::CCDCSW:::LS}S:{ML::NX:::LW) | View
Access Pemission:

|OZEJ"'~G3BﬁDS{ﬂ::CCDCSW:::SW::CEDCSW;::WDM:;U:DCSW;;;Bﬁ}[ﬁ:ﬂ:DCSW;;;IU}[ﬂt:;EEDCSW;;;MHA;;EEDCSW;;;LSLS:{ML;;NX;;;LW] | View
DIl Sumogate:

[N/A |




Application IDs

e ApplDs can configure more than just Launch/Access security

® Used to specify a number of features:
o Allows you to specify a DLL Surrogate. This allows you to create
in-process DLL servers as OOP local servers
o Specify the object is hosted in a Windows service rather than a separate
executable
o Specify running as interactive user.

E Registry Editor
File Edit Wiew Favorites Help

{020FB939-2CBB-40B7-9E90-9527966E38E5}
{03837503-0%8b- 11d8-9414-505054503030}
{03e15ble-ccab-451c-8fb0-1edeedTal Tdd}
{047ea9a0-93bb-415f-a1c3-d7aeb3dd 53087}
{048F26EF-2F89-46C9-99ET-481E40F3F2EC)
{06622D85-6856-4460-8DE1-A81921B41C4B}
{0671E064-7C24-4AC0-AF10-0F3055707C32}
{0BCT92FE-6212-4F39-BF70-EBCOACSR5C23}
{0771f7af-8deb-dbce-9528-2d4a12cbB168}
{07786903-D0DE-4586-882B-359FB000900C}
{0868DCIB-DAAZ-4f64-9362-133CEA2D1259)
I0880daeS-13ba-A49d6-a6ef- d092 2502 4061

‘| Mame

ab| (Default)
wa| AccessPermission
ol

ns|LaunchPermission
ab|Runds

Type Data

REG_SZ sppui

REG_.. 010004 30 44 00 00 00 54 00 00 00 00 00 00 00 14 0000 00 02 00
REG_.. 070004 30 30 00 00 00 40 00 00 00 00 00 00 00 14 00 00 00 02 00
REG 57 Interactive User
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Activate as Activator (AAA)

RPCSS

e\

JEYSCN SES

User Privilege

Low Privilege

Instance

50



RunAs Interactive User
RPCSS

Create Server

User Privilege

Low Privilege
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Accessible Objects from a Sandbox

e There’s two ways to get a reference to a COM object
o Activate via a broker (such as IE elevation policy)

0

File Registry Object Security Help

" IE Low Rights Policy

Mode: | Complex

1F1ESE1D-AF17-4518-B996-351BBABRG2AT
ﬂg 2efdae26-Beaf-4f73-a8e@-f27bEcs7besf
certEnrollctrl.exe

ﬁg f84£2845-217d-11da-b2a4-eaee7bbbabes
ﬁg f84c2858-217d-11da-b2a4-eaee7bbbabes
JAAAET23-5FB5-4B2D-9327-75519F336825
ﬁg 33246f92-d56T-4e34-8373-93490F C91df 3
helppane.exe

Qg 8cec58ae-27a1-11d3-b15e-22ad5ebfesee
imesearch.exe

ﬁg s2afged3-5efe-428dd-9ase-eablifcdfess
splwowss. exe

% e7b3ceed-fba7-49f6-a66b-8a7c2e4e7bac
TSWbPrxy.exe

ﬁg b43agcle-be3f-4691-beef-cdEera45dasl
Flashutil_activeX.exe

ﬁg bel13e3bf-e7e5-453C-a2e4-d2c18CagE66T
Flashutil_activeX.exe

ﬁg bel13e3bf-e7e5-453C-a2e4-d2c18cagE66T

X583 Enrollment webClassFactory
X583 Enrollment Helper

AP Client HxHelpPaneServer Class

CImesearchIntegration Class

CoPrintIsolationsessiontost Class

MSTSWebProxy Class

FlashBroker

FlashBroker

Showing 9 of 24 entries

Permissions for PrintlsolationSessionHost Access

Security

GI’DLID Or user Names:

SR SELF
8% SYSTEM

Pemissions for Everyone

Access
Local Access
Remote Access

For special pemissions or advanced settings,
click Advanced.

Advanced
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Accessible Objects from a Sandbox

e There’s two ways to get a reference to a COM object
o Activate via a broker (such as IE elevation policy)
o Launch/Activate one directly

Select Security Options =

Access Token
(0) Cumert Process

File F'egl stry OI"Ject cen:urlt" Hr:lr ® Speciic P
L pecific Process

Regist Pro erties CISIDS Name
o )/ i l— FID  MName User Integrity il
Fitter: 8 POWERPNT DESKTOP-CTHNIFNtyranid  Medium
f-#% %icrosoft Anchor Element Browse Frop| 864  browser_broker DESKTOP-CIHN3FN'tyranid  Medium
% %icrosoft Document Browse Property p| | 1372 MSASCuL DESKTOP-C1HNIFNyrarid  Medium
f-#% ¥Microsoft Image Element Browse Frope 734 MicrosoftEdgeCP DESKTOP-CTHNIFNyranid
(- ¥ %Trident APIX 1924 MicrosoftEdgeCP DESKTOP-CIHN3FN'tyranid  Low
i ¥ Eaddress 2160 ShellEBxperienceHost  DESKTOP-CIHN3FN'branid  Low ¥
-4y &Links () Anonymous Token
] &Links
H- .contact shell context menu Options
¥y .contact shell extension handler [ Set Integrity Level:  Low Principal: [ DESKTOP-CTHN3FN tyranid

-

raawwwwwa&&é&&&wwawwww

.exe drop target

.group shell context menu
.group shell extension handler
.url File Persistent Handler

E@systemrooti®system32\eqossnap.dll, - Cancel
E@systemroot®\system32'\eqossnap.dll, -
@C:\Program Files (x86)\Microsoft office\root\WFS\ProgramFilesxe4\Microsoft Office\officels\MAPISHELL.DLL,-118
@C:WWindowshsystem32\cscui.dll, -ceee

@C:\Windowshsystem32\dsquery.dll, -553

BC:\Windows\system32\mssvp.dll,-118

BC:\Windows\system32\mssvp.dll,-112
@c:
i

Local Access [ ] Remote Access Local Launch  [] Remote Launch Local Activate [ ] Remote Activate

B

L e e E e e R Y

\Windows'system32ishell3z.d1l, -22867

ATADI4EN IOCO ADUCO AAUD CEOIOUCOECOADY

R0 0 0 0 0 0 W 0 W B W e

Showing 6804 of 6804 entries




Reverse Engineering COM Components

* In-process you can just inspect the vtable address.

s

l saipadol 32algn ﬁ"l

U oleviewDotNet 64bit o O
File Registry Ohject Security Help
Shockwave Flash Object Prope... | - X
CLSID Supported Interfaces  Type Library
Interffaces: Refresh
Name D Methods  WTable Offset
ICanHandle Bxception C5558E60-B307-11D1-B27D-D06008C3FEBFE 4 Flash.ocx+e 1344748
IConnectionPointContainer B196B284-BAB4-101A-BESC-D0AADDI4IDOT 3 Flash oo+l 1344658 VTable RVAs
|DataObject 0000010E-0000-0000-COO0-D00000000046 3 Flash.ocx+ke134A5F8 .
|Dispatch 00020400-0000-0000-CO00-D00000DD0046 7 Flash ocesbe1345F68 / for interface
[0leCommand Target B722BCCE-4EGE-101B-A2BC-00AA00404770 3 Flash.ocx+k 1344830
10leCartrol B156B288-BAB4-101A-BESC-D0AADDZ41DDT 3 Flash oo+l 134A3E0
0lelnPlaceActiveObject  00000117-0000-0000-CO00-000000000046 3 Flash oo+ 1342408
[0leInPlace0bject 000001 13-0000-0000-CO00-D00000000046 3 Flash oo+l 134A5A0
10le0bject 000001 12-0000-0000-CO00-D00000000046 3 Flash.ocx+ke 1344418
W= A i A s nnnnnd 1 4 Rnren nnnn onnnnnnnnnnnnnAc a P Do anEnn
Factory Inteffaces:
Name o Methods  WTable Offset
IClassFactory 00000001-0000-0000-CO00-000000000046 3 Fash ocx+le1345408
IUnknown 00000000-0000-0000-CO00-D00000000046 3 Flash ocx+1345408




Reverse Engineering COM Components

* No such luck for OOP objects.

0 OleviewDotMet 64bit

File Registry Object Security Help

S CLSIDs by Local Ser\rer)/:l.:lashBroker Properties-
CLSID Supported Interffaces  Type Library  Elevation

Interfaces: Refresh

MName 1n] Methods  VTable Cffzet

IDispatch 000Z20400-0000-0000-C0O00-000000000046 7
IFlashBrokert  239817DA-1FAC4CEZ-8F45-A108237013BD 3
IMarshal 00000003-0000-0000-COD0-000000000046 9 '
IUnknown 00000000-0000-0000-CO00-000000000046 3

saipadol 3algo 5

Factary Interfaces:
Name o Methods  VWTable Offset

IClassFactory  00000001-0000-0000-CO0O0-000000000046 3
IMarshal 00000003-0000-0000-CO00-000000000046 5
1Unknown 00000000-0000-0000-CO00-000000000046 3




IPID Structure

*You’d assume that the IPID was a random GUID, but nope.

POOOOOOO,-‘XXXX,-\‘(YY\C—‘ZZZZ-ZZZZZZZZZZZZ'
|

(16) (6) (10)

I

| |
I I
I I
I

| Y Y Y |
I

I Allocator Process ID Apartment ID Random Data :
: Information (16) (16) (64) I
[ l \ :
I I
I I
I I
I

| 0 =NTA :
: -1 = MTA I
= | *  =Thread ID of STA :
: | = Y :
I

1 Page Number Random Page Entry :
I

| |
I I



Tracking Down OOP VTable

“é[- OleViewDotMNet - Administrator - 84bit
File Registry Object Security Help

Windows Management and Ins... ]

Properties:

CLSID EBC3FESE-DEGB-11D8-AB75-28C84FBGEE28
Name Windows Management and Instrumentation
server <APPID HOSTED:»

Interfaces:
Name IID Viewer
IMarshal 22228883 -2808-0828-CE88- 200082288845
TUnknown 22202288 -20808 - 0828 - (28 -2E00082088845

InbemLevelllogin F389AD1E-DEEA-11D8-ABT75-22C84FBEEE2E
IWbemLoginClientID D4781CDE-ESD3-440F-ADS4-938EFE4BARET

5§88 38

Operations -




Tracking Down OOP VTable

O OleviewDotNet - Administrator - 64bit — O x
File Registry Object Security Help

Windows Management and Ins... ] - X
Properties:
CLSID BBCIFBSE-DEEE-1108-AB75-8BCB4FBE2228
Name Windows Management and Instrumentation

server <APPID HOSTED>

U&. OleViewDotMet - Administrator - 84bit
File Registry Object Security Help

Windows Management and Instr...)/Marshal Viewer - Standard ]

OBJREF Type: |Standard]

| 1o |F309AD1B—D55A—11DD—&D?5—D[ED-IFEB3320

| ID Name: [IWbemLevellLogin

Interfaces:
Name I Viewer Standard Flags: |[hd] | Public Refs: |‘I |
Marshal
IMarshal 88900003 -2000-0008- (200 -0000EE00084E : |x4DDFATBOC588A3DB | o |Ox2DABADE52473E24F |
TUnknown BREREEEE-2ORE-DERE.COMR-TTROREERRRE N IPID: |0001482F-01A2-0000-FAF2-3464FAEDISDA | Apatment: [NTA |
Iwbernl_em_ﬂlu_:gln E-DEEA-1108-AB75-BBCB4FEEEE28  No Process ID- a2 e e |
IwbemLoginClientID D47810D6-ESD3-44DF-ADS4-938EFE4BAEET No Shing Bindings: w Socurty Bindings:
Tower ID Metwork Address Authentication Service  Principal Name
Tep DESKTOP-CTHNAF (355_Negotiate
Tep 10.0.2.15 MNegoBExdender
Tep 192.168.56.102 (355_Kerberos
WinNT
Operations - 2
PID from IPID PKU2U
GS5_SChaninel
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Tracking Down OOP VTable

“é!- OleViewDotMet - Administrator - 64bit . it
File Registry Object Security Help
Windows Management and Instr... l/ Marshal Viewer - Standard /V-CDM Processes ] - X

Fitter: | Mode: | Contains | Apphy

----- «0 IFID: @8@1lEE22-81A3-1868-281F-338915ABA2ET IID: IMotifyNetworkListMmanagerEvents .

----- «0 IFID: eeellC25-2lA3-8Cle-B9FD-96993B9D3610 IID: IMotifyNetworkInterfaceEvents

----- &0 IFID: @8@lEE26-281A3-BC18-5A1D0-914532F1384C IID: IConnectionProvider

----- =0 IPID: 2881C423-21AZ-2888-AE9E-ACI3CE3B7739 IID: ILocalsystemactivator

----- +0 IPID: 88817429-21AS-B888-5C3C-18452FEFBC21 - IID: IApplicationStatechangeHandler Find IPID in

----- %0 IPID: 8881842A-81AB-FFFF-D514-DESEBE21268(C IID: IBackgroundaccessStateChangeHandler Process List

----- s IFID: 22881A420-21A5-2888-7C28-E4B4ATFCE44F IID: IMotifyNetworkInterfaceEvents

----- «0 IPFID: @8@16C2E-81AB-FFFF-BFEC-BADAIIATCALE IID: IWpnAppEndpoint

: BEBR1432F-21AE-2EBR-FIF2-3464FAEDOSDA : IMbemLevellLogin

----- %0 IFID: 2281F238-8lAS-8C18-FEAD-CETEF3AACEED IID: ImotifyNetworkListManagerEvents

----- % IPID: 82819431-81A2-FFFF-FEBF1-AT26FFESC121 IID: IConnectionManagerCallbacks2

----- =0 IPIC: 28923428-21A8-1868-4EBB-2D48E8D39098 IID: IMotifyMetworkEvents

----- s IFID: 28828481-21A8-1868-7544-cCFFa@CeCCBE IID: IMotifyNetworkInterfaceEvents

----- «0 IFID: 28228482-21A3-28@8-EEFA-F3265F191235 IID: IMotifyNetworkEvents

----- s IFID: 2292F283-21A3-2888-368F-AEB3CE221761 IID: IUnknown

----- %0 IFID: 22820C84-21AS-2988-2DC3-B2A1FACS4RBAS IID: ImctifyNetworkListManagerEvents

----- = IPID: 22222883-21A2-2288-B2DC-CA1B9ED391E6E IID: INetworkeEvents

----- +0 IPIC: 8882BCRA-81AZ-2888-E591-22EARER2E1D] IID: ImotifyMetworkInterfaceEvents

----- s IFID: @2@2488C-21A3-8C18-280B-44DECETE18E8 IID: IUPnPDeviceFinder

----- «Q IFID: 28828CRE-21AZ-28@e-DDBC-B15F7334B223 IID: IMotifyNetworkGlobalCostEvents

----- s IFID: 28829218-21A3-2888-5699-186337F32C27 IID: IMotifyNetworkGlobalCostEvents W
Showing 29 of 29 entries

60



Tracking Down OOP VTable

O 0leviewDotMet - Administrator - 64bit = O it
File Registry Object Security Help
Windows Management and Instr... l/ Marshal Viewer - Standard /V-CDM Processes ] - X
Fitter: | Mode: :Cnr&aiﬁs v anphr
----- 0 IFID: 2881EE22-81AB-1868-281F-388915ABA257 - IID: INotifyNetworkListManagerEvents L]

----- sp IFID: BBEIDCIS-B1AE-BC18-BIFD-IEI9EEIDIEID - IID: INotifyMetworkInterfaceEvents
----- s IPID: BBELEEIG-B1AE-BC18-5A1D-914532F13B4C - IID: IConnectionFrovider

----- s0 IPID: BBE1C42E-B1AE-BBAA-AGIE-ACI3CS3ETTF39 - IID: Tloralsustemactivator

----- «p IPID: BEO17429-91AZ-8E08-3C3C-18452FEFBC21 - IID:| W OleViewDotNet - Administrator - 64bit =i X
----- +0 IPID: @@@1842A-81A3-FFFF-D514-DE4ESE21268C - IID:| File Registry Object Security Help

----- s IPID: BBE1A4ID-B1AE-BEEB-TC2E-E4BIATFCSA4F - IID:

Windows Management and Instr... L/ Marshal Viewer - Standard l/CUM Processes)/lPID:0(!01482F—01A8—0000—F9_ X

..... +0 IPID: @8R1EC2E-BLAS-FFFF-8FEC-9ADA33ATCACS - 1ID:["
.ﬂ.q_ = A g A G 0
..... #0 IFID: 8881F@38-81A8-BC18-FEaD ~~~~"~--~~-- - IFID: |DDD1432F-D1AB-DDDD—F3F2-MFAED95D:'\ |
----- ~o IPID: @@13431-B1AE-FFFF-FEF1  Properties | I [F309AD12-D26A-11D0-A075-00C04FB62220 | 1ID Name: [IWbemLeveliLogin |
----- +0 IPID: @0029400-01AS-1860-4EBB wvvownowncs  oowi| g [PIOF_SERVERENTRY |
..... +0 IPID: @@O28401-B1AB-1868-7544-6CFF98C6CCEE - IID:
..... 40 IPID: P@28402-PLAZ-8R0O-EEFA-F3265F191235 - I1p:| Mefacs:  |B13AFD7ES910 | VTable: |
..... +0 IPID: @@O2FEE3-B1A3-8000-365F-A5BBCE221761 - IID:| Sub: [c13AF52864F0 | Table: |
""" L TETIC DRRIICR-DLEE - 0000 200 e ArAL S et = Te] axin: [C588A308-A1BD-4DDF-6117-1CF7D8ED 188D | |
----- *§ IPID: 09920093 130900 82DC CAIE95D391EE - IID:| vt {

:[Sh EnE . 0 Private:
----- +0 IPID: @8@2BCBA-B1AS-8888-E591-82EAAEE26101 - IID:| o e ,I |
..... «0 IPID: 28882408(-21A2-28C10-280B-44DECRS1888 - IID:| FID: 424 | Apattment. |NTA | |

..... 0 IPID: @8@2HCEE-@1AZ-2080-DDEC-B15F73348223 - IID:| STAHWND |00 |
..... s0 IFID: BRE29B1E-B1AE-BEO-5599-1B6337F32027 - IID:

Showing 29 of 29 entries

VTable RVA
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VTable Reverse Engineering

.rdata:00000061806D79E0 ; const CJobManagerExternal:: vftable'
.rdata:A0AAGAA1RABD79ER 2?2 7C.JobManagerExtlernal@R6BR dq offset ?Querylnterface@?$RuntimeClass@U?%Interfacelist@l

-rdata: 000000618 006D7OED : DATA XREF: CJobManagerExternal: :CJobManagerExt
rdata: 000000881 800BD72ER ;: CJobHManagerExternal::™~CJobHanagerExternal{void
.rdata:000000018080D79ER : Microsoft::WRL::Details::RuntimeClass<Microsof
-Fdata:00000061808D79ES dq offset ?AddRef@?5RuntimeClass@U?3Interfacelist@UIBackgroundCopyFilelE
Fdata:000600618088DY2F 0 dq offset ?Release@?5RuntimeClass@U?5Interfacelist@UIBackgroundCopytanag
.rdata: 08060060618 06D70F8 dq offset ?CreateJobBC.JobManagerExternal@EUEAAJPEBGWY MWIDL IBackgroundC
-.rdata: 006060618 086D7A0A dq ?GetJobBCJobHanagerExternal BEUEAAJAEBY GUIDEEPEAPEAUIBackqroun
-rdata:00800800861808D7A 68 dq ?EnumJobsEC.JobHanagerExternal BEUEAAJKPEAPEAUIEnumBackqroundCop
-rdata:000080086180B6D7A10 dq ?GetErrorDescription@CJobManagerExternal BRUEAAJJKPEAPEAGRZ ; C
-rdata:0000008018008D7A18 dq 77 ECJobManagerExternal@RUEAAPEAXIEZ : CJobManagerExternal::
[lUnknown

Interface
Specific
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Querylinterface Implementations

| HRESULT QueryInterface (REFIID riid, void** ppv) ({

((IUnknown*) *ppv) ->AddRef () ;
return S OK;

1

|

if (riid == IID IUnknown || riid == IID Interfacel) I
- - |

{ I
*ppv = this; :

} else if (riid == IID Interface2) { I
*ppv = static _cast<Interface2*>(this); :

} else { I
return E NOINTERFACE ; :

} 1
I

|

1

|

I

HRESULT QueryInterface (REFIID riid, void** ppv) {
QITAB git[] = {{ &IID Interfacel, },
{ &IID InterfaceZ, } { NULL, }};
return QISearch (this, git, riid, ppv);

Using QlISearch Helper



Interface Information - Public Symbols

® Most Windows components come with public symbols available

Most COM code written in C++

® S0, use C++ managed names to recover some parameter
information

FEE]

;5 _ int32 _ fastcall CJobManagerExternal::CreateJob{CJobManagerExternal =this, const unsigned _ int16 #, enum _ MIDL_IBackgroundCopydJob_8883, struct _GUID =, struct IBackgroundCopyJob =x)
7CreateJobRC.JobHanagerExternalBEUEAAJPEBGYY  MIDL_IBackgroundCopy.Job_B@8B3EEPEAU_GUIDEEPEAFEAUIBackgroundCopyJob@@@Z proc near

var_28= gquword ptr -28h
arg_B= quord ptr 8

arg_8= quord ptr 16h
arg_18= quword ptr 18h
arg_28= quword ptr 28h

nov [vsp+arg_B], rbx
nov [rsp+arg_8], rsi
nov [rsp+arg_18], rdi
push ril4

sub rsp, 48h

nov rbx, r9

nou edi, r&d

mnou rsi, rdx

nov F14, rcx

call 2CheckServerInstance@@YnJXZ ; CheckServerInstance{void})
test eax, eax

js short loc_18865D8AA
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nterface Information - Type Libraries

® Some objects have type library information which is a structured
format for describing COM interfaces.

e “import” the library into a C++ project with #import <name.tlb>
preprocessor directory

B} OleViewDotMet 64bit — ] X
File Registry Object Security Help

" Typelibs - X

Fitter: | Mode: | Contains ~ Apply

1878a8bc-b951-4bd8-bETe-be35ede35596 ~
S vefinition: Internal API for MBAE Type Library. : Version 1.9
18beb7f2-Ca9e-11d1-bee7-eeaecoefaiss

%% VEGAS Shell 5.@ : version 5.8
1831287a-4d7d-4132-8232-3b374531bdBS

‘g microsoft Development Environment 2.8 : versioen B8.@
1b773e42-2509-11cf-942f 802029004347

‘g System Monitor Contrel : Version 3.7

1b8dEael-a595-4687-a7ad- 923828283079

‘g workspaceRuntime 1.8 Type Library : version 1.8
1c565858-F302-471e-bago-flgeaatabece

‘g NATUPRP 1.8 Type Library : Version 1.8

B e i e o R e SR w

Showing 428 of 428 entries
Definition: Internal APl for MBAE... - X
Interfaces  Structures [Guid("db6f18b6-a1dT7-4d94-9238-5e4e86b157d: A
interface ICellularExternalEventHandler

Name o td 1

CCellularBdemal EventHelper  9665C3E4-1F73-4E9C-AA4A-13573835A0E H f* Methods */

CCellularSettings Publisher CD4724EA-5D92-4CBA-81B6-5957ABT467 void OnExternalEventArrival (CellularExte

ICellularExtemal EventHandler DBGF18B6-A107-4D94-9E39-8E4EB6B157 H

ICellularBtemal EventHelper  9665C3E4-1F73-4E9C-AA4A-335793835ADE

ICellularSettingEverts CDDFFGE3-518C4B2E-A77/-EBA32F456D

ICelularSettings Api C7F3F241-B02E-4481-BBAE-BAMIED25TR

ICellularSettings Publisher CD4724EA-SD92-4CBA-B1B6-B357ABT467

IMbaeIrtemal ES8FD5270-2AFB-4345-AT58-CAFEC3A412Y

IMbaeManagerintemal B1874DE5-bF25-4357-B435-AA6B4FOSFAL

IMbae Metadata EventHandler OEED7442-2586-45E5-85A6-B3020CSCCH

hdhac s e R707R24r M7RA_ARIE_ATRN.RIRINRENTRE ¥ ¥ 65
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Interface Information - Proxy/Stub NDR

Proxies and Stubs contains NDR bytecode which describe how to
marshal parameters back and forth.
Contains information about interfaces and structures

04 OleviewDotNet 64bit - m| *
File Registry Object Security Help
Proxy CLSIDs ) tpcps.dll | - X
Interfaces | Structures [Cuid("c2eBf101-5d03-42ee-b30a—35255T7831039") ] ~
interface IRecoManager : IUnknown {

Name o ~ HRESULT Proc3(/* Stack Offset: & [In, Out] int* po,

lInkManager AB558507-9B56-46BA-54ED-582EGBAA0AL HEESULT Procd(/* Stack Offset: & [In] struct Struct

linkObject BSC4AOCT-16ED-4DC2-B34A-4EBI032658 HERESULT Proc3(/* Stack Offset: 8 */ [In] GUID* pO, /*

lInk Poirt 3776F33D-6BF8-4ADD-3CTE-S46AB4ATT HRESULT Procé (/* Stack Offset: 8 #/ [Out] GUID* pO, /*

lInk Stroke 251F1257-1DCB-4AD0-AB26-4FIE326FE4! HRESULT Proc?(/* Stack Offset: 8 [In] GUID* pO, /*

|Lattice 946665F5-71E3-447B-A896-33590A41153 HRESULT Proc8(/* Stack Offset: 8 [In] GUID* poO, /*

|PenService SE358D23-02B2-4CCD-3FEE-EB7SEESDD! HRESULT ProcS(/* Stack Cffset: 8 #/ [Out] IRecoWordLis

|PenService SampleCollector  BOECE4A1-FF78-43FA-BOGE-EBEAAATEFL

|PenService Tablet SEE4BC56-1537-4CC5-8A93-ATEDAD 1353

|IRecofsyncResults 250CEFSC-121F-4530-ADCD-TAZABE23CT

IRecoContext EGDABETS-7HAF-ACEA-9665-2B6A440DOF

|Recognizer 3A182ADE-596A-4070-A574-73941817B67

|IRecoManager C2EBF101-5D03-42EE-BI0A-35255783103

IRecoWordList I7ADCEA5-ACEG-4A31-BBA1-FDIF4EF4R0

IRenderingContext AEGBAF16-5A0C-4815-9AA2-DE231FBAAA

IRenderlnk h3BASCTB-B58A-4FF1-9765-62B6D 745930

|StrokeGeometry 11F962C5-242E-4D4D-B205-0F 3AB3562FL

|Stroke Set 2080FF4F-297F-4FEE-AABI-CACABEFET2T

| Tablet 1CBZEFC3-ABCT-4172-BFCB-3BCSCBI3E2

| Tablet2 C247F616-BBEB-4D6A-AED 3-F75EG56559

| Tablet3 ACOE3351-0AZF-448E-88D0-49DANCAS24I

| TahletCnntead ARAAAFNA-SNARF-41AF-RFN1-FCNANARIF ¥ v

< >

>

66



https://pixabay.com/en/strip



Activation Properties In- SPD

I
:struct SpecialPropertiesData { I

I unsigned long deessionId;<—{ Choosing a Session ID?
: long fRemoteThisSessionId ; I

I long fClientImpersonating ; :

: long fPartitionIDPresent ; I

| DWORD dwDefaultAuthnLvl ; :

: GUID guidPartition ; - UAC Related Stuff
| DWORD dwPRTFlags ; :

! :

' I

' I

I
| I

I
I
I
I
I
I

DWORD dwOrigClsctx ;
DWORD dwFlags ;
DWORD dwPid ;

unsigned _ int64 hwnd;

enum SPD FLAGS {
SPD_FLAG USE_CONSZLE SESSION

SPD_FLAG_USE_DERAULT AUTHN LV

' I
' I

' I

: SPD_FLAG_USE_SMRVER PID I

. SPD_FLAG_USE_LUA LEVEL ADMIN I
DWORD ulServiceld ; SPD_FLAG_COAUTH USER IS NULIL :
I

I

I

I

I

I

DWORD Reserved [ 1; I SPD_FLAG COAUTH DOMAIN IS NULL
I
I

SPD_FLAG_COAUTH PWD_ IS NULL
SPD_FLAG_USE_LUA LEVEL HIGHEST



Session and Elevation Monikers

Session-to-Session Activation with a Session
Moniker

Session-to-session activation (also called cross-session activation) allows a client process to start (activate) a local server process on a
specified session. This feature is available for applications that are configured to run in the security context of the interactive user, also

known as the "RunAs Interactive User" object activation mode. For more information about security contexts, see The Client's Security
Context.

Distributed COM (DCOM) enables object activation on a per-session basis by using a system-supplied Session Moniker. Other system-

supplied monikers include file monikers, item monikers, generic composite monikers, anti-monikers, pointer monikers, and URL
monikers.

The COM Elevation Moniker

The COM elevation moniker allows applications that are running under user account control (UAC) to activate COM classes with
elevated privileges. For more information, see Focus on Least Privilege.

When to Use the Elevation Moniker

The elevation moniker is used to activate a COM class to accomplish a specific and limited function that requires elevated
privileges, such as changing the system date and time.

Elevation requires participation from both a COM class and its client. The COM class must be configured to support elevation by

annotating its registry entry, as described in the Requirements section. The COM client must request elevation by using the
elevation moniker.




Monikers and Binding

® Monikers are string representation of COM objects.
® Pass string to CoGetObject to “Bind” to the underlying object.

HRESULT CoCreatelInstancelInSession (DWORD session,
REFCLSID rclsid, REFIID riid, void ** ppv) {
BIND OPTS3 bo = {};

WCHAR wszCLSID [50];
WCHAR wszMonikerName [ 1,

StringCchPrintf (wszMonikerName, countof (wszMonikerName),
L"session:%d!new:%s" , session, wszCLSID)

bo.cbStruct = sizeof (bo);

bo.dwClassContext = CLSCTX LOCAL SERVER ;

]

|

|

|

|

|

|

|

|

|

|

| StringFromGUID2 (rclsid, wszCLSID, countof (wszCLSID))
|

|

|

|

|

|

| . . ..

| return CoGetObject (wszMonikerName , &bo, riid, ppv):
|
|



Session Moniker in Action

RPCSS

Process “Alice”

71



Session Moni

Request Activation
in Session 2

Process “Alice”

<er in Action

RPCSS
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Session Moni

Process “Alice”

<er in Action

RPCSS

Create Process

Instance
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Session Moni

Process “Alice”

<er in Action

RPCSS

Connect to Instance

Instance
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Session Moniker in Action
RPCSS

Connect to Instance

Permissions for AP Client HxHelpPaneServer Class Acc... X
Security
UpAL~Q
PFOCGSS Allce Group or user names:
42 sELF

H2 SYSTEM
INTERACTIVE

Interactive Access

N

 fdd. | Remove |
Permissions for INTERACTIVE Allow Deny
Access i ]
[

Local Access
Remote Access

Far special permissions or advanced settings,
click Advanced.

AP Client HxHelpPaneServer Class
CLSID: 8CEC58AE-07A1-11D9-B15E-000D56BFE6GEE
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Abusing Information Disclosure

O OleviewDothet 64bit - O x
File Registry Object Security Help
| COM Processes | « % | IPID00D0140b-0e64-0e68-e75¢-ddcd455824F1 v px
- — Properties:
| Mode: |Contains .2 Apply CLSID 20E82000-C000-0000-20C0-BE0REEEREE00
- ApplicationFrameHost - DESKTOP-C1HN3FN\tyranid ~
- backgroundTaskHost - DESKTOP-C1HN3FN\tyranid
- browser_broker - DESKTOP-CIHN3FN\tyranid
- dllhost - DESKTOP-C1HN3FN\tyranid
- explorer - DESKTOP-CIHN3FN\tyranid
: POPEB489-BEG4-8954-2168-FI2A42C8BEEC - IID: IUNknown
: PEEB5C91-8E64-PEES-5FE9-1B255ED62EAS - IID: IRundown Unmarshal
: POPEOPE2-OEG4-PE08-6D46-EBFBASETIEEC - IID: IRundown
: POEB5403-BE64-FFFF-854D-BID4B1B4ADCF - IID: IRundown
: POPEBERS-BEG4-8F24-1900-SEBB4GCEBBF7 - IID: IRundown
: POEE1285-BEG4S-BF24-ABAC-45874BABE19E - IID: IACCPropSErver
: POPE0496-BEG4S-BF24-EESA-BFBSFBI7DF34 - IID: IACCPropserver
: POEE5487-BEG4-8F24-ECID-9FESCEE98B46 - IID: IACCPrOpSErver A
: PORACAP3-OEG4-OF24-BC3B-FF1B5EEDASCE - IID: IPrivDragDrop
: POPOD409-8E64-FFFF-ADR3-31ASEEASABSS - IID: IUnknown Interfaces:
: POPOD40A-BEG4-OF24-32EB-7BSEDDSEAZSE - IID: IUnknown s - B
4PE-BEES-BEGE-E ILocalSystemactivator
: BBPAA4AC-BEC4-BFE4-C5C5-BEFFFBCFEEES - IID: IServiceProvider ILocalsystemactivator oeepe132-8ee0-0800-(0B0-000800008846 NO
: POPA4ARD-SEG4-OFES-FDF3-B5835318D6C1 - IID: IuUnknown IMarshal eogeeas-geea-eoee-Coed-geace0aeeass No
: GOPAFOAE-BEE4-BF24-5341-668C62BCCDIC - IID: IPrivDraghrop Isystemactivator 202801422002 -2200 (202 020020280896  No
: BPPEFEBF-0E64-FFFF-91AB-C2DD19432CEE - IID: IUnKnown IUnknown ee0espen -o0e0-0200- (020 -00eaRRR08845  No
: POPOS419-8E64-0F24-5B30-SBCBTD43AEEC - IID: IUnknown
: POPE111-8E64-0FB4-45EC-BFD281188055 - IID: IServiceProvider
: POEESA12-8E64-0FB4-2110-62E5DEEC457@ - IID: IRundown
: POEADA13-8EG4-OF24-7B45-1B0FID2CIDBF - IID: IPrivDragDrop
: POEOD414-8E64-FFFF-202F-1A9B16B75297 - IID: IUnknown
: POER3A15-8EG4-0F24-A707-BE1F475714E2 - IID: IUnknown
: POERO417-8E64-OF95-6EA4-AES4BAIACDS3 - IID: IRundown
: POPOES13-9E64-0F95-FBD4-403302396301 - IID: ILocalSystemActivator .
< > < >

Showing 16 of 16 entries
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You Can’t Help Loving DCOM

System Shutdown

Thiz gustem iz shuthing down, Flease zave all
@ work, in progress and log off. Any unzaved

changes will be lozt. Thiz shutdown was

initiated by MT AUTHORITY WSS TEM

Time befare shutdowr ;- O0:00:59

M ezzage

Windows must now reztart becausze the
Hemote Procedure Call [RPC) zemvice
terminated unexpectedly
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Plain Text Communications?

My Computer Properties ?
Default Protocols COM Securty MSDTC
General Options Default Properties

Enable Distibuted COM on this computer

[ ] Enable COM Intemet Services on this computer

Default Distributed COM Communication Properties
The Authertication Level specifies security at the pachet Jefel.

Default Authertication Lewvel:
Connect e

The impersonation level specifies whether applications can detemine
who is calling them, and whether the application can do operations
using the client's identity.

Default Impersonation Level:
|dentify e

Securty for reference tracking can be provided f authentication is used
and that the default impersonation level is not anonymous.

Provide additional security for reference tracking

Leam maore about setting these properties.

Cancel Aopihy

Defaults to CONNECT
Authentication Level?

Authentication Level

CONNECT Authenticates the credentials of the
client and server.
CALL/PKT Same as CONNECT but also prevents

replay attacks.

PKT_INTEGRITY

Same as CALL/PKT but also verifies
that none of the data transferred
between the client and server has
been modified.

PKT_PRIVACY

Same as PKT_INTEGRITY but also
ensures that the data transferred
can only be seen unencrypted by
the client and the server.

78




Good old Wireshark

M “Ethernet 2 - O *
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
dm i@ [(IBRABRes=F s Eaaan
(1 [deerpe 88 ip.addr == 192,168.56. 102 EA. -] Expression..
Mo, Time Source Destination Protocol Length Info
158 58.869377 192.168.56.182 192.168.56.58 ISystemActivator B854 RemoteCreateInstance request

> [No Specification Available: 88808068 ]
v IActProperties
CntData: 728
¥ O0BJREF
Signature: MEOW (@x574f454d)
Flags: OBJREF_CUSTOM (@xe0a80a64)
IID: BBe88lal-oobd-oopa-cood-oooppRaRRBLE

8118 [l R B8 ¢ y

() 7 OBIREF (dcom.objref), 728 bytes || Packets: 478 - Displayed: 216 (45.2%) - Dropped: 0 (0.0%) || Profile: Default




Access Permissions for WMI

File Registry Object Security Help
424 - svchost - NT AUTHORI...

Process

Executable Path: |C:\Windows\5ysiem32‘&uchost.exe

Process ID: |42-1

AppID: [N/A

Access Permissions: |0:5YG:SYD:(A;;CC;;;AU}[A;;CC;;;AC}[A;;CC;;;ILI}

LRPC Permissions: |D:{A;;&neffBﬁﬁ:::WD}{&::W&?H:::P«N}[P«::GH;;;AC}

User |NT AUTHORITYA\SYSTEM

Permissions for svchost Access

Security

GI‘DIJD ar User names:

=

Security Flags: |C.apabi|'rties: STATIC_CLOAKING, DISABLE_AAA, MO

STA HWND: |{b;11}|}28

IFIDs:

IPID D

00071 001 1-071 2 B4FF-30b4-59090 1525531 Windows . System. |UserStatics
0001601 2-01a 84 -da 390 6dafaabl Windows System |UserWatcher
0001a813-01a8-0000-6734405bd51503a%  IDLLHost
00015814-01a8-0000-d 2 3237500 X558 IWinRTInprocActivator
00016415-01a8-1860-2115-1abR67chc430  [NotifyNetwork Events
000711816-01a8-1860-caed-0979e3c500d1  IMotifyNetwork ListManagerEven
00015417-01a8-0000400-d6525dF 16405 IWhemServices
£

[E)ALL APPLICATION PACKAGES
A A thenticated Users
S& INTERACTIVE

Pemissions for Authenticated
Users

Access
Local Access
Remote Access
All authenticated users can
access WMI remotely

| DOOOEDLL

For special pemissions or advanced settings,

click Advanced. Advanced

saado g 1aalnn S
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MEOW-Jacking!

Client
“Domain Admin”

WMI Activation Request

4

A

81



MEOW-Jacking!

Client
“Domain Admin”

4

'/

Marshal
Object

OBJREF
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MEOW-Jacking!

Client
“Domain Admin”

'/

Send back OBJREF

OBJREF
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MEOW-Jacking!

Client

“Domain Admin”

OBJREF

4

OBJREF

84



MEOW-Jacking!

Client
“Domain Admin”

Connect to
Remote
Obiject.
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Not as Bad as it Could Be

Security for Root x

Security

GI'GIIJD aruser names:

Authenticated Users
SR LOCAL SERVICE
S2 NETWORK SERVICE
B2 Administrators (DESKTOP-CTHNAIFN Administrators)

| Add... | Remove
Permissions for Authenticated
|Jzers Allow Dery
Partial Write ] O =
Provider Write O
Enable Account O
Remote Enable Il Il
Read Security [] [l W
For special permissions or advanced settifigs, 1 :
click Advanced. filems o
Apply

User’s not allowed to access WMI
remotely.

"ﬂ OleViewDotMet - Administrator - 84bit . O

File Registry Object Security Help

~ COM Processes

Filter: || Mode: :Corrtains v - Apply
E]I— 2 - POMWERPNT - DESKTOP-CIHN3FN\tyranid

El ! - svchost - NT AUTHORITY\LOCAL SERVICE

= - svchost - NT AUTHORITY\SYSTEM Plenty of other

El-Jgm| Services

| Delivery optimization

| Geclocation Service

| User Profile Service

| Shell Hardware Detection

| Shell Hardware Detection

| Windows Management Instrumentaticn

| Windows Push Notifications System Service
| Windows Update

IPID: 2222AC22-21A2-2088-2084-5EFCIFTIE181 -
IPID: 2822BC21-21A2-2928-5890-BB16DATIEEEE -
IPID: 28221C22-21A2-2088-3ABD-1ECARS12A80E -
IPID: 28222C83-21A2-FFFF-G413-B23AREEE2A4F -
IPID: 2822E424-21A2-2088-BEEB-112DDEELSCAA -
IPID: eeeeCCe5-@1A2-2028-345A-67826022296E -
IPID: e22gB426-21A2-2088-AB7E-BDCOBEEFBBIC -
IPID: e22g12e7-21AZ-2028-28BC-EBDFE4AFIDMBE -
IPID: e2223828-21A2-2028-C34B-ABBDAEDESELY -

TOTN = SADT OO0 B AT SMAD 9 ACE FLCITWWE T ACCS,

<

IID:
IID:
IID:
IID:
IID:
IID:
IID:
IID:
IID:

TN

potential COM
objects though.

IRundown
ILocalsystemactivator
ILocalsystemactivator
IRundown
ILocalsystemactivator
ILocalsystemactivator
ILocalsystemactivator
INotifyNetworkInterfaceEvents
IUnkrown

Tiinlrnnun
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